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I. Assurance Class AGD
1 Impact in case of a re-evaluation

## In case of a re-evaluation process the impact resulting from the changes that have been applied to the product have to be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.

## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore the following chapters should not mention the previous TOE to obtain a consistent description allowing further re-evaluation processes.

## The current evaluation process is not a re-evaluation process.
2 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [1], [2], and [3]) and the Common Evaluation Methodology (see [4]). The subject of the current report is the evaluation of the guidance documents of the TOE as required by the Assurance Class AGD. This Assurance Class comprises two Assurance Families: AGD_OPE (Operational User Guidance) and AGD_PRE (Preparative Procedures), whereby each of them defines merely single Assurance Component AGD_OPE.1 and AGD_PRE.1, respectively, being independent of the evaluation assurance package chosen.
The Scheme Interpretations AIS ##.... were used in the course of this evaluation task.

The following Developer Action Elements are required:

AGD_OPE.1.1.D

AGD_PRE.1.1.D

The following contributions were provided:

##Title Operational Guidance [14],

##Title PREPG (Preparative Guidance) [15],


##Title ST [11],


##Title FSP [12],


the TOE in its deliverable state.

There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a re-evaluation: the evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.
Evaluation objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether and how the document [14] provided by the developer meets the requirements given by the Common Criteria, [3]. If the documentation does not meet the requirements or if it contains inconsistencies or deficiencies, it is also treated in this report.

In detail, the following assurance components are analysed in this report:
	AGD_OPE.1
	Operational user guidance

	AGD_PRE.1
	Preparative procedures


According to the Common Criteria, Part 3 these assurance components imply the following dependencies:

	AGD_OPE.1
	ADV_FSP.1 Basic functional specification

	AGD_PRE.1
	No dependencies


The Developer Action Elements required for the developer are the following:

AGD_OPE.1.1D and AGD_PRE.1.1D.
Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [4]. The examinations conducted in this report are grouped into work units according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [3].
An evaluator action element shall be applied to the content and presentation of evidence element. The relevant application instructions are given in the respective work units as shown below:
	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement
	related evaluator work units according to [4]
	Verdict

	
	AGD_OPE.1.1E
	
	
	##PASS##FAIL##INCONCLUSIVE

	
	
AGD_OPE.1.1C
	
	AGD_OPE.1-1
	

	
	
AGD_OPE.1.2C
	
	AGD_OPE.1-2
	

	
	
AGD_OPE.1.3C
	
	AGD_OPE.1-3
	

	
	
AGD_OPE.1.4C
	
	AGD_OPE.1-4
	

	
	
AGD_OPE.1.5C
	
	AGD_OPE.1-5
	

	
	
AGD_OPE.1.6C
	
	AGD_OPE.1-6
	

	
	
AGD_OPE.1.7C
	
	AGD_OPE.1-7
	

	
	
	
	AGD_OPE.1-8
	

	
	AGD_PRE.1.1E
	
	
	##PASS##FAIL##INCONCLUSIVE

	
	
AGD_PRE.1.1C
	
	AGD_PRE.1-1
	

	
	
AGD_PRE.1.2C
	
	AGD_PRE.1-2
	

	
	AGD_PRE.1.2E
	
	
	##PASS##FAIL##INCONCLUSIVE

	
	
no element assigned
(this evaluator action element has to be applied to the TOE itself)
	
	AGD_PRE.1-3
	


Table 1: Requirements for evidence and evaluation
Evaluation results

Summary Verdict for the Assurance Class AGD:
##PASS ##FAIL##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class AGD) is assessed with PASS.
##if a work unit is not fulfilled: The TOE fulfils not all requirements of the assurance components AGD_OPE.1 and AGD_PRE.1. For further details please refer to Sections 5.4, 5.5 and 5.6 below.

Result Overview:

	Evaluation Aspect
	Result

	
Assurance Class AGD
	##PASS ##FAIL##INCONCLUSIVE.

	

AGD_OPE.1
	##PASS##FAIL##INCONCLUSIVE.

	


AGD_OPE.1.1E
	##PASS##FAIL##INCONCLUSIVE

	

AGD_PRE.1
	##PASS##FAIL##INCONCLUSIVE

	


AGD_PRE.1.1E
	##PASS##FAIL##INCONCLUSIVE

	


AGD_PRE.1.2E
	##PASS##FAIL##INCONCLUSIVE


Details on this evaluation results can be found in the following sections.

2.1 AGD_OPE.1 Operational User Guidance
Summary Verdict for the Assurance Component AGD_OPE.1:
##PASS##FAIL##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component AGD_OPE.1. This result is based on the evaluator actions and work units documented below.
2.1.1 AGD_OPE.1.1E

Evaluator action element:

AGD_OPE.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

AGD_OPE.1.1C
The operational user guidance shall describe, for each user role, the user-accessible functions and privileges that should be controlled in a secure processing environment, including appropriate warnings.

AGD_OPE.1.2C
The operational user guidance shall describe, for each user role, how to use the available interfaces provided by the TOE in a secure manner.

AGD_OPE.1.3C
The operational user guidance shall describe, for each user role, the available functions and interfaces, in particular all security parameters under the control of the user, indicating secure values as appropriate.

AGD_OPE.1.4C
The operational user guidance shall, for each user role, clearly present each type of security-relevant event relative to the user-accessible functions that need to be performed, including changing the security characteristics of entities under the control of the TSF.

AGD_OPE.1.5C
The operational user guidance shall identify all possible modes of operation of the TOE (including operation following failure or operational error), their consequences and implications for maintaining secure operation.

AGD_OPE.1.6C
The operational user guidance shall, for each user role, describe the security measures to be followed in order to fulfil the security objectives for the operational environment as described in the ST.

AGD_OPE.1.7C
The operational user guidance shall be clear and reasonable.

Work units:

[AGD_OPE.1-1] The evaluator shall examine the operational user guidance to determine that it describes, for each user role, the user-accessible functions and privileges that should be controlled in a secure processing environment, including appropriate warnings.
The current work unit deals with all user-accessible functions independent of their relevance for TSP, i.e. independent of the fact, whether a user accessible function is part of TSF or not.

Summary:

The evaluator found the information related in [14], Sections ##1, ##2, ….
Analysis:

The evaluator analysed the relevant description and created the following table summarising the results of this analysis:
	User-accessible TOE functions
	Command types and externally accessible interfaces
	TSF related
	User roles

	
	(needed for AGD_OPE.1-3)
	(needed for AGD_OPE.1-2 and 1-3)
	User_role_1
	User_role_2
	User_role_n

	Function_1
	command1

command2
	SEF1
	y: operational phase

n: configuration phase
	y: operational and configuration phases
	…

	Function_2
	command3

…
	SEF2
	y: operational and configuration phases
	y: operational phase

n: configuration phase
	…

	Function_m
	command15

…
	-
	n: operational and configuration phases
	n: operational phase
	…


Table 2: User roles and user accessible functions
Assessment and Verdict:

The evaluator’s analysis showed the following:
· all TSP-relevant user roles are ##not stated in the user guidance;
· all user-accessible TOE functions being available in the scope of validity of TSP incl. types of commands required for their stimulation and warnings generated by them are ##not stated in the user guidance;
· further assessments, if necessary.

##If a user role is not mapped to at least one user-accessible function or there is a user-accessible function being not associated with any user role, the evaluator shall determine existence of an inconsistency.

Therefore the evaluator determines that the operational user guidance describes (##or not), for each user role, the user-accessible functions and privileges that should be controlled in a secure processing environment, including appropriate warnings.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
[AGD_OPE.1-2] The evaluator shall examine the operational user guidance to determine that it describes, for each user role, the secure use of the available interfaces provided by the TOE.

The current work unit deals with secure use of the TOE interfaces independent of their relevance for the TSP. It is assumed that TSF and non-TSF portions of the TOE are effectively separated and do not interfere with each other. Any use of non-TSF interfaces must not affect the TSP. Therefore, merely a functional description of non-TSF interfaces in the guidance documentation suffices.

Description of the TSF-interfaces (TSFI) must be detailed. It must focus on their secure use. An examination of such interfaces is subject of the next work unit (AGD_OPE.1-3).

The appropriate TOE’s usage in the context of its environment will be analysed in work unit AGD_OPE.1-6.

Summary:

The evaluator found the relevant information in [14], Sections ##1, ##2, ….

Analysis:

For the analysis, the evaluator used the mapping prepared in work unit AGD_OPE.1-1 as a basis for the evaluation tasks of the current work unit. This work unit examines the non-TSF interfaces, cf. column ‘TSF related’ in Table 2 above. The evaluator analysed the descriptions of the functional capabilities for each non-TSF interface.
##If the evaluator likes, he can also create the following table:

	external accessible non-TSF interface
	Presentation in [14], reference (sec.)
	Comments

	command15
	3.5
	

	command17
	4.6
	

	
	
	


Table 3: Externally accessible non-TSF interfaces
Assessment and Verdict:

The analysis of the non-TSF interfaces showed that their functional capabilities are described in a manner ##not enabling their correct use.

Therefore the evaluator determines that the operational user guidance describes (##or not), for each user role, the correct use of the external visible non-TSF interfaces provided by the TOE, what represents a partial assessment of this aspect, see below. Hence, the current work unit is in this part fulfilled (pass) ##or not (fail).
The analysis for TSF interfaces (interfaces of TSF-related functions) will be done in the work unit AGD_OPE.1-3, where they are in focus. Due to this fact, the final verdict for the current work unit depends on the verdict of the work unit AGD_OPE.1-3.
[AGD_OPE.1-3] The evaluator shall examine the operational user guidance to determine that it describes, for each user role, the available security functionality and interfaces, in particular all security parameters under the control of the user, indicating secure values as appropriate.

The current work unit deals with a secure use of TOE interfaces being relevant for the TSP, i.e. TSFI. All non-TSF interfaces have already been considered in the previous work unit (AGD_OPE.1-2). It is assumed that TSF and non-TSF portions of the TOE are effectively separated and do not interfere each other. Therefore, the current work unit exclusively focuses on TSF and TSFI.

Summary:

The evaluator found the information related in [14], Sections ##1, ##2, ….

Analysis:

For the analysis, the evaluator used the mapping prepared in work unit AGD_OPE.1-1 as a basis for the evaluation tasks of the current work unit, especially user roles, TSF and associated TSFI. He focused on the TSF interfaces, cf. column ‘TSF related’ in Table 2 above. Table 2 from work unit AGD_OPE.1-1 also provides an overview of the security functionality (TSF) and of the interrelationships between TSF and TSFI.

In order to facilitate the analysis of TSFI properties, the evaluator created the following table:

	TSFI
	Stimulation and response
	Parameter(s)
	Valid and default values
	Secure values
	Evaluator’s comments

	TSF Interface1
	command1


	P1
	0x00 – 0x0f

d = 0x01
	0x01 – 0x03
	

	
	
	P2
	…
	…
	

	
	response(s)
	
	
	
	

	
	command2
	-
	-
	-
	

	TSF Interface2
	[14], Section 5.3
	[14], Section 5.3.1
	[14], Section 5.3.1
	[14], Section 5.3.1
	

	…
	
	
	
	
	


Table 4: TSF interfaces
Table 4 shows that all TSFI as identified in Table 2 above are sufficiently described in [14], including all parameters and secure values for the parameters. Please note that Table 2 unambiguously maps TSFI to TSF. Therefore this statement is also holds in respect to the TSF.
Now the evaluator turns to the analysis of guidance completeness concerning ST and FSP. In order to facilitate this analysis, he created the following table:
	item
	associated item
	ST, Section #
	FSP, Section #
	Guidance, Section #
	Evaluator’s comments

	Roles

	User_role_1
	-
	#
	#
	#
	

	User_role_2
	-
	#
	#
	#
	

	
	
	
	
	
	

	TSF and TSFI

	TSF1
	TSFI1.1

TSFI1.2
	-
	#
	#
	

	TSF2
	TSFI2.1
	-
	#
	#
	TSFI2.1 is not user-accessible

	
	
	-
	…
	…
	


Table 5: Guidance vs. ST and FSP
Table 5 shows that all TSF(I) information in the Security Target and the Functional Specification is identified in the user guidance. The evaluator also did not find any indication on possible side effects or interactions within the TSF having not already been identified within the user guidance.
Assessment and Verdict:

Based on the analysis and results in the context of the current work unit, the evaluator determines that the operational user guidance describes (##or not), for each user role, the available security functionality and interfaces, in particular all security parameters under the control of the user, indicating secure values as appropriate.

Therefore the current work unit is fulfilled (pass) ##or not (fail). Because of the positive / ##negative verdict for the current work unit, the work unit AGD_OPE.1-2 is also ##not fulfilled.

[AGD_OPE.1-4] The evaluator shall examine the operational user guidance to determine that it describes, for each user role, each type of security-relevant event relative to the user functions that need to be performed, including changing the security characteristics of entities under the control of the TSF and operation following failure or operational error.

The current work unit deals with security-relevant events, which may occur during operation/configuration of the TOE and being visible at the user-accessible interfaces, with the aim to enable a user of the TOE to react on such events.

Summary:

The evaluator found the information related in [14], Sections ##1, ##2, ….

Analysis:

For the analysis, the evaluator used the results of the work units AGD_OPE.1-1 and AGD_OPE.1-3 concerning warnings.
The evaluator analysed the following security-relevant events, concerning properties and relationships:
	Security-relevant event
	External accessible interfaces
	Security characteristics may be changed
	Indication for failure
	reactions for user roles

	
	
	
	
	User_role_1 
	User_role_2 
	User_role_n 

	SRE_1
	response1
	Availability of user authentication (it may be blocked)
	User authentication failed consecutively
	mandatory_action1

recommended_action1
	mandatory_action2
	…

	SRE_2
	[14], Section ##
	[14], Section ##
	[14], Section ##
	[14], Section ##
	-
	…

	…
	…
	
	
	…
	…
	…


Table 6: Security Relevant Events

The relationships between each security relevant event and the associated user-accessible function can be followed using Table 4 (‘Stimulation and response’) and Table 2.
The evaluator analysed descriptions of security-relevant events and came to the conclusion that they are sufficient to identify the source of such an event, e.g. an operational error.
Assessment and Verdict:

Based on the result of the analysis above, the evaluator determines that the operational user guidance describes (##or not), for each user role, each type of security-relevant event relative to the user functions that need to be performed, including changing the security characteristics of entities under the control of the TSF and operation following failure or operational error.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
[AGD_OPE.1-5] The evaluator shall examine the operational user guidance and other evaluation evidence to determine that the guidance identifies all possible modes of operation of the TOE (including, if applicable, operation following failure or operational error), their consequences and implications for maintaining secure operation.

Chapter 16 (Vulnerability Assessment) of the Common Criteria for Information Technology Security Evaluation, Part 3 [3] addresses operational vulnerability and misuse investigation in § 452. These ‘misuse investigation’ activities depend on the elements AGD_OPE.1.5C–1.7C and parts of assurance family AGD_PRE.

Summary:

The evaluator found the information related in [14], Sections ##1, ##2, ….

Analysis:

The evaluator analysed all possible modes of operation of the TOE. He considered only the life cycle phases of the TOE covered by the TSP as defined in ST. The evaluator used results of the work units above for this purpose: Table 2 from the work unit AGD_OPE.1-1 and Table 6 from the work unit AGD_OPE.1-4.
In order to aid this analysis, the evaluator created the following table:

	Mode of operation of the TOE
	Security-relevant events in the current mode
	User Roles
	Evaluator’s comments

	
	
	User_role_1
	User_role_2
	User_role_n
	

	MO_1
	SRE_1

SRE_2

…

cf. [14], Section ##
	availability

responsibility
	availability

responsibility
	…
	

	MO_2
	cf. [14], Section ##
	availability

responsibility
	availability

responsibility
	…
	

	…
	…
	…
	…
	…
	


Table 7: Modes of operation
The table above and informal analysis show that all the TSP-relevant modes of operation are described in the user guidance as appropriate.

The evaluator analysed descriptions of modes of operation and came to the conclusion that they are sufficient to maintain the security and ensures a secure operation of the TOE.

The evaluator also analysed consistency of [14] concerning this aspect with other evaluation evidences. For this purpose, the evaluator searched for any mode of operation described in the Functional Specification or the Security Target, but not being described in the guidance. The evaluator found no such mode.
Furthermore, the evaluator used, where appropriate, the user guidance during his test activities in order to get a feeling for a practical using of the guidance. Hereby the evaluator did not come in a misleading situation.

Assessment and Verdict:

Based on the result of the analysis above, the evaluator determines that guidance identifies (##or not) all possible modes of operation of the TOE (including, if applicable, operation following failure or operational error), their consequences and implications for maintaining secure operation.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
[AGD_OPE.1-6] The evaluator shall examine the operational user guidance to determine that it describes, for each user role, the security measures to be followed in order to fulfil the security objectives for the operational environment as described in the ST.

This sub-activity is very important to ensure the consistency of the TSP. Correctness and effectiveness of TSF is examined in several assurance components. The organisational and technical measures required by the TOE operational environment are addressed in assurance class AGD (WUs AGD_OPE.1-6 and AGD_PRE.1-2) only.
The guidance shall describe organisational and technical measures that have to be followed by the users in order to achieve the security objectives for the TOE operational environment. The current work unit contributes to misuse investigation by analysis, whether the environmental measures described in the guidance are indeed sufficient for enforcing of the security objectives for the TOE environment.

Summary:

The evaluator found the relevant information in [14], Sections ##1, ##2, ….

Analysis:

The evaluator analysed all security measures as defined in the user guidance. He distinguished here between procedural, physical, personnel and IT environmental measures. The evaluator also used here results of the work unit AGD_OPE.1-1 Table 2 (user roles) for this purpose. The security objectives for the operational environment of the TOE are defined in [11], Section ##.
In order to facilitate the analysis of appropriateness of the TOE external security measures, the evaluator created the following table:

	Security Objectives for the TOE environment (cf. ST)
	User roles
	Evaluator’s comments

	
	User_role_1
	User_role_2
	User_role_n
	

	procedural

	OE.1
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	…
	

	…
	
	
	
	

	physical

	OE.2
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	…
	

	…
	
	
	…
	

	personnel

	OE.3
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	…
	

	…
	…
	…
	…
	

	connectivity (IT environment)

	OE.4
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	Related security measure

reference to [14], where this measure is addressed to this user, if appropriate
	…
	

	…
	…
	…
	…
	


Table 8: Environmental (TOE external) security measures for operation
The table above shows that, for each user role, each security objective for the operational environment of the TOE is addressed by at least one environmental security measure.

The evaluator analysed each security measure, whether it is understandable described for the user and whether the user can easily perceive that this security measure is to be followed. He came to the conclusion that it is the case.
Assessment and Verdict:

Based on the result of the analysis above, the evaluator determines that operational user guidance describes (##or not), for each user role, the security measures to be followed in order to fulfil the security objectives for the operational environment as described in the ST.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
[AGD_OPE.1-7] The evaluator shall examine the operational user guidance to determine that it is clear.

The current work unit contributes to misuse investigation by analysis, whether the guidance can reasonably be misconstrued by a human user.

Summary:

##The evaluator shall document here, where he has found the relevant information in the developer’s contributions. It might also be that a precise reference is not appropriate here due to the fact that the current activity refers to a property of the entire user guidance. The evaluator can give this explanation in his report, if appropriate.

Analysis:

In order to carry out the analysis, the evaluator searched in an informal way for 
(i) any security relevant inconsistencies or missing information identified during performing the work units above,
(ii) any information provided within the guidance, which would be expected in another chapter of the guidance, and

(iii) any links between information within guidance, e.g. on interaction between functions, being expected, but missing.

Assessment and Verdict:

Based on the result of the analysis above, the evaluator came to the conclusion that the guidance  cannot (## or can) reasonably be misunderstood by a human user. . If the user follows the guidance documentation [14] no situation will occur (##or: a situation may occur) where the TOE is operated in an insecure state while the user presumes the state is secure.
Therefore the evaluator determines that the operational user guidance is clear. Hence, the current work unit is fulfilled (pass).

## Or in case of a potential misunderstanding the user guidance: the evaluator determines that the operational user guidance can be misunderstood. Hence, the current work unit is not fulfilled (fail).
[AGD_OPE.1-8] The evaluator shall examine the operational user guidance to determine that it is reasonable.

The current work unit contributes to misuse investigation by analysis, whether assumptions about the TOE’s usage and demands on its operational environment are realistic and plausible.

Summary:

##The evaluator shall document here, where he has found the relevant information in the developer’s contributions. It might also be that a precise reference is not appropriate here due to the fact that the current activity refers to a property of the entire user guidance. The evaluator can give this explanation in his report, if appropriate.

Analysis:

In order to carry out the analysis required the evaluator searched in an informal way for 

(i) any requirements, assumptions or recommendation regarding the secure usage of the TOE within the user guidance seeming to be unreasonable or unrealistic,
(ii) any requirements, assumptions or recommendation regarding the operational environment of the TOE within the user guidance being not consistent with the Security Target. (##This sub-activity may have already been done in the context of the work unit AGD_OPE.1-6. In this case the evaluator can just refer to it.)
Assessment and Verdict:

Based on the result of the analysis above, the evaluator concluded that the assumptions about the TOE’s usage and demands on its operational environment described in the user guidance are (## or not) realistic and plausible.

Therefore the evaluator determines that the operational user guidance is reasonable. Hence, the current work unit is fulfilled (pass).

## Or in case of unrealistic or implausible assumptions or demands on TOE’s operational environment: the evaluator determines that the operational user guidance is not reasonable. Hence, the current work unit is not fulfilled (fail).
Verdict for AGD_OPE.1.1E:
##PASS##FAIL##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

2.2 AGD_PRE.1 Preparative Procedures
Summary Verdict for the Assurance Component AGD_PRE.1:
##PASS##FAIL##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component AGD_PRE.1. This result is based on the evaluator actions and work units documented below.
2.2.1 AGD_PRE.1.1E

Evaluator action element:

AGD_PRE.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

AGD_PRE.1.1C
The preparative procedures shall describe all the steps necessary for secure acceptance of the delivered TOE in accordance with the developer's delivery procedures.

AGD_PRE.1.2C
The preparative procedures shall describe all the steps necessary for secure installation of the TOE and for the secure preparation of the operational environment in accordance with the security objectives for the operational environment as described in the ST.

Work units:

[AGD_PRE.1-1] The evaluator shall examine the provided acceptance procedures to determine that they describe the steps necessary for secure acceptance of the TOE in accordance with the developer's delivery procedures.

This work unit deals with the minimal requirements on the content of acceptance procedures, if any. The general objective of any acceptance procedure is ensuring that the delivered TOE is the complete evaluated instance. This general objective will be achieved by several single measures like checking TOE version, verifying integrity of the TOE and authenticity of the TOE dispatcher as well as applying a structured well‑defined acceptance procedure.
Summary:

The evaluator found the information related in [15], sections ##1, ##2, ….

##Or: The developer did not define any acceptance procedure, see the analysis below.

Analysis:

The document [15] defines an installation/configuration chain before the TOE becomes operational. Due to this fact the TOE developer addresses several acceptance procedures for different ‘delivery interfaces’ (the TOE is passed from the TOE manufacturer to the first user, then to the next user in this installation/configuration chain through such ‘delivery interfaces’).

##Or: The document [15] defines a single ‘delivery interface’, where the TOE is passed through from the TOE manufacturer directly to its final user before the TOE becomes operational.
The evaluator checked the description of the delivery procedure(s) and found that the TOE developer defined, for each delivery interface, a dedicated procedure for the secure acceptance of the TOE by its user(s).

##Or: The evaluator checked the description of the delivery procedure(s) and did not find any procedure for a secure acceptance of the TOE by its user(s). However, the evaluator found a rationale given by the TOE developer, why it is not possible that the TOE user will use a product being not the TOE, but believing it were the TOE.

The evaluator analysed each acceptance procedure described. Hereby he associated each such procedure with the relevant delivery interface, i.e. if the procedure AP_1 is associated with the delivery interface DI_1, the procedure AP_1 has to be applied at the receiver end of DI_1, where the TOE is to accept. 

In order to facilitate the analysis of the acceptance procedures for the TOE, the evaluator created the following table:

	Delivery interface
	Acceptance procedure
	Security measure
	Evaluator’s comments

	DI_1
	AP_1

[15], Section ##
	verification of version number
	

	DI_2
	AP_2

[15], Section ##
	verification of version number

verification of dispatcher authenticity
	

	
	AP_3

[15], Section ##
	verification of version number

verification of TOE integrity

verification of dispatcher authenticity
	

	DI_3
	AP_4

[15], Section ##
	…
	

	…
	
	
	


Table 9: Delivery Interfaces and Acceptance Procedures

The table above shows that, for each delivery interface, there is at least one acceptance procedure. 
The description for each acceptance procedure comprises the following:
(i) a course of steps having to be performed by the receiver of TOE, before he accepts the received product as the TOE. This description includes – for each step – a clear scheme for the decision on the acceptance (or not acceptance);

(ii) a requirement that the receiver of the TOE has to check the version numbers of all parts of the TOE as stated in the ST or in the certification report in order to determine, whether they are commensurate with each other or not;

(iii) a requirement that the receiver of the TOE has to verify, whether the TOE was modified during the delivery or not;

(iv) a requirement that the receiver of the TOE has to verify, whether the dispatcher of the TOE is an authorised (for dispatching) entity or not.

Assessment and Verdict:

Based on the result of the analysis above, the evaluator determines that the procedures necessary for the secure acceptance of the delivered TOE have been provided (##or: have not been provided, but the TOE developer sufficiently reasoned (##or not), why it is not possible that the TOE user will use a product being not the TOE, but believing it were the TOE).
Based on the result of the analysis above, the evaluator concluded that the acceptance procedures cover (##or not) all the delivery interfaces being appropriate for the TOE. The acceptance procedures, for each delivery interface, describe the steps necessary for secure acceptance of the TOE in ##not sufficient details.
Therefore the evaluator determines that the acceptance procedures describe (##or not) the steps necessary for secure acceptance of the TOE in accordance with the developer's delivery procedures.

Furthermore, he determines that the acceptance procedures described are ##not appropriate to ensure that the delivered TOE is the complete evaluated instance.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
[AGD_PRE.1-2] The evaluator shall examine the provided installation procedures to determine that they describe the steps necessary for secure installation of the TOE and the secure preparation of the operational environment in accordance with the security objectives in the ST.

This work unit deals with the minimal requirements on the content of preparative procedures, if any.

[3], Chapter 16 ‘Vulnerability Assessment’, § 452 addresses operational vulnerability and misuse investigation. These ‘misuse investigation’ activities are described and have to be done in the context of the elements AGD_PRE.1.2C (Work Unit AGD_PRE.1-2) and the evaluator action AGD_PRE.1.2E as well as partially within the assurance family AGD_OPE.

This sub-activity is very important for getting the TSP consistent. The description of the preparative procedures shall contain organisational and technical measures enforcing achievement of the security objectives for the TOE operational environment and having to be followed by the users installing/configuring the TOE. While correctness and effectiveness of TSF is being examined within several different assurance components, the assurance class AGD (WUs AGD_OPE.1-6 and AGD_PRE.1-2) is the only aspect, where appropriateness of organisational and technical measures, having to be enforced in the TOE operational environment, is treated.

Summary:

The evaluator found the information related in [15], sections ##1, ##2, ….

##Or: The developer did not define any installation/configuration procedure, see the analysis below.

Analysis:

The document [15] defines an installation/configuration chain before the TOE becomes operational. Due to this fact the TOE developer addresses several preparative procedures for different parties being authorised to install and to configure the TOE.

##Or: The document [15] defines a single installation/configuration procedure, so that the TOE has to be prepared for operation merely by one party.
The evaluator checked the description of the preparative procedure(s) and found that the TOE developer defined dedicated procedure(s) for the secure installation/customising/configuration of the TOE by its user(s).

##Or: The evaluator checked the description of the preparative procedure(s) and did not find any procedure for the secure installation/customising/configuration of the TOE by its user(s). However, the evaluator found a rationale given by the TOE developer, why such a procedure is not necessary (e.g. the TOE delivered is already in the operational phase).
The evaluator analysed each installation procedure described and found that the description, for each such a procedure, comprises the following:

(i) Minimum functional requirements on the technical equipment needed for a secure installation/configuration of the TOE;

(ii) Security requirements on the installation/configuration environment according to the security objectives defined for the TOE operational environment in the ST; 
(iii) A course of steps having to be performed by the installer/configurator of the TOE in order to generate an operational TOE being commensurate with the TSP. Such a description includes – for each step – a clear scheme for the decision on the next step depended on success, failure or problems at the current step as well as, where appropriate, advises for handling (setting, changing, etc.) the characteristics for preparative procedures impacting the TSF.

In order to facilitate the analysis of appropriateness of the TOE external security measures the installation/configuration environment, the evaluator created the following table:

	Security Objectives for the TOE environment (cf. ST)
	TOE installer/
integrator
	TOE customiser
	TOE configurator
	Further preparative roles
	Evaluator’s comments

	procedural

	OE.1
	Related environmental measure
reference to [15], where this measure is addressed to this role, if appropriate 
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	
	…
	

	…
	
	
	
	
	

	physical

	OE.2
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	
	…
	

	…
	
	
	
	…
	

	personnel

	OE.3
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	
	…
	

	…
	…
	…
	
	…
	

	connectivity (IT environment)

	OE.4
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	Related environmental measure

reference to [15], where this measure is addressed to this role, if appropriate
	
	…
	

	…
	…
	…
	
	…
	


Table 10: Environmental security measures for preparation

The table above shows that, for each possible role for the preparative procedures, each security objective for the operational environment of the TOE being relevant for its installation/configuration is addressed by at least one environmental security measure.

The evaluator analysed each security measure, whether it is understandable described for the user and whether the user can easily perceive that this security measure is to be followed. He came to the conclusion that it is the case.

Assessment and Verdict:

Based on the result of the analysis above, the evaluator determines that the procedures necessary for the secure installation of the TOE have been provided (##or: have not been provided, but the TOE developer sufficiently reasoned (##or not), why such a procedure is not necessary).

Based on the result of the analysis above, the evaluator determines that the preparative procedures address ##not all the user roles being authorised to install/configure the TOE.

Furthermore, the evaluator determines that the preparative procedures, for each relevant user role, describe the steps necessary for secure installation/configuration of the TOE in ##not sufficient details, so that they are ##not clearly understandable for the user.

Besides this, the evaluator determines that preparative guidance describes (##or not), for each user role possible for the preparative procedures, the security measures to be followed in order to fulfil the security objectives for the operational environment as described in the ST.

Overall, the evaluators determine that the installation procedures describe (##or not) the steps necessary for secure installation of the TOE and the secure preparation of the operational environment in accordance with the security objectives in the ST. The preparative procedures described are ##not appropriate to ensure that the TOE is installed and configured in such a way, that it will be operated in the scope of validity of its security certificate.
Hence, the current work unit is fulfilled (pass) ##or not (fail).
Verdict for AGD_PRE.1.1E:
##PASS##FAIL##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.2.2 AGD_PRE.1.2E

Evaluator action element:

AGD_PRE.1.2E
The evaluator shall apply the preparative procedures to confirm that the TOE can be prepared securely for operation.

Content and presentation of evidence elements:

No elements assigned.

Remark of the Evaluator 1: This evaluator action element has to be applied to the TOE itself.

Work units:

[AGD_PRE.1-3] The evaluator shall perform all user procedures necessary to prepare the TOE to determine that the TOE and its operational environment can be prepared securely using only the supplied preparative procedures.

This work unit enforces a practical assessment of the preparative guidance including the acceptance and the preparative procedures.

The aim of the current sub-activity is to advance the TOE from its deliverable state through the acceptance and installation/configuration procedures to its operational state using only the preparative guidance supplied.

The current work unit contributes to misuse investigation by a practical assessment, whether the preparative guidance enables each user, involved into acceptance, installation and configuration of the TOE, to perform his task(s) appropriately using only the supplied preparative guidance.

Before the evaluator started with the current sub-activity, he successfully completed all previous work units of the current assurance component.

Summary:

Due to the character of the current evaluator action it is not possible to refer to concrete sections or chapters in [15]. The evaluator refers here to the work units AGD_PRE.1-1 to AGD_PRE.1-2, where the content and the structure of the preparative guidance were analysed in detail.
Analysis:

In the context of the current evaluator action the evaluator performed the following steps:

(i) The evaluator checked that the TOE is exactly in the state as it is delivered from its manufacturer. He also used this TOE for all next steps.

(ii) The evaluator performed all acceptance steps as described in [15] using merely the description of the acceptance procedure.
(iii) The evaluator carried out all preparative steps as described in [15] using merely the description of the preparative procedure (installation/customising/configuration) at the accepted TOE.

(iv) The evaluator investigated the configuration of the ‘final’ TOE in its operational life phase and compared it with the TOE description in the ST.

##Or: The evaluator has already performed this sub-activity in the context of the assurance family ATE_IND in order to prepare an (or several) exemplar(s) of the TOE for testing, please cf. section ## of [ATE_IND].
Assessment and Verdict:

Based on the results of the activities above, the evaluator confirms (##or disproves in case of any difficulties encountered during this activity indicating incomplete, unclear or unreasonable guidance) that it is not possible that the TOE user will accept a product being not the TOE, but believing it were the TOE.

Furthermore, the evaluator confirms (##or disproves in case of any difficulties encountered during this activity indicating incomplete, unclear or unreasonable guidance) that the ‘final’ TOE in its operational life phase is identical to the TOE as it is described in the ST (i.e. the TOE is operated in the scope of validity of its security certificate).

Therefore the evaluator determines that the TOE and its operational environment can (##or cannot) be prepared securely using only the supplied preparative user guidance.

Hence, the current work unit is fulfilled (pass) ##or not (fail).
Verdict for AGD_PRE.1.2E:
##PASS##FAIL##INCONCLUSIVE
The evaluator confirms (##or disproves) that the TOE can be prepared securely for operation.

2.3 Indications for Potential Vulnerabilities
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
2.4 Missing Information

##There is no further information, which the developer/sponsor has to provide.
##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his single evaluation report, cf. AIS14.
2.5 Questions to / Conditions on the Developer
##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his single evaluation report, cf. AIS14.

2.6 Necessary Changes/Improvements
##No changes are required from the developer.
##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his single evaluation report, cf. AIS14.
2.7 Effects on other Documents

##There are no effects on other documents.

II. Assurance Class ADV (partially)
3 Impact in case of a re-evaluation

## In case of a re-evaluation process the impact resulting from the changes that have been applied to the product have to be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.

## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore the following chapters should not mention the previous TOE to obtain a consistent description allowing further re-evaluation processes.

## The current evaluation process is not a re-evaluation process

4 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [1] , [2], and [3]) and the Common Evaluation Methodology (see [4]) in accordance with the Security Target [11]. The subject of the current report is the evaluation of the development of the TOE as required by the Assurance Class ADV. This Assurance Class comprises six Assurance Families: (ADV_ARC) Security Architecture, (ADV_FSP) Functional Specification and (ADV_TDS) TOE Design, whereby each of them defines several Assurance Components, respectively, being dependent of the evaluation assurance package chosen.

The following Scheme Interpretations AIS ##,... and Final Interpretations FI ##,... were used in the course of this evaluation task.

The Developer Action Elements
 required for the developer are the following:

ADV_ARC.1.1D
ADV_ARC.1.2D
ADV_ARC.1.3D


ADV_FSP.1.1D
ADV_FSP.1.2D


ADV_FSP.2.1D
ADV_FSP.2.2D


ADV_FSP.3.1D
ADV_FSP.3.2D


ADV_FSP.4.1D
ADV_FSP.4.2D


ADV_FSP.5.1D
ADV_FSP.5.2D


ADV_TDS.1.1D,
ADV_TDS.1.2D

ADV_TDS.2.1D,
ADV_TDS.2.2D

The following contributions were provided:

##Title Development [13]

##Title ST [11]
There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a re-evaluation: The evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.

5 Evaluation objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether and how the document [13] provided by the developer meets the requirements given by the Common Criteria, [3]. If the documentation does not meet the requirements or if it contains inconsistencies or deficiencies, it is also treated in this report.

In detail, the following assurance components
 are analysed in this report:
	ADV_ARC.1
	Security architecture description

	ADV_FSP.1
	Basic Functional Specification

	ADV_FSP.2
	Security-enforcing functional specification

	ADV_FSP.3
	Functional specification with complete summary

	ADV_FSP.4
	Complete functional specification

	ADV_FSP.5
	Complete semi-formal functional specification with additional error information

	ADV_TDS.1
	Basic design

	ADV_TDS.2
	Architectural design


According to the Common Criteria, Part 3 these assurance components
 imply the following dependencies:

	ADV_ARC.1
	ADV_FSP.1 Basic Functional Specification

ADV_TDS.1 Basic design

	ADV_FSP.1
	No dependencies

	ADV_FSP.2
	ADV_TDS.1 Basic design 

	ADV_FSP.3
	ADV_TDS.1 Basic design

	ADV_FSP.4
	ADV_TDS.1 Basic design

	ADV_FSP.5
	ADV_TDS.1 Basic design

ADV_IMP.1 Implementation representation of the TSF 

	ADV_TDS.1
	ADV_FSP.2 Security-enforcing functional specification

	ADV_TDS.2
	ADV_FSP.3 Functional specification with complete summary


6 Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [4]. The work units are grouped according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [3].

An evaluator action element shall be applied to the content and presentation of evidence element.
 The relevant application instructions are given in the respective work units as shown below:  
	No.
	evaluator action element (to be applied to content and presentation of evidence)
	Refinement
	respective evaluator work units according to [4]
	Verdict

	
	ADV_ARC.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_ARC.1.1C
	
	ADV_ARC.1-1
	

	
	
ADV_ARC.1.2C
	
	ADV_ARC.1-2
	

	
	
ADV_ARC.1.3C
	
	ADV_ARC.1-3
	

	
	
ADV_ARC.1.4C
	
	ADV_ARC.1-4
	

	
	
ADV_ARC.1.5C
	
	ADV_ARC.1-5
	

	
	ADV_FSP.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_FSP.1.1C
	
	ADV_FSP.1-1
	

	
	
ADV_FSP.1.2C
	
	ADV_FSP.1-2
	

	
	
	
	ADV_FSP.1-3
	

	
	
ADV_FSP.1.3C
	
	ADV_FSP.1-4
	

	
	
ADV_FSP.1.4C
	
	ADV_FSP.1-5
	

	
	ADV_FSP.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_FSP.1-6
	

	
	
	
	ADV_FSP.1-7
	

	
	ADV_FSP.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_FSP.2.1C
	
	ADV_FSP.2-1
	

	
	
ADV_FSP.2.2C
	
	ADV_FSP.2-2
	

	
	
	
	ADV_FSP.2-3
	

	
	
ADV_FSP.2.3C
	
	ADV_FSP.2-4
	

	
	
	
	ADV_FSP.2-5
	

	
	
ADV_FSP.2.4C
	
	ADV_FSP.2-6
	

	
	
ADV_FSP.2.5C
	
	ADV_FSP.2-7
	

	
	
ADV_FSP.2.6C
	
	ADV_FSP.2-8
	

	
	ADV_FSP.2.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_FSP.2-9
	

	
	
	
	ADV_FSP.2-10
	

	
	ADV_FSP.3.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_FSP.3.1C
	
	ADV_FSP.3-1
	

	
	
ADV_FSP.3.2C
	
	ADV_FSP.3-2
	

	
	
	
	ADV_FSP.3-3
	

	
	
ADV_FSP.3.3C
	
	ADV_FSP.3-4
	

	
	
	
	ADV_FSP.3-5
	

	
	
ADV_FSP.3.4C
	
	ADV_FSP.3-6
	

	
	
ADV_FSP.3.5C
	
	ADV_FSP.3-7
	

	
	
ADV_FSP.3.6C
	
	ADV_FSP.3-8
	

	
	
ADV_FSP.3.7C
	
	ADV_FSP.3-9
	

	
	ADV_FSP.3.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_FSP.3-10
	

	
	
	
	ADV_FSP.3-11
	

	
	ADV_FSP.4.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_FSP.4.1C
	
	ADV_FSP.4-1
	

	
	
ADV_FSP.4.2C
	
	ADV_FSP.4-2
	

	
	
	
	ADV_FSP.4-3
	

	
	
ADV_FSP.4.3C
	
	ADV_FSP.4-4
	

	
	
	
	ADV_FSP.4-5
	

	
	
ADV_FSP.4.4C
	
	ADV_FSP.4-6
	

	
	
ADV_FSP.4.5C
	
	ADV_FSP.4-7
	

	
	
	
	ADV_FSP.4-8
	

	
	
ADV_FSP.4.6C
	
	ADV_FSP.4-9
	

	
	ADV_FSP.4.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_FSP.4-10
	

	
	
	
	ADV_FSP.4-11
	

	
	ADV_FSP.5.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_FSP.5.1C
	
	ADV_FSP.5-1
	

	
	
ADV_FSP.5.2C
	
	ADV_FSP.5-2
	

	
	
ADV_FSP.5.3C
	
	ADV_FSP.5-3
	

	
	
	
	ADV_FSP.5-4
	

	
	
ADV_FSP.5.4C
	
	ADV_FSP.5-5
	

	
	
ADV_FSP.5.5C
	
	ADV_FSP.5-6
	

	
	

	
	ADV_FSP.5-7
	

	
	
ADV_FSP.5.6C
	
	ADV_FSP.5-8
	

	
	
	
	ADV_FSP.5-9
	

	
	
ADV_FSP.5.7C
	
	ADV_FSP.5-10
	

	
	
ADV_FSP.5.8C
	
	ADV_FSP.5-11
	

	
	
ADV_FSP.5.9C
	
	ADV_FSP.5-12
	

	
	ADV_FSP.5.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_FSP.5-13
	

	
	
	
	ADV_FSP.5-14
	

	
	ADV_TDS.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_TDS.1.1C
	
	ADV_TDS.1-1
	

	
	
ADV_TDS.1.2C
	
	ADV_TDS.1-2
	

	
	
ADV_TDS.1.3C
	
	ADV_TDS.1-3
	

	
	
ADV_TDS.1.4C
	
	ADV_TDS.1-4
	

	
	
ADV_TDS.1.5C
	
	ADV_TDS.1-5
	

	
	
ADV_TDS.1.6C
	
	ADV_TDS.1-6
	

	
	ADV_TDS.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_TDS.1-7
	

	
	
	
	ADV_TDS.1-8
	

	
	ADV_TDS.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ADV_TDS.2.1C
	
	ADV_TDS.2-1
	

	
	
ADV_TDS.2.2C
	
	ADV_TDS.2-2
	

	
	
ADV_TDS.2.3C
	
	ADV_TDS.2-3
	

	
	
ADV_TDS.2.4C
	
	ADV_TDS.2-4
	

	
	
ADV_TDS.2.5C
	
	ADV_TDS.2-5
	

	
	
ADV_TDS.2.6C
	
	ADV_TDS.2-6
	

	
	
ADV_TDS.2.7C
	
	ADV_TDS.2-7
	

	
	
ADV_TDS.2.8C
	
	ADV_TDS.2-8
	

	
	ADV_TDS.2.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ADV_TDS.2-9
	

	
	
	
	ADV_TDS.2-10
	


7 Evaluation results

Summary Verdict for the Assurance Class ADV:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ADV) is assessed with PASS.

##if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ADV_ARC.1
, ADV_FSP.1, ADV_FSP.2, ADV_FSP.3, ADV_FSP.4, ADV_FSP5, ADV_TDS.1, ADV_TDS2. For further details please refer to Sections 5.4, 5.5 and 5.6 below.

Result Overview
: 
	Evaluation Aspect
	Result

	

ADV_ARC.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_ARC.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_FSP.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.1.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_FSP.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.2.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_FSP.3
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.3.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.3.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_FSP.4
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.4.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.4.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_FSP.5
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.5.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_FSP.5.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_TDS.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_TDS.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_TDS.1.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ADV_TDS.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_TDS.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ADV_TDS.2.2E
	##PASS ##FAIL ##INCONCLUSIVE


7.1 ADV_ARC.1 Security architecture description
Summary Verdict for the Assurance Component ADV_ARC.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_ARC.1.This result is based on the evaluator actions and work units documented below.
7.1.1 ADV_ARC.1.1E

Evaluator action element:

ADV_ARC.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ADV_ARC.1.1C
The security architecture description shall be at a level of detail commensurate with the description of the SFR-enforcing abstractions described in the TOE design document. 

ADV_ARC.1.2C
The security architecture description shall describe the security domains maintained by the TSF consistently with the SFRs. 

ADV_ARC.1.3C
The security architecture description shall describe how the TSF initialisation process is secure. 

ADV_ARC.1.4C
The security architecture description shall demonstrate that the TSF protects itself from tampering. 

ADV_ARC.1.5C
The security architecture description shall demonstrate that the TSF prevents bypass of the SFR-enforcing functionality. 

Work units:

[ADV_ARC.1-1] The evaluator shall examine the security architecture description to determine that the information provided in the evidence is presented at a level of detail commensurate with the descriptions of the SFR-enforcing abstractions contained in the functional specification and TOE design document.
The current work unit deals with the level of detail required for the security architecture description. The security architecture description shall be presented at a level of detail commensurate with the descriptions of the SFR-enforcing abstractions contained in the functional specification and TOE design documentation. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . The evaluated items of the representation were the following ##... .

Analysis:

The evaluator’s analysis description shall show that security architecture description is presented at a level of detail commensurate with the descriptions of the SFR-enforcing abstractions contained in the functional specification and TOE design documentation.

Assessment and Verdict:

The evaluator has examined that ##not all parts of the security architecture description are presented at a level of detail commensurate with the descriptions of the SFR-enforcing abstractions contained in the functional specification and TOE design documentation. There was ##no evidence found that parts of the security architecture description are presented at a level of detail commensurate with the descriptions of the SFR-enforcing abstractions contained in the functional specification and TOE design documentation.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_ARC.1-2] The evaluator shall examine the security architecture description to determine that it describes the security domains maintained by the TSF.
The current work unit deals with the description of the security domains maintained by the TSF. These security domains shall be described in the security architecture description.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . The evaluated items of the representation were the following ##... .

Analysis:

The evaluator’s analysis description shall show that the security architecture description describes the security domains maintained by the TSF.

##The evaluator has identified the following security domains...

##The security architecture description describes the following security domains…

Assessment and Verdict:

The evaluator has examined for the security domains maintained by the TSF that the security architecture description describes ##does not describe these security domains. There was ##no evidence found for the security architecture description provided that the security architecture description describes the security domains maintained by the TSF.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_ARC.1-3] The evaluator shall examine the security architecture description to determine that the initialisation process preserves security.
This work unit deals with the initialisation process. The security architecture description shall describe those mechanisms that ensure that the TSF enters a secure initial state. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . The evaluated items of the representation were the following ##... .

Analysis:

The evaluator’s analysis description shall show that the security architecture description describes that the initialisation process preserves security.

##The evaluator has identified the following aspects of the initialisation process...

##The security architecture description describes the above listed aspects of the initialisation process in the following way…

Assessment and Verdict:

The evaluator has examined for the initialisation process that the security architecture description describes ##does not describe that the initialisation process preserves security. There was ##no evidence found that the initialisation process preserves security.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_ARC.1-4] The evaluator shall examine the security architecture description to determine that it contains information sufficient to support a determination that the TSF is able to protect itself from tampering by untrusted active entities.
The current work unit deals with the security architecture aspect self-protection. The security architecture description shall contain information sufficient to support a determination that the TSF is able to protect itself from tampering by untrusted active entities.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . The evaluated items of the representation were the following ##... .

Analysis:

The evaluator’s analysis description shall show that the security architecture description supports a determination that the TSF is able to protect itself from tampering by untrusted active entities.

##The evaluator has identified the following aspects contributing to self-protection...

##The security architecture description describes the above listed aspects of self‑protection…

Assessment and Verdict:

The evaluator has examined for the aspect self‑protection that the security architecture description contains ##does not contain information sufficient to support a determination that the TSF is able to protect itself from tampering by untrusted active entities. There was ##no evidence found for the security architecture description provided that the TSF is able to protect itself from tampering by untrusted active entities.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_ARC.1-5] The evaluator shall examine the security architecture description to determine that it presents an analysis that adequately describes how the SFR-enforcing mechanisms cannot be bypassed.
The current work unit deals with the security architecture aspect non-bypassability. The security architecture description shall present an analysis that adequately describes how the SFR-enforcing mechanisms cannot be bypassed.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . The evaluated items of the representation were the following ##... .

Analysis:

The evaluator’s analysis description shall show that the security architecture description presents an analysis that adequately describes how the SFR-enforcing mechanisms cannot be bypassed.

##The evaluator has found the analysis of non-bypassability in section ## of the security architecture description…

##The evaluator has examined the analysis of non-bypassability for the following SFR-enforcing mechanisms…

##The security architecture description presents an analysis that adequately describes how the SFR-enforcing mechanisms cannot be bypassed.…

Assessment and Verdict:

The evaluator has examined for the aspect non-bypassability that the security architecture description presents ##does not present an analysis that adequately describes how the SFR-enforcing mechanisms cannot be bypassed. There was ##no evidence found for the security architecture description provided that the SFR‑enforcing mechanisms can be bypassed.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_ARC.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.##arc

7.2 ADV_FSP.1 Basic Functional Specification
Summary Verdict for the Assurance Component ADV_FSP.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_FSP.1.This result is based on the evaluator actions and work units documented below.
7.2.1 ADV_FSP.1.1E

Evaluator action element:

ADV_FSP.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ADV_FSP.1.1C
The functional specification shall describe the purpose and method of use for each SFR-enforcing and SFR-supporting TSFI.
ADV_FSP.1.2C
The functional specification shall identify all parameters associated with each SFR-enforcing and SFR-supporting TSFI. 

ADV_FSP.1.3C
The functional specification shall provide rationale for the implicit categorisation of interfaces as SFR-non-interfering.
ADV_FSP.1.4C
The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Work units:

[ADV_FSP.1-1] The evaluator shall examine the functional specification to determine that it states the purpose of each SFR-supporting and SFR-enforcing TSFI.
The current work unit deals with the question, whether the purpose for each identified SFR-enforcing and -supporting TSFI is provided to allow the evaluator to get a general understanding of each of these interfaces.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . 

Analysis:

The evaluator’s analysis description shall show that

· which TSFIs have been identified by the functional specification,

· Is the categorisation of the TSFIs given in functional specification accurate?

· ##if the functional specification does not contain a categorisation of the TSFIs, the developer identifies all interfaces and categorises them. To do this other evidence can be necessary. In this case the evaluators describe how they identified the TSFIs. 

· Following table shows the TSFIs, their category and references the description of purpose description of  them. 

	TSFI
	Category
	Purpose described in

	
	
	


Table 10.1: Completeness and description of purpose of the TSFIs

· detail range and scope of the provided purpose,

· whether the description of the purposes accurate,

Assessment and Verdict:

The evaluator has verified that the functional specification ##does not states the purpose of each SFR‑supporting and SFR‑enforcing TSFI.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.1-2] The evaluator shall examine the functional specification to determine that the method of use for each SFR-supporting and SFR-enforcing TSFI is given.
This work unit deals with the question, whether it is described, how the interface is manipulated in order to invoke the actions and obtain results. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . 

Analysis:

The evaluator’s analysis description shall show that

## All TSFIs have been identified during the previous work unit, where they have also been categorised.

##The evaluators have examined the functional specification and found descriptions of method of use of the SFR‑supporting and SFR‑enforcing TSFIs in:

##Following table shows where the method of use and the interface parameters of the SFR‑supporting and SFR‑enforcing TSFIs can be found:

	TSFI
	Method of Use
	Parameters
	Accessibility

	##
	##
	##
	##


Table 10.2: Method of use and Parameters of the TSFIs

##Are method of use of each SFR‑supporting and SFR‑enforcing TSFIs have been described? 

##Is there any function stated as “inaccessible”? If yes, how they have been made “inaccessible”? Where is this described?

Assessment and Verdict:

Having examined the functional specification the evaluators determined that the functional specification ##does not describes the method of use for each SRF‑supporting and SFR‑enforcing TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_FSP.1-3] The evaluator shall examine the presentation of the TSFI to determine that it identifies all parameters associated with each SFR-enforcing and SFR-supporting TSFI.
This work unit deals with the question, whether all interface parameters, that are explicit inputs to and outputs from an interface that control the behaviour of the interface, were provided in the functional specification. In order to induce the interface’s purpose at least, those parameters with respect to the interfaces method of use have to be covered.

Summary:

The SFR‑enforcing and SFR‑supporting TSFIs have been identified in previous work units. The work unit ADV_FSP.1-2 deals with method of use of those TSFIs. Therefore the evaluators investigated the parameters of those TSFIs when the work unit ADV_FSP.1-2 was worked out. Examining the 
The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

To be able to verify whether the functional specification describes all parameters of the SFR‑enforcing and SFR‑supporting TSFIs, the evaluators examined additional evidence as listed in following table. 

	TSFI
	Parameters in other evidence
	Differences

	##
	##
	##


Table 10.3: Parameter descriptions and theierMethod of use and Parameters of the TSFIs

##The table confirms that all parameters of those TSFIs have been described in functional specifications.

## or The third column shows the parameters that are not described in functional specifications but in other evidence...

Assessment and Verdict:

The evaluator has determined that the functional specification has ##not idendtified all parameters associated with SFR‑supporting and SFR‑enforcing TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_FSP.1-4] The evaluator shall examine the rationale provided by the developer for the implicit categorisation of interfaces as SFR-non-interfering to determine that it is accurate.
This work unit deals with the question, whether and why there are portions of SFR non-interfering interfaces that do not stipulate to be completely described. 

This work unit is only applicable in case where the developer claims for a portion of interfaces to be SFR-non-interfering. Thus the developer omits the description for this portion of interfaces and has therefore to provide an appropriate rationale why these interfaces are neither SFR-supporting nor -enforcing.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

## The SFR‑enforcing and SFR‑supporting TSFIs have been identified in previous work units. However the developer has not stated that all interfaces are TSF‑enforcing or SFR‑supporting. 

Analysis:

## If the developer has implicitly or explicitly claimed any TSFI as SFR‑non‑interfering and described them accurately this work unit is to be considered as satisfied.

Following table shows the TSFIs that are claimed as SFR‑non‑interfering TSFI and their description.

	TSFI (SFR‑non‑interfering)
	Description located in

	
	


Table 10.4: SFR‑non‑interfering TSFIs

## If the developer has implicitly or explicitly claimed any TSFI as SFR‑non‑interfering and omitted to describe the description of their interface. 

Outline the developer’s rationale for this:

##The evaluators have investigated the rationale of the developers and came to conclusion that the categorisation is applicable for those TSFIs because:....

Assessment and Verdict:

##This work unit is not applicable, because the developer claimed that all TSFIs are SFR-supporting or SFR‑enforcing.

The evaluator has determined that the functional specification has ##not identified all parameters associated with SFR‑supporting and SFR‑enforcing TSFIs.

The evaluator has determined that the rationale provided by the developer for the implicit categorisation of interfaces as SFR-non-interfering is ##not accurate

[ADV_FSP.1-5] The evaluator shall check that the tracing links the SFRs to the corresponding TSFIs.
This work unit deals with the question, whether the developer has provided information to associate the TSFI to the SFRs that are affine to this TSFI.

Summary and Analysis:

The evaluator found the related information that will be summarised in the following in  ##… .

The developer has ##not provided a mapping between the SFRs defined in ST and the TSFIs (refer to ##section of [functional specification]). 

##If the developers mapping is shown as table refer to table otherwise:

##The mapping between the SFRs and the TSFIs is shown in the table created in work unit ADV_FSP.1-7 (of corresponding work unit of higher level of ADV_FSP).

Assessment and Verdict:

Examining the SFRs defined in [11] the evaluators verified that each SFR is presented in the table. Furthermore the table shows that at least one SFR‑supporting or SFR‑enforcing TSFI is mapped to each SFR.

The evaluator has ##not found a tracing linking the SFRs to the corresponding TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_FSP.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.2.2 ADV_FSP.1.2E

Evaluator action element:

ADV_FSP.1.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the SFRs. 
Content and presentation of evidence elements:

none

Work units:

[ADV_FSP.1-6] The evaluator shall examine the functional specification to determine that it is a complete instantiation of the SFRs.
This work unit addresses the completeness of the SFR instantiation as defined in the ST. Since the next work unit addresses the accuracy of the SFR instantiations both work units are conducted together.

##The evaluators examined the completeness of the instantiation together with the next work unit and determined that the functional specification is ##not a complete instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.1-7] The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the SFRs.
This work unit deals with the accuracy of the SFR instantiation.

Summary and Analysis:
The evaluator found the related information that will be summarised in the following in  ##… .

##Table 10.5 maps the SFRs to the related TSFIs. The evaluators verified that the table lists all SFRs by checking the ST. Furthermore the evaluators compared the SFR‑supporting and SFR‑enforcing TSFI identified and listed in Table  10.1 to the TSFIs mapped to the SFRs. Thus they have verified that
–
at least one SFR‑supporting or SFR‑enforcing TSFI has been mapped to each SFR and

–
each SFR‑supporting or SFR‑enforcing TSFI has been mapped at least one SFR. 
Thus the evaluators verified the completeness of the instantiation of the SFRs.
Having verified the completeness of the SFRs, the evaluator examined each SFR and the related TSFIs to confirm whether the instantiation of the SFRs is accurate one. Using the table created, the evaluators compared the SFRs and the purpose and the behaviour of the TSFIs mapped for the related SFRs. Thus, the accuracy of the mapping has been verified. To show the accuracy, the evaluators created a table including a short description of the TSFIs mapped to the SFRs.

##The mapping between the SFRs and the TSFIs are shown in following table:
	SFR taken from [11], sec. ##
	SFR characteristic
	TSFI behaviour according to [FSP], sec. 3
	Evaluator’s comments, and, if necessary, some additional details

	##
	##
	##
	##


Table 10.5: Mapping from SFRs to TSFIs and TSFI to TSFI descriptions
Assessment and Verdict:

##As shown in the table all SFRs in ST are ##not sufficiently met by one or more TSFI being mapped to the related SFR.

The evaluators ##do not confirm that the functional specification is an accurate instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_FSP.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.3 ADV_FSP.2 Security-enforcing functional specification
Summary Verdict for the Assurance Component ADV_FSP.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_FSP.2. This result is based on the evaluator actions and work units documented below.
7.3.1 ADV_FSP.2.1E

Evaluator action element:

ADV_FSP.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ADV_FSP.2.1C
The functional specification shall completely represent the TSF.
ADV_FSP.2.2C
The functional specification shall describe the purpose and method of use for all TSFI. 

ADV_FSP.2.3C
The functional specification shall identify and describe all parameters associated with each TSFI.
ADV_FSP.2.4C
For SFR-enforcing TSFIs, the functional specification shall describe the SFR-enforcing actions associated with the TSFI. 

ADV_FSP.2.5C
For SFR-enforcing TSFIs, the functional specification shall describe direct error messages resulting from processing associated with the SFR-enforcing actions.
ADV_FSP.2.6C
The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Work units:

[ADV_FSP.2-1] The evaluator shall examine the functional specification to determine that the TSF is fully represented.
In order to identify the TSFI, TSF have to be identified. Therefore the current work unit deals with the question whether the TSF is fully represented or not. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Examining the functional specification, the evaluators ##did not find found sufficient information showing that the TSF is fully represented.

Analysis:

For the current work unit the evaluators used the TOE design description (ADV_TDS) and TOE security architecture documents. They ##did not find found the TSFs designed in ST in the design documents and related interface descriptions in the functional specification. Table 10.6 shows the TSFs defined in ST (in the first column), design description of the TSF in the TOE design documents or in the TOE security architecture documents (in the second column). Related interface description in the functional specification are referenced in the third column.

	TSF
	Description
	TSFI described in
	Notes

	##
	##
	##
	##


Table 10.6: Representation of TSF

Assessment and Verdict:

As shown in the Table 10.6, the TSF is completely represented in the design documents. The corresponding interface descriptions are given in the functional specification as referenced in the third column of the table.

##optional:

As shown in Table 10.6, all elements of TSFs are represented in the design documents. Except for two elements of the TSF, all corresponding interfaces are described in sections of the functional specification as referenced in the third column of. Table 10.6. The functional specification does not describe these two elements of the TSF, ##however it gives a rationale for those interface descriptions. The evaluators examined the rationale and concluded that this is acceptable ##or: however they are described in TOE design description. Considering the special character of these elements of the TSF, the evaluators determined that this is acceptable.

##optional:As shown in Table 10.6 all ##not all elements of TSFs are represented in the design documents. The TSF elements have ##not been addressed in terms of interfaces in the functional specification. The corresponding interface descriptions are ##not described in sections of the functional specification as referenced in the third column of the table.

The evaluators have ##not found the TSF represented by the FSP.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.2-2] The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.
This work unit deals with the question if the purpose of each identified TSFI is given.
Summary:

For each TSFI, the evaluators found a description of its purpose in the functional specification.##or: The functional specification does not provide a description of purpose for every TSFI.
Analysis:

The Functional Specification describes the purpose of each TSFI.. 
Table 10.7 lists the TSFI identified in the Functional Specification and associates them with a categorisation and references to the sections of the functional specification describing their their purposes and methods of use.

	TSFI
	Categorisation
	Purpose
	Method of use
	Notes

	##
	##
	##
	##
	##


Table 10.7: Description of purpose and method of use in the functional specification

Assessment and Verdict:

As shown in Table 10.7, the Functional Specification describes ##does not describe the purpose of all TSFI. The evaluators examined the descriptions referenced in Table 10.7 as well as other documentation related to the TSFIs. They came to the conclusion that the TSFI purpose descriptions in the Functional Specification ##do not represent the related TSFIs accurately. The Functional Specification states the purpose of each TSFI. The explanations are ##not sufficient to understand the intended uses of the TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.2-3] The evaluator shall examine the functional specification to determine that the method of use for each TSFI is given.
This work unit deals with the question if the functional specification describes how to use each TSFI.

Summary and Analysis:

Table 10.7 from work unit ADV_FSP.2-2 (or corresponding work unit of higher level of ADV_FSP) identifies the sections of the Functional Specification describing the TSFIs’ methods of use. The evaluators examined these descriptions. They cover each TSFI accurately and sufficiently to prepare tests. 

##For the TSFI, that are marked as “not accessible” (refer to Table 10.7) the functional specification describes how they have been made inaccessible (refer to ##section_xx in [functional specification]). ##

Assessment and Verdict:

##Since this/those TSFI are not accessible, they have to be tested by the developer. Therefore the evaluators added an action item for the evaluation of the CC class ATE.

Therefore the evaluators determine that the method of use for each TSFI has ## not been provided in the functional specification.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.2-4] The evaluator shall examine the presentation of the TSFI to determine that it completely identifies all parameters associated with every TSFI.
This work unit deals with the question, whether all interface parameters of every TSFI are provided.

Summary:

The TSFI have been identified in work units ADV_FSP.2-1 (or corresponding work unit of higher level of ADV_FSP) and ADV_FSP.2-2  (or corresponding work unit of higher level of ADV_FSP). They are shown in Table 10.7 (work unit ADV_FSP.2-2, or corresponding work unit of higher level of ADV_FSP). The evaluators confirmed that the method of use as well as the parameters of all TSFIs have been identified.

Analysis:

##The evaluators examined the parameters of the TSFIs together with the description of their purpose and method of use. In order to verify that the functional specification identifies the parameters of the TSFIs completely, the evaluators took other evidence (design description, security architecture, user guidance, implementation) into account.

Assessment and Verdict:

Therefore the evaluators ##did not determined that the TSFI representation identifies all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
 [ADV_FSP.2-5] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all parameters associated with every TSFI.
This work unit deals with the question if all parameters of every TSFI are described accurately and the description of parameters is complete.

Summary:

##This work unit was worked out together with previous work unit. When the evaluators examined the purpose and method of use of the TSFI, they also examined the rest of the interface description (actions, error messages etc.). Thus they have verified that the functional specification contains all parameters associated with every TSFI.

Analysis:

##Since the completeness and accuracy of the parameter description can only be confirmed when other evidences are taken into account, the evaluators examined the parameter descriptions by taking into account the design description and the implementation representation. Thus the evaluators verified that sufficient information is given to provide a complete description of each parameter.

Assessment and Verdict:

##Considering the security architecture, the design description and the implementation the evaluators reviewed the parameter description. .... They came to conclusion that the parameter description is accurate and meaningful.

Therefore the evaluators ##can not confirm that the presentation of the TSFI completely and accurately describes all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_FSP.2-6] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes the SFR-enforcing actions associated with the SFR-enforcing TSFIs.
This work unit deals with the question, whether all SFR‑enforcing actions associated with the SFR‑enforcing TSFI are completely and accurately described in the presentation of the TSFI.

Summary:

##The evaluators examined the presentation of the TSFI when previous work units were worked out. Thus they confirmed that the description consist the actions associated with the TSFIs. 

Analysis:

For the current work unit the evaluators reviewed the actions description of the SFR‑enforcing TSFIs.

##if the developer has identified the SFR‑enforcing actions of the SFR‑enforcing TSFIs, that were already identified when previous work unit were worked out:

· The evaluators carefully examined the SFR‑enforcing actions by consideration other evidence. Thus they verified the accuracy of the descriptions.

· Investigation other actions of the SFR‑enforcing TSFIs, the evaluators verified that the categorisations of the actions is accurate.

· Examining the SFR‑enforcing action descriptions the evaluators confirmed that the descriptions are sufficient and assessed whether test cases against the related TSFI can be generated using the description (refer to table).

##if the developer provides same level of information on all interfaces:

· The evaluators analyzed the action descriptions of the SFR‑enforcing TSFI that were identified in the previous work units.

· Considering other evidence the evaluators examined the action descriptions and identified the SFR‑enforcing actions, that are listed in the table.

· Examining the SFR‑enforcing action descriptions the evaluators confirmed that the descriptions are sufficient and assessed whether test cases for the related TSFI can be generated using the description (refer to table).

	SFR‑enforcing TSFI
	Action Categorisation
	Action described
	Accuracy (categorisation and description) 
	Testability

	##
	##
	##
	##
	##


Table 10.8: SFR‑enforcing actions

Assessment and Verdict:

Therefore the evaluators has ##not determined that the presentation of the TSFI describes completely and accurately the SFR-enforcing actions associated with the SFR‑enforcing TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

 [ADV_FSP.2-7] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes error messages that may result from SFR-enforcing actions associated with each SFR-enforcing TSFI.
This work unit deals with the question, whether the presentation of the TSFI describes error messages of SFR‑enforcing actions completely and accurately. Since several activities of this work unit correspond to the activities of the previous work unit (ADV_FSP.2‑6), the evaluators just concentrate the activities that have not been described under previous work unit.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .
##Examining the functional specification the evaluators  ##did not find found a complete and accurate description of error messages that may result from SFR‑enforcing actions of the SFR‑enforcing TSFI.

Analysis:

##The evaluators found the error descriptions of the errors resulting solely from SFR‑enforcing actions together with the description of the SFR‑enforcing activities (refer to Table 10.8). 

##There are x kind of error messages. Those are:....##describe different kind of error messages

##The evaluators examined error messages of every SFR‑enforcing activities of the SFR‑enforcing TSFI as listed in Table 10.8. To do this they have considered other evidence (security architecture, design description, implementation).

##The accuracy of the error messages of SFR‑enforcing actions are ensured by examining implementation representation, the design description...

Assessment and Verdict:

Therefore the evaluators confirm ##disprove that the presentation of the TSFI completely and accurately describes error messages that may result from SFR‑enforcing actions associated with each SFR‑enforcing TSFI.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.2-8] The evaluator shall check that the tracing links the SFRs to the corresponding TSFIs.
This work unit deals with the question, whether the developer has provided information to associate the TSFI to the SFRs that are affine to this TSFI.

Summary and Analysis:

The evaluator found the related information that will be summarised in the following in  ##… .

The developer has ##not provided a mapping between the SFRs defined in ST and the TSFIs (refer to ##section of [functional specification]). 

##If the developers mapping is shown as table refer to table otherwise:

##The mapping between the SFRs and the TSFIs is shown in the table created in work unit ADV_FSP.1-7 (of corresponding work unit of higher level of ADV_FSP).

Assessment and Verdict:

Examining the SFRs defined in [11] the evaluators verified that each SFR is presented in the table. Furthermore the table shows that at least one SFR‑supporting or SFR‑enforcing TSFI is mapped to each SFR.

The evaluator has ##not found a tracing linking the SFRs to the corresponding TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_FSP.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.3.2 ADV_FSP.2.2E

Evaluator action element:

ADV_FSP.2.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the SFRs. 
Content and presentation of evidence elements:

none

Work units
[ADV_FSP.2-9] The evaluator shall examine the functional specification to determine that it is a complete instantiation of the SFRs.
This work unit addresses the completeness of the SFR instantiation as defined in the ST. Since the next work unit addresses the accuracy of the SFR instantiations both work units are conducted together.

##The evaluators examined the completeness of the instantiation together with the next work unit and determined that the functional specification is ##not a complete instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



 [ADV_FSP.2-10] The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the SFRs.
This work unit deals with the accuracy of the SFR instantiation.

Summary and Analysis:
The evaluator found the related information that will be summarised in the following in  ##… .

##Table 10.5 maps the SFRs to the related TSFIs. The evaluators verified that the table lists all SFRs by checking the ST. Furthermore the evaluators compared the SFR‑supporting and SFR‑enforcing TSFI identified and listed in Table  10.1 to the TSFIs mapped to the SFRs. Thus they have verified that
–
at least one SFR‑supporting or SFR‑enforcing TSFI has been mapped to each SFR and

–
each SFR‑supporting or SFR‑enforcing TSFI has been mapped at least one SFR. 
Thus the evaluators verified the completeness of the instantiation of the SFRs.
Having verified the completeness of the SFRs, the evaluator examined each SFR and the related TSFIs to confirm whether the instantiation of the SFRs is accurate one. Using the table created, the evaluators compared the SFRs and the purpose and the behaviour of the TSFIs mapped for the related SFRs. Thus, the accuracy of the mapping has been verified. To show the accuracy, the evaluators created a table including a short description of the TSFIs mapped to the SFRs.

##The mapping between the SFRs and the TSFIs are shown in following table:
	SFR taken from [11], sec. ##
	SFR characteristic
	TSFI behaviour according to [FSP], sec. 3
	Evaluator’s comments, and, if necessary, some additional details

	##
	##
	##
	##


Table 10.5: Mapping from SFRs to TSFIs and TSFI to TSFI descriptions
Assessment and Verdict:

##As shown in the table all SFRs in ST are ##not sufficiently met by one or more TSFI being mapped to the related SFR.

The evaluators ##do not confirm that the functional specification is an accurate instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



Verdict for ADV_FSP.2.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.4 ADV_FSP.3 Functional specification with complete summary
Summary Verdict for the Assurance Component ADV_FSP.3:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_FSP.3. This result is based on the evaluator actions and work units documented below.
7.4.1 ADV_FSP.3.1E

Evaluator action element:

ADV_FSP.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ADV_FSP.3.1C
The functional specification shall completely represent the TSF.
ADV_FSP.3.2C
The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.3.3C
The functional specification shall identify and describe all parameters associated with each TSFI.
ADV_FSP.3.4C
For SFR-enforcing TSFIs, the functional specification shall describe the SFR-enforcing actions associated with the TSFI. 

ADV_FSP.3.5C
For each SFR-enforcing TSFI, the functional specification shall describe direct error messages resulting from SFR-enforcing actions and exceptions associated with invocation of the TSFI.
ADV_FSP.3.6C
The functional specification shall summarise the SFR-supporting and SFR-non-interfering actions associated with each TSFI.
ADV_FSP.3.7C
The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Work units:

[ADV_FSP.3-1] The evaluator shall examine the functional specification to determine that the TSF is fully represented.

 
In order to identify the TSFI, TSF have to be identified. Therefore the current work unit deals with the question whether the TSF is fully represented or not. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Examining the functional specification, the evaluators ##did not find found sufficient information showing that the TSF is fully represented.

Analysis:

For the current work unit the evaluators used the TOE design description (ADV_TDS) and TOE security architecture documents. They ##did not find found the TSFs designed in ST in the design documents and related interface descriptions in the functional specification. Table 10.6 shows the TSFs defined in ST (in the first column), design description of the TSF in the TOE design documents or in the TOE security architecture documents (in the second column). Related interface description in the functional specification are referenced in the third column.

	TSF
	Description
	TSFI described in
	Notes

	##
	##
	##
	##


Table 10.6: Representation of TSF

Assessment and Verdict:

As shown in the Table 10.6, the TSF is completely represented in the design documents. The corresponding interface descriptions are given in the functional specification as referenced in the third column of the table.

##optional:

As shown in Table 10.6, all elements of TSFs are represented in the design documents. Except for two elements of the TSF, all corresponding interfaces are described in sections of the functional specification as referenced in the third column of. Table 10.6. The functional specification does not describe these two elements of the TSF, ##however it gives a rationale for those interface descriptions. The evaluators examined the rationale and concluded that this is acceptable ##or: however they are described in TOE design description. Considering the special character of these elements of the TSF, the evaluators determined that this is acceptable.

##optional:As shown in Table 10.6 all ##not all elements of TSFs are represented in the design documents. The TSF elements have ##not been addressed in terms of interfaces in the functional specification. The corresponding interface descriptions are ##not described in sections of the functional specification as referenced in the third column of the table.

The evaluators have ##not found the TSF represented by the FSP.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.3-2] The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.

 
This work unit deals with the question if the purpose of each identified TSFI is given.
Summary:

For each TSFI, the evaluators found a description of its purpose in the functional specification.##or: The functional specification does not provide a description of purpose for every TSFI.
Analysis:

The Functional Specification describes the purpose of each TSFI.. 
Table 10.7 lists the TSFI identified in the Functional Specification and associates them with a categorisation and references to the sections of the functional specification describing their their purposes and methods of use.

	TSFI
	Categorisation
	Purpose
	Method of use
	Notes

	##
	##
	##
	##
	##


Table 10.7: Description of purpose and method of use in the functional specification

Assessment and Verdict:

As shown in Table 10.7, the Functional Specification describes ##does not describe the purpose of all TSFI. The evaluators examined the descriptions referenced in Table 10.7 as well as other documentation related to the TSFIs. They came to the conclusion that the TSFI purpose descriptions in the Functional Specification ##do not represent the related TSFIs accurately. The Functional Specification states the purpose of each TSFI. The explanations are ##not sufficient to understand the intended uses of the TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.3-3] The evaluator shall examine the functional specification to determine that the method of use for each TSFI is given.
This work unit deals with the question if the functional specification describes how to use each TSFI.

Summary and Analysis:

Table 10.7 from work unit ADV_FSP.2-2 (or corresponding work unit of higher level of ADV_FSP) identifies the sections of the Functional Specification describing the TSFIs’ methods of use. The evaluators examined these descriptions. They cover each TSFI accurately and sufficiently to prepare tests. 

##For the TSFI, that are marked as “not accessible” (refer to Table 10.7) the functional specification describes how they have been made inaccessible (refer to ##section_xx in [functional specification]). ##

Assessment and Verdict:

##Since this/those TSFI are not accessible, they have to be tested by the developer. Therefore the evaluators added an action item for the evaluation of the CC class ATE.

Therefore the evaluators determine that the method of use for each TSFI has ## not been provided in the functional specification.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.3-4] The evaluator shall examine the presentation of the TSFI to determine that it completely identifies all parameters associated with every TSFI.
##Update the references to former work units (ADV_FSP.3-1 and ADV_FSP.3-2 instead of ADV_FSP.2-1 and ADV_FSP.2-2 below.

This work unit deals with the question, whether all interface parameters of every TSFI are provided.

Summary:

The TSFI have been identified in work units ADV_FSP.2-1 (or corresponding work unit of higher level of ADV_FSP) and ADV_FSP.2-2  (or corresponding work unit of higher level of ADV_FSP). They are shown in Table 10.7 (work unit ADV_FSP.2-2, or corresponding work unit of higher level of ADV_FSP). The evaluators confirmed that the method of use as well as the parameters of all TSFIs have been identified.

Analysis:

##The evaluators examined the parameters of the TSFIs together with the description of their purpose and method of use. In order to verify that the functional specification identifies the parameters of the TSFIs completely, the evaluators took other evidence (design description, security architecture, user guidance, implementation) into account.

Assessment and Verdict:

Therefore the evaluators ##did not determined that the TSFI representation identifies all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.3-5] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all parameters associated with every TSFI.
This work unit deals with the question if all parameters of every TSFI are described accurately and the description of parameters is complete.

Summary:

##This work unit was worked out together with previous work unit. When the evaluators examined the purpose and method of use of the TSFI, they also examined the rest of the interface description (actions, error messages etc.). Thus they have verified that the functional specification contains all parameters associated with every TSFI.

Analysis:

##Since the completeness and accuracy of the parameter description can only be confirmed when other evidences are taken into account, the evaluators examined the parameter descriptions by taking into account the design description and the implementation representation. Thus the evaluators verified that sufficient information is given to provide a complete description of each parameter.

Assessment and Verdict:

##Considering the security architecture, the design description and the implementation the evaluators reviewed the parameter description. .... They came to conclusion that the parameter description is accurate and meaningful.

Therefore the evaluators ##can not confirm that the presentation of the TSFI completely and accurately describes all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.3-6] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes the SFR-enforcing actions associated with the SFR-enforcing TSFIs.
This work unit deals with the question, whether all SFR‑enforcing actions associated with the SFR‑enforcing TSFI are completely and accurately described in the presentation of the TSFI.

Summary:

##The evaluators examined the presentation of the TSFI when previous work units were worked out. Thus they confirmed that the description consist the actions associated with the TSFIs. 

Analysis:

For the current work unit the evaluators reviewed the actions description of the SFR‑enforcing TSFIs.

##if the developer has identified the SFR‑enforcing actions of the SFR‑enforcing TSFIs, that were already identified when previous work unit were worked out:

· The evaluators carefully examined the SFR‑enforcing actions by consideration other evidence. Thus they verified the accuracy of the descriptions.

· Investigation other actions of the SFR‑enforcing TSFIs, the evaluators verified that the categorisations of the actions is accurate.

· Examining the SFR‑enforcing action descriptions the evaluators confirmed that the descriptions are sufficient and assessed whether test cases against the related TSFI can be generated using the description (refer to table).

##if the developer provides same level of information on all interfaces:

· The evaluators analyzed the action descriptions of the SFR‑enforcing TSFI that were identified in the previous work units.

· Considering other evidence the evaluators examined the action descriptions and identified the SFR‑enforcing actions, that are listed in the table.

· Examining the SFR‑enforcing action descriptions the evaluators confirmed that the descriptions are sufficient and assessed whether test cases for the related TSFI can be generated using the description (refer to table).

	SFR‑enforcing TSFI
	Action Categorisation
	Action described
	Accuracy (categorisation and description) 
	Testability

	##
	##
	##
	##
	##


Table 10.8: SFR‑enforcing actions

Assessment and Verdict:

Therefore the evaluators has ##not determined that the presentation of the TSFI describes completely and accurately the SFR-enforcing actions associated with the SFR‑enforcing TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.3-7] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes error messages that may result from an invocation of each SFR-enforcing TSFI.
This work unit deals with the question, whether the presentation of the TSFI describes error messages from an invocation of each SFR enforcing TSFI.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have ##not found an accurate and complete description of the error messages resulting from an invocation of each SFR‑enforcing TSFI.

##The evaluators found the error descriptions of the errors resulting an invocation of each SFR‑enforcing TSFI together with the description of the SFR‑enforcing activities (refer to table prepare). 

Analysis:

##There are x kind of error messages. Those are:....##describe different kind of error messages

##The evaluators examined error messages of every SFR‑enforcing activities of the SFR‑enforcing TSFI as listed in Table 10.8. To do this they have considered other evidence (security architecture, design description, implementation).

##The accuracy of the error messages of SFR‑enforcing actions are ensured by examining implementation representation, the design description...

Assessment and Verdict:

Therefore the evaluators confirm ##disprove that the presentation of the TSFI completely and accurately describes error messages that may result from an invocation of each SFR‑enforcing TSFI.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.3-8] The evaluator shall examine the presentation of the TSFI to determine that it summarises the SFR-supporting and SFR-non-interfering actions associated with each TSFI.
This work unit deals with the question, whether the presentation of the TSFI summarises the SFR-supporting and SFR-non-interfering actions associated with each TSFI.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have ##not found a summary covering all SFR-supporting and SFR-non-interfering actions associated with each TSFI.
Analysis:

##Examining the presentation of the TSFI, the evaluators found that the developer differentiates the actions of the TSFI as SFR‑enforcing and as non‑SFR‑enforcing (i.e. SFR-supporting and SFR-non-interfering). Since the actions are described according to the developers’ internal standard, they are described in same quality. Therefore the description of the SFR-supporting and SFR-non-interfering actions is detailed enough to understand what the action does. Thus it is possible to determine that the action is SFR-supporting or SFR-non-interfering.

##Examining the presentation of the TSFI, the evaluators found that it provides a list showing all TSFI and their actions that are categorised as SFR‑enforcing or as non‑SFR‑enforcing (i.e. SFR-supporting and SFR-non-interfering). The lists references the related sections of the [functional specification], where the actions are described. Examining the referenced sections for SFR-supporting and SFR-non-interfering actions the evaluators found that .... 

Assessment and Verdict:

The evaluators determined that the descriptions are ##not sufficient to understand what the actions do. Therefore it was ##not possible to determine that the related actions are SFR-supporting and SFR-non-interfering.

Therefore the evaluators confirm ##disprove that the presentation of the TSFI (comprehensibly) summarises the non‑SFR‑enforcing actions associated with each TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.3-9] The evaluator shall check that the tracing links the SFRs to the corresponding TSFIs.
This work unit deals with the question, whether the developer has provided information to associate the TSFI to the SFRs that are affine to this TSFI.

Summary and Analysis:

The evaluator found the related information that will be summarised in the following in  ##… .

The developer has ##not provided a mapping between the SFRs defined in ST and the TSFIs (refer to ##section of [functional specification]). 

##If the developers mapping is shown as table refer to table otherwise:

##The mapping between the SFRs and the TSFIs is shown in the table created in work unit ADV_FSP.1-7 (of corresponding work unit of higher level of ADV_FSP).

Assessment and Verdict:

Examining the SFRs defined in [11] the evaluators verified that each SFR is presented in the table. Furthermore the table shows that at least one SFR‑supporting or SFR‑enforcing TSFI is mapped to each SFR.

The evaluator has ##not found a tracing linking the SFRs to the corresponding TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_FSP.3.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.4.2 ADV_FSP.3.2E

Evaluator action element:

ADV_FSP.3.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the SFRs.
Content and presentation of evidence elements:

none

Work units:

[ADV_FSP.3-10] The evaluator shall examine the functional specification to determine that it is a complete instantiation of the SFRs.
This work unit addresses the completeness of the SFR instantiation as defined in the ST. Since the next work unit addresses the accuracy of the SFR instantiations both work units are conducted together.

##The evaluators examined the completeness of the instantiation together with the next work unit and determined that the functional specification is ##not a complete instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.3-11] The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the SFRs.
This work unit deals with the accuracy of the SFR instantiation.

Summary and Analysis:
The evaluator found the related information that will be summarised in the following in  ##… .

##Table 10.5 maps the SFRs to the related TSFIs. The evaluators verified that the table lists all SFRs by checking the ST. Furthermore the evaluators compared the SFR‑supporting and SFR‑enforcing TSFI identified and listed in Table  10.1 to the TSFIs mapped to the SFRs. Thus they have verified that
–
at least one SFR‑supporting or SFR‑enforcing TSFI has been mapped to each SFR and

–
each SFR‑supporting or SFR‑enforcing TSFI has been mapped at least one SFR. 
Thus the evaluators verified the completeness of the instantiation of the SFRs.
Having verified the completeness of the SFRs, the evaluator examined each SFR and the related TSFIs to confirm whether the instantiation of the SFRs is accurate one. Using the table created, the evaluators compared the SFRs and the purpose and the behaviour of the TSFIs mapped for the related SFRs. Thus, the accuracy of the mapping has been verified. To show the accuracy, the evaluators created a table including a short description of the TSFIs mapped to the SFRs.

##The mapping between the SFRs and the TSFIs are shown in following table:
	SFR taken from [11], sec. ##
	SFR characteristic
	TSFI behaviour according to [FSP], sec. 3
	Evaluator’s comments, and, if necessary, some additional details

	##
	##
	##
	##


Table 10.5: Mapping from SFRs to TSFIs and TSFI to TSFI descriptions
Assessment and Verdict:

##As shown in the table all SFRs in ST are ##not sufficiently met by one or more TSFI being mapped to the related SFR.

The evaluators ##do not confirm that the functional specification is an accurate instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


 

Verdict for ADV_FSP.3.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.5 ADV_FSP.4 Complete functional specification
Summary Verdict for the Assurance Component ADV_FSP.4:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_FSP.4. This result is based on the evaluator actions and work units documented below.
7.5.1 ADV_FSP.4.1E

Evaluator action element:

ADV_FSP.4.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ADV_FSP.4.1C
The functional specification shall completely represent the TSF.
ADV_FSP.4.2C
The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.4.3C
The functional specification shall identify and describe all parameters associated with each TSFI.
ADV_FSP.4.4C
The functional specification shall describe all actions associated with each TSFI. 

ADV_FSP.4.5C
The functional specification shall describe all direct error messages that may result from an invocation of each TSFI.
ADV_FSP.4.6C
The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Work units:

[ADV_FSP.4-1] The evaluator shall examine the functional specification to determine that the TSF is fully represented.

 
In order to identify the TSFI, TSF have to be identified. Therefore the current work unit deals with the question whether the TSF is fully represented or not. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Examining the functional specification, the evaluators ##did not find found sufficient information showing that the TSF is fully represented.

Analysis:

For the current work unit the evaluators used the TOE design description (ADV_TDS) and TOE security architecture documents. They ##did not find found the TSFs designed in ST in the design documents and related interface descriptions in the functional specification. Table 10.6 shows the TSFs defined in ST (in the first column), design description of the TSF in the TOE design documents or in the TOE security architecture documents (in the second column). Related interface description in the functional specification are referenced in the third column.

	TSF
	Description
	TSFI described in
	Notes

	##
	##
	##
	##


Table 10.6: Representation of TSF

Assessment and Verdict:

As shown in the Table 10.6, the TSF is completely represented in the design documents. The corresponding interface descriptions are given in the functional specification as referenced in the third column of the table.

##optional:

As shown in Table 10.6, all elements of TSFs are represented in the design documents. Except for two elements of the TSF, all corresponding interfaces are described in sections of the functional specification as referenced in the third column of. Table 10.6. The functional specification does not describe these two elements of the TSF, ##however it gives a rationale for those interface descriptions. The evaluators examined the rationale and concluded that this is acceptable ##or: however they are described in TOE design description. Considering the special character of these elements of the TSF, the evaluators determined that this is acceptable.

##optional:As shown in Table 10.6 all ##not all elements of TSFs are represented in the design documents. The TSF elements have ##not been addressed in terms of interfaces in the functional specification. The corresponding interface descriptions are ##not described in sections of the functional specification as referenced in the third column of the table.

The evaluators have ##not found the TSF represented by the FSP.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.4-2] The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.

 
This work unit deals with the question if the purpose of each identified TSFI is given.
Summary:

For each TSFI, the evaluators found a description of its purpose in the functional specification.##or: The functional specification does not provide a description of purpose for every TSFI.
Analysis:

The Functional Specification describes the purpose of each TSFI.. 
Table 10.7 lists the TSFI identified in the Functional Specification and associates them with a categorisation and references to the sections of the functional specification describing their their purposes and methods of use.

	TSFI
	Categorisation
	Purpose
	Method of use
	Notes

	##
	##
	##
	##
	##


Table 10.7: Description of purpose and method of use in the functional specification

Assessment and Verdict:

As shown in Table 10.7, the Functional Specification describes ##does not describe the purpose of all TSFI. The evaluators examined the descriptions referenced in Table 10.7 as well as other documentation related to the TSFIs. They came to the conclusion that the TSFI purpose descriptions in the Functional Specification ##do not represent the related TSFIs accurately. The Functional Specification states the purpose of each TSFI. The explanations are ##not sufficient to understand the intended uses of the TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.4-3] The evaluator shall examine the functional specification to determine that the method of use for each TSFI is given.
This work unit deals with the question if the functional specification describes how to use each TSFI.

Summary and Analysis:

Table 10.7 from work unit ADV_FSP.2-2 (or corresponding work unit of higher level of ADV_FSP) identifies the sections of the Functional Specification describing the TSFIs’ methods of use. The evaluators examined these descriptions. They cover each TSFI accurately and sufficiently to prepare tests. 

##For the TSFI, that are marked as “not accessible” (refer to Table 10.7) the functional specification describes how they have been made inaccessible (refer to ##section_xx in [functional specification]). ##

Assessment and Verdict:

##Since this/those TSFI are not accessible, they have to be tested by the developer. Therefore the evaluators added an action item for the evaluation of the CC class ATE.

Therefore the evaluators determine that the method of use for each TSFI has ## not been provided in the functional specification.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.4-4] The evaluator shall examine the functional specification to determine the completeness of the TSFI.
This work unit deals with the question if all interfaces to TOE Security Functionality are considered.
This work unit deals with the question, if the developer’s description of purpose and method of use provided according to ADV_FSP.4.2C (or corresponding content element in higher levels of ADV_FSP) is complete, i.e. that there is no TSFI which is missing in the required developer’s description. In work unit ADV_FSP.4-1 the evaluator has examined that the FSP completely represent the TSF. According to CEM (ADV_FSP.4-1) the identification of the TSFI was examined as the necessary prerequisite. The input used for activity (according to ADV_FSP.4-1) was the FSP and TOE design, and the evaluator has examined that all portions of TSF have a corresponding interface description. If the evaluator has not encountered during this work any missing TSFI from FSP description, then he shall report this and not repeat the investigation of design description for missing TSFI.  For the current work unit the evaluator searches also the guidance documentation for potential TSFI not contained in the developer’s FSP. The available developer’s arguments that the TSFI is complete shall be examined too.

Summary:

The evaluator has examined the ##. The developer has ##not provided arguments that the TSFI is complete ##in ... ##as ...
Table 10.7 shows the intended TSFI. In addition, the design documentation identifies a number of non-intended TSFI available to an attacker. All TSFI, the intended ones as well as the non-intended ones, are covered by the functional specification.##or: The Functional Specification does not cover all potential TSFI, intended or non-intended. 
Analysis:

The evaluator has identified in ## following types of interfaces. ##
The user guidance was examined for missing interfaces as follows. 

##

The design documentation was examined for missing interfaces as follows.

##
The developer’s arguments that the TSFI is complete were analysed as follows.

##

Assessment and Verdict:

The evaluator confirms that the presentation of the TSFI (comprehensibly) is complete, i.e. there an/no additional (to FSP) interfaces identified by evaluators in developer’s documentation. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.4-5] The evaluator shall examine the presentation of the TSFI to determine that it completely identifies all parameters associated with every TSFI.
##Update the references to former work units (ADV_FSP.4-1 and ADV_FSP.4-2 instead of ADV_FSP.2-1 and ADV_FSP.2-2 below.

This work unit deals with the question, whether all interface parameters of every TSFI are provided.

Summary:

The TSFI have been identified in work units ADV_FSP.2-1 (or corresponding work unit of higher level of ADV_FSP) and ADV_FSP.2-2  (or corresponding work unit of higher level of ADV_FSP). They are shown in Table 10.7 (work unit ADV_FSP.2-2, or corresponding work unit of higher level of ADV_FSP). The evaluators confirmed that the method of use as well as the parameters of all TSFIs have been identified.

Analysis:

##The evaluators examined the parameters of the TSFIs together with the description of their purpose and method of use. In order to verify that the functional specification identifies the parameters of the TSFIs completely, the evaluators took other evidence (design description, security architecture, user guidance, implementation) into account.

Assessment and Verdict:

Therefore the evaluators ##did not determined that the TSFI representation identifies all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.4-6] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all parameters associated with every TSFI.
This work unit deals with the question if all parameters of every TSFI are described accurately and the description of parameters is complete.

Summary:

##This work unit was worked out together with previous work unit. When the evaluators examined the purpose and method of use of the TSFI, they also examined the rest of the interface description (actions, error messages etc.). Thus they have verified that the functional specification contains all parameters associated with every TSFI.

Analysis:

##Since the completeness and accuracy of the parameter description can only be confirmed when other evidences are taken into account, the evaluators examined the parameter descriptions by taking into account the design description and the implementation representation. Thus the evaluators verified that sufficient information is given to provide a complete description of each parameter.

Assessment and Verdict:

##Considering the security architecture, the design description and the implementation the evaluators reviewed the parameter description. .... They came to conclusion that the parameter description is accurate and meaningful.

Therefore the evaluators ##can not confirm that the presentation of the TSFI completely and accurately describes all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.4-7] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all actions associated with every TSFI.
This work unit deals with the question, whether all SFR‑enforcing actions associated with the SFR‑enforcing TSFI are completely and accurately described in the presentation of the TSFI. Considering the next work unit deals with the error messages of all TSFI, the evaluators also took error messages of the interfaces into account while examining the actions of the TSFIs.
Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have examined the presentation of the TSFI and determined that it ##does not describes completely and accurately all actions associated with every TSFI.

Analysis:

## The evaluators examined the presentation of the TSFI in previous work units. In order to determine the completeness and accuracy of the descriptions, the evaluators took other evidence (security architecture, design description, implementation review) into account, especially the parameter description and error messages of the relevant interfaces.

##if applicable: The developer provided a categorisation of the actions as regular- and SFR-related action. The description of regular actions is stating what the related interface does. The SFR‑related actions are also described in detail including the invocation of the related interface and the result of the invocation even if the result is not visible through the invoked interface. To do this the interface description has been prepared according the following template:

##For instance:

· Name of the interface,

· Input parameters,

· Actions (regular- and SFR-related)

· Description

· Results of the actions (output parameters, getting into certain state etc.)

· Dependency/Required resources (sufficient memory, running of RNG etc.)

· Effected modules/interfaces

· Error messages,

#if applicable: The developer has not provided a categorisation of the actions as regular- and SFR-related action. The presentation of the TSFI shows a standard description of all interfaces as shown in the following template:

##For instance: 

· Name of the interface,

· Input parameters,

· Actions (regular- and SFR-related)

· Description

· Results of the actions (output parameters, getting into certain state etc.)

· Dependency/Required resources (sufficient memory, running of RNG etc.)

· Effected modules/interfaces

· Error messages,

Therefore the evaluators investigated each actions of each TSFI in detail to be able to find out whether an action is a SFR‑related action or a regular action.

In parallel to the examination of the functional specification the evaluators examined the security architecture description and design description thus the completeness and accuracy of the description have been verified. In addition the implementation representation of the related function has been examined if appropriate.

In respect to the next work unit the evaluators examined the error messages of the related TSFI while examining the actions of it. Furthermore the error messages have also been verified while examining other evidence.

Assessment and Verdict:

Therefore the evaluators confirm ##disprove that the presentation of the TSFI (comprehensibly) completely and accurately describes all actions associated with every TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.4-8] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all errors messages resulting from an invocation of each TSFI.
This work unit deals with the question if the presentation of the TSFI describes all error messages resulting from an invocation of each TSFI.

Summary:

The evaluators examined the error messages while working out the previous work unit. They confirmed that the presentation of the TSFI ##does not describes all error messages resulting from an invocation of the TSFI.

Analysis:

##The Following table shows the result of the examination of the error messages.

	TSFI
	Errors described in
	Completeness/ accuracy
	Confirmed by cross-checking with
	Notice

	##
	##
	##
	##
	##


Table 10.9: Error messages

##Additional notes/explanations

Assessment and Verdict:

Therefore the evaluators determined that the presentation of the TSFI ##does not describes all error messages that may result from an invocation of each TSFI completely and accurately.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.4-9] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes the meaning of all error messages resulting from an invocation of each TSFI.
This work unit deals with the question, whether the presentation of the TSFI describes the meaning of all error messages associated with each TSFI. Notice that the work unit concentrates the ‘meaning’ of all error messages that are evaluated in other work units.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

While examining the error messages associated with each TSFI, the evaluators have ##not found explanations that emphasize the meaning of error messages.

Analysis:

##While working out the previous work unit the evaluators examined not only the error messages resulting from an invocation of the TSFI, but also all other errors. The previous work unit shows how the evaluators performed this work unit.

##Depending on the current evaluation it could be necessary to add additional table showing further errors and where they have been described. Furthermore an interpretation of an error depends on the nature of the TOE. For some cases an activation of a signal shows clearly the result red light / blue light, other cases it has an effect to other modules (for instance request for entering a certain state), that have to be described in more detail.

Assessment and Verdict:

Therefore the evaluators confirmed ##disproved that the meaning of all errors associated with each TSFI has been described completely and accurately.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.4-10] The evaluator shall check that the tracing links the SFRs to the corresponding TSFIs.
This work unit deals with the question whether the TSFI allows correct configuration and operation of the TOE according to the SFRs. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

A complete mapping from SFRs to TSFIs is ##not provided.
Analysis:

Chapter ## of the Functional Specification links the Security Services and Security Features to TSFI. Chapter ## traces all Security Services and Security Features to SFRs. From this it is possible to trace SFRs to the TSFIs.

##alternative: Chapter ## of the Functional Specification links Security Services and Security Features to TSFI, but a linking from SFR to Security Services and Security Features is missing. Therefore it is not possible to trace SFRs to TSFIs.

##alternative: The Functional Specification links Security Services and Security Features to SFR, but a linking Security Services and Security Features to TSFI is missing. Therefore it is not possible to trace SFRs to TSFIs.

Assessment and Verdict:

Therefore the evaluators confirmed##were not able to confirm that the the functional specification traces SFRs to the corresponding TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ADV_FSP.4.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.5.2  ADV_FSP.4.2E

Evaluator action element:

ADV_FSP.4.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the SFRs.
Content and presentation of evidence elements:

none

Work units:

[ADV_FSP.4-11] The evaluator shall examine the functional specification to determine that it is a complete instantiation of the SFRs.
This work unit addresses the completeness of the SFR instantiation as defined in the ST. Since the next work unit addresses the accuracy of the SFR instantiations both work units are conducted together.

##The evaluators examined the completeness of the instantiation together with the next work unit and determined that the functional specification is ##not a complete instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.4-12] The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the SFRs.
This work unit deals with the accuracy of the SFR instantiation.

Summary and Analysis:
The evaluator found the related information that will be summarised in the following in  ##… .

##Table 10.5 maps the SFRs to the related TSFIs. The evaluators verified that the table lists all SFRs by checking the ST. Furthermore the evaluators compared the SFR‑supporting and SFR‑enforcing TSFI identified and listed in Table  10.1 to the TSFIs mapped to the SFRs. Thus they have verified that
–
at least one SFR‑supporting or SFR‑enforcing TSFI has been mapped to each SFR and

–
each SFR‑supporting or SFR‑enforcing TSFI has been mapped at least one SFR. 
Thus the evaluators verified the completeness of the instantiation of the SFRs.
Having verified the completeness of the SFRs, the evaluator examined each SFR and the related TSFIs to confirm whether the instantiation of the SFRs is accurate one. Using the table created, the evaluators compared the SFRs and the purpose and the behaviour of the TSFIs mapped for the related SFRs. Thus, the accuracy of the mapping has been verified. To show the accuracy, the evaluators created a table including a short description of the TSFIs mapped to the SFRs.

##The mapping between the SFRs and the TSFIs are shown in following table:
	SFR taken from [11], sec. ##
	SFR characteristic
	TSFI behaviour according to [FSP], sec. 3
	Evaluator’s comments, and, if necessary, some additional details

	##
	##
	##
	##


Table 10.5: Mapping from SFRs to TSFIs and TSFI to TSFI descriptions
Assessment and Verdict:

##As shown in the table all SFRs in ST are ##not sufficiently met by one or more TSFI being mapped to the related SFR.

The evaluators ##do not confirm that the functional specification is an accurate instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


 

Verdict for ADV_FSP.4.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.6 ADV_FSP.5 Complete semi-formal functional specification with additional error information
Summary Verdict for the Assurance Component ADV_FSP.5:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_FSP.5. This result is based on the evaluator actions and work units documented below.
7.6.1 ADV_FSP.5.1E

Evaluator action element:

ADV_FSP.5.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ADV_FSP.5.1C
The functional specification shall completely represent the TSF.
ADV_FSP.5.2C
The functional specification shall describe the TSFI using a semi-formal style.
ADV_FSP.5.3C
The functional specification shall describe the purpose and method of use for all TSFI.
ADV_FSP.5.4C
The functional specification shall identify and describe all parameters associated with each TSFI. 

ADV_FSP.5.5C
The functional specification shall describe all actions associated with each TSFI.
ADV_FSP.5.6C
The functional specification shall describe all direct error messages that may result from an invocation of each TSFI. 

ADV_FSP.5.7C
The functional specification shall describe all error messages that do not result from an invocation of a TSFI.
ADV_FSP.5.8C
The functional specification shall provide a rationale for each error message contained in the TSF implementation yet does not result from an invocation of a TSFI.
ADV_FSP.5.9C
The tracing shall demonstrate that the SFRs trace to TSFIs in the functional specification.
Work units:

[ADV_FSP.5-1] The evaluator shall examine the functional specification to determine that the TSF is fully represented.
In order to identify the TSFI, TSF have to be identified. Therefore the current work unit deals with the question whether the TSF is fully represented or not. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Examining the functional specification, the evaluators ##did not find found sufficient information showing that the TSF is fully represented.

Analysis:

For the current work unit the evaluators used the TOE design description (ADV_TDS) and TOE security architecture documents. They ##did not find found the TSFs designed in ST in the design documents and related interface descriptions in the functional specification. Table 10.6 shows the TSFs defined in ST (in the first column), design description of the TSF in the TOE design documents or in the TOE security architecture documents (in the second column). Related interface description in the functional specification are referenced in the third column.

	TSF
	Description
	TSFI described in
	Notes

	##
	##
	##
	##


Table 10.6: Representation of TSF

Assessment and Verdict:

As shown in the Table 10.6, the TSF is completely represented in the design documents. The corresponding interface descriptions are given in the functional specification as referenced in the third column of the table.

##optional:

As shown in Table 10.6, all elements of TSFs are represented in the design documents. Except for two elements of the TSF, all corresponding interfaces are described in sections of the functional specification as referenced in the third column of. Table 10.6. The functional specification does not describe these two elements of the TSF, ##however it gives a rationale for those interface descriptions. The evaluators examined the rationale and concluded that this is acceptable ##or: however they are described in TOE design description. Considering the special character of these elements of the TSF, the evaluators determined that this is acceptable.

##optional:As shown in Table 10.6 all ##not all elements of TSFs are represented in the design documents. The TSF elements have ##not been addressed in terms of interfaces in the functional specification. The corresponding interface descriptions are ##not described in sections of the functional specification as referenced in the third column of the table.

The evaluators have ##not found the TSF represented by the FSP.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.5-2] The evaluator shall examine the functional specification to determine that it is presented using a semiformal style.
This work unit deals with the question, whether the functional specification presented in a semiformal style.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have examined the functional specification, which is ##not presented in a semiformal style. 

## The developer provided his TOE functional specification in the document [functional specification]. It contains descriptions of all TSFIs. In the first chapter of the document the developer explains the use of wording in the document along with all abbreviations used. The document uses tables (flowcharts, block diagrams, pseudo-code ...) for the descriptions of the TSFIs. The regulations stated in the first chapter are consistently applied for descriptions of all portions of TSFI.

Analysis:

##Examining the external specifications referenced for portions, the evaluators verified that also those specifications are using a semiformal style.
Assessment and Verdict:

Therefore the evaluators confirmed ##disproved that the functional specification has described the TSFI using a semiformal style.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.5-3] The evaluator shall examine the functional specification to determine that it states the purpose of each TSFI.
This work unit deals with the question if the purpose of each identified TSFI is given.
Summary:

For each TSFI, the evaluators found a description of its purpose in the functional specification.##or: The functional specification does not provide a description of purpose for every TSFI.
Analysis:

The Functional Specification describes the purpose of each TSFI.. 
Table 10.7 lists the TSFI identified in the Functional Specification and associates them with a categorisation and references to the sections of the functional specification describing their their purposes and methods of use.

	TSFI
	Categorisation
	Purpose
	Method of use
	Notes

	##
	##
	##
	##
	##


Table 10.7: Description of purpose and method of use in the functional specification

Assessment and Verdict:

As shown in Table 10.7, the Functional Specification describes ##does not describe the purpose of all TSFI. The evaluators examined the descriptions referenced in Table 10.7 as well as other documentation related to the TSFIs. They came to the conclusion that the TSFI purpose descriptions in the Functional Specification ##do not represent the related TSFIs accurately. The Functional Specification states the purpose of each TSFI. The explanations are ##not sufficient to understand the intended uses of the TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.5-4] The evaluator shall examine the functional specification to determine that the method of use for each TSFI is given.
This work unit deals with the question if the functional specification describes how to use each TSFI.

Summary and Analysis:

Table 10.7 from work unit ADV_FSP.2-2 (or corresponding work unit of higher level of ADV_FSP) identifies the sections of the Functional Specification describing the TSFIs’ methods of use. The evaluators examined these descriptions. They cover each TSFI accurately and sufficiently to prepare tests. 

##For the TSFI, that are marked as “not accessible” (refer to Table 10.7) the functional specification describes how they have been made inaccessible (refer to ##section_xx in [functional specification]). ##

Assessment and Verdict:

##Since this/those TSFI are not accessible, they have to be tested by the developer. Therefore the evaluators added an action item for the evaluation of the CC class ATE.

Therefore the evaluators determine that the method of use for each TSFI has ## not been provided in the functional specification.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.5-5] The evaluator shall examine the functional specification to determine the completeness of the TSFI.
This work unit deals with the question if all interfaces to TOE Security Functionality are considered.
This work unit deals with the question, if the developer’s description of purpose and method of use provided according to ADV_FSP.4.2C (or corresponding content element in higher levels of ADV_FSP) is complete, i.e. that there is no TSFI which is missing in the required developer’s description. In work unit ADV_FSP.4-1 the evaluator has examined that the FSP completely represent the TSF. According to CEM (ADV_FSP.4-1) the identification of the TSFI was examined as the necessary prerequisite. The input used for activity (according to ADV_FSP.4-1) was the FSP and TOE design, and the evaluator has examined that all portions of TSF have a corresponding interface description. If the evaluator has not encountered during this work any missing TSFI from FSP description, then he shall report this and not repeat the investigation of design description for missing TSFI.  For the current work unit the evaluator searches also the guidance documentation for potential TSFI not contained in the developer’s FSP. The available developer’s arguments that the TSFI is complete shall be examined too.

Summary:

The evaluator has examined the ##. The developer has ##not provided arguments that the TSFI is complete ##in ... ##as ...

Table 10.7 shows the intended TSFI. In addition, the design documentation identifies a number of non-intended TSFI available to an attacker. All TSFI, the intended ones as well as the non-intended ones, are covered by the functional specification.##or: The Functional Specification does not cover all potential TSFI, intended or non-intended. 
Analysis:

The evaluator has identified in ## following types of interfaces. ##
The user guidance was examined for missing interfaces as follows. 

##

The design documentation was examined for missing interfaces as follows.

##

The developer’s arguments that the TSFI is complete were analysed as follows.

##

Assessment and Verdict:

The evaluator confirms that the presentation of the TSFI (comprehensibly) is complete, i.e. there an/no additional (to FSP) interfaces identified by evaluators in developer’s documentation. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.5-6] The evaluator shall examine the presentation of the TSFI to determine that it completely identifies all parameters associated with every TSFI.
This work unit deals with the question, whether all interface parameters of every TSFI are provided.

Summary:

The TSFI have been identified in work units ADV_FSP.2-1 (or corresponding work unit of higher level of ADV_FSP) and ADV_FSP.2-2  (or corresponding work unit of higher level of ADV_FSP). They are shown in Table 10.7 (work unit ADV_FSP.2-2, or corresponding work unit of higher level of ADV_FSP). The evaluators confirmed that the method of use as well as the parameters of all TSFIs have been identified.

Analysis:

##The evaluators examined the parameters of the TSFIs together with the description of their purpose and method of use. In order to verify that the functional specification identifies the parameters of the TSFIs completely, the evaluators took other evidence (design description, security architecture, user guidance, implementation) into account.

Assessment and Verdict:

Therefore the evaluators ##did not determined that the TSFI representation identifies all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


[ADV_FSP.5-7] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all parameters associated with every TSFI.
This work unit deals with the question if all parameters of every TSFI are described accurately and the description of parameters is complete.

Summary:

##This work unit was worked out together with previous work unit. When the evaluators examined the purpose and method of use of the TSFI, they also examined the rest of the interface description (actions, error messages etc.). Thus they have verified that the functional specification contains all parameters associated with every TSFI.

Analysis:

##Since the completeness and accuracy of the parameter description can only be confirmed when other evidences are taken into account, the evaluators examined the parameter descriptions by taking into account the design description and the implementation representation. Thus the evaluators verified that sufficient information is given to provide a complete description of each parameter.

Assessment and Verdict:

##Considering the security architecture, the design description and the implementation the evaluators reviewed the parameter description. .... They came to conclusion that the parameter description is accurate and meaningful.

Therefore the evaluators ##can not confirm that the presentation of the TSFI completely and accurately describes all parameters associated with every TSFI. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.5-8] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all actions associated with every TSFI.
This work unit deals with the question, whether all SFR‑enforcing actions associated with the SFR‑enforcing TSFI are completely and accurately described in the presentation of the TSFI. Considering the next work unit deals with the error messages of all TSFI, the evaluators also took error messages of the interfaces into account while examining the actions of the TSFIs.
Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have examined the presentation of the TSFI and determined that it ##does not describes completely and accurately all actions associated with every TSFI.

Analysis:

## The evaluators examined the presentation of the TSFI in previous work units. In order to determine the completeness and accuracy of the descriptions, the evaluators took other evidence (security architecture, design description, implementation review) into account, especially the parameter description and error messages of the relevant interfaces.

##if applicable: The developer provided a categorisation of the actions as regular- and SFR-related action. The description of regular actions is stating what the related interface does. The SFR‑related actions are also described in detail including the invocation of the related interface and the result of the invocation even if the result is not visible through the invoked interface. To do this the interface description has been prepared according the following template:

##For instance:

· Name of the interface,

· Input parameters,

· Actions (regular- and SFR-related)

· Description

· Results of the actions (output parameters, getting into certain state etc.)

· Dependency/Required resources (sufficient memory, running of RNG etc.)

· Effected modules/interfaces

· Error messages,

#if applicable: The developer has not provided a categorisation of the actions as regular- and SFR-related action. The presentation of the TSFI shows a standard description of all interfaces as shown in the following template:

##For instance: 

· Name of the interface,

· Input parameters,

· Actions (regular- and SFR-related)

· Description

· Results of the actions (output parameters, getting into certain state etc.)

· Dependency/Required resources (sufficient memory, running of RNG etc.)

· Effected modules/interfaces

· Error messages,

Therefore the evaluators investigated each actions of each TSFI in detail to be able to find out whether an action is a SFR‑related action or a regular action.

In parallel to the examination of the functional specification the evaluators examined the security architecture description and design description thus the completeness and accuracy of the description have been verified. In addition the implementation representation of the related function has been examined if appropriate.

In respect to the next work unit the evaluators examined the error messages of the related TSFI while examining the actions of it. Furthermore the error messages have also been verified while examining other evidence.

Assessment and Verdict:

Therefore the evaluators confirm ##disprove that the presentation of the TSFI (comprehensibly) completely and accurately describes all actions associated with every TSFIs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.5-9] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes all errors messages resulting from an invocation of each TSFI.
Considering the next work unit the evaluators may better work out the next work unit together with this work unit.

This work unit deals with the question if the presentation of the TSFI describes all error messages resulting from an invocation of each TSFI.

Summary:

The evaluators examined the error messages while working out the previous work unit. They confirmed that the presentation of the TSFI ##does not describes all error messages resulting from an invocation of the TSFI.

Analysis:

##The Following table shows the result of the examination of the error messages.

	TSFI
	Errors described in
	Completeness/ accuracy
	Confirmed by cross-checking with
	Notice

	##
	##
	##
	##
	##


Table 10.9: Error messages

##Additional notes/explanations

Assessment and Verdict:

Therefore the evaluators determined that the presentation of the TSFI ##does not describes all error messages that may result from an invocation of each TSFI completely and accurately.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.5-10] The evaluator shall examine the presentation of the TSFI to determine that it completely and accurately describes the meaning of all error messages resulting from an invocation of each TSFI.
Note that the previous work unit (ADV_FSP.5-9) deals with the error messages that result from an invocation of a TSFI, the next work unit deals with the error message that do not result from an invocation of any TSFI. Thus completeness and accuracy of all error messages associated with TSFI are to be examined in those work units. Therefore it make sense that this work unit is worked out together with those work units.
This work unit deals with the question, whether the presentation of the TSFI describes the meaning of all error messages associated with each TSFI. Notice that the work unit concentrates the ‘meaning’ of all error messages that are evaluated in other work units.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

While examining the error messages associated with each TSFI, the evaluators have ##not found explanations that emphasize the meaning of error messages.

Analysis:

##While working out the previous work unit the evaluators examined not only the error messages resulting from an invocation of the TSFI, but also all other errors. The previous work unit shows how the evaluators performed this work unit.

##Depending on the current evaluation it could be necessary to add additional table showing further errors and where they have been described. Furthermore an interpretation of an error depends on the nature of the TOE. For some cases an activation of a signal shows clearly the result red light / blue light, other cases it has an effect to other modules (for instance request for entering a certain state), that have to be described in more detail.

Assessment and Verdict:

Therefore the evaluators confirmed ##disproved that the meaning of all errors associated with each TSFI has been described completely and accurately.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_FSP.5-11] The evaluator shall examine the functional specification to determine that it completely and accurately describes all errors messages that do not result from an invocation of any TSFI.
Considering the previous work the evaluators may better work out the previous work unit together with this work unit.

This work unit deals with the question, whether the functional specification describes other error messages than those resulting from an invocation of TSFI. 

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators have ##not found description of error messages that include errors that resulted from an invocation of TSFI, as described under ADV_FSP.5.9) and also include error messages that do not result from an invocation of any TSF. 

Analysis:

Notice that the work unit ADV_FSP.5‑9 examines all errors associated with each TSFI for confirmation of the meaning of the error messages. Therefore the evaluators examined the error description of all error messages that do not result from an invocation of any TSFI also for verification that the meaning of them is well explained.

## The error messages that result from an invocation of any TSFI and that are not result from an invocation of any TSFI are building up all error messages. 

The developer provided his TOE functional specification in the document [functional specification]. It contains descriptions of all TSFIs. In the first chapter of the document the developer explains the use of wording in the document along with all abbreviations used. The document uses tables (flowcharts, block diagrams, pseudo-code ...) for the descriptions of the TSFIs. The regulations stated in the first chapter are consistently applied for descriptions of all portions of TSFI.

Assessment and Verdict:

##Using other evidence (security architecture, design description, implementation representation) the evaluators verified that the description of the error messages is complete and accurate.

Therefore the evaluators confirmed ##disproved that the functional specification describes completely and accurately all error messages that do not result from an invocation of any TSFI.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.5-12] The evaluator shall examine the functional specification to determine that it provides a rationale for each error message contained in the TSF implementation yet does not result from an invocation of a TSFI.
This work unit deals with the question, whether the functional specification provides a rationale for the error messages that are not result from an invocation of any TSFI.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluators examined the functional specification for the rationale while working out the previous work unit. They have ##not rationale for the error message contained in the TSF implementation yet does not result from an invocation of a TSFI.

Analysis:

## While working out the previous work unit the evaluators investigated each error message that was not result from an invocation of a TSFI. The evaluators provided a rational for each of them in the functional specification. Following table shows the error messages that are not result from an invocation of a TSFI, along with their description and rational provided. The evaluators examined each rationale to be able to assess whether they are logical or not.

	TSFI
	Error message
	Description
	Rationale in
	Rationale assessment 

	##
	##name
	##reference
	##reference
	##logical/not logical


Table 10.10: Error messages

Assessment and Verdict:

Therefore the evaluators confirmed ##disproved that the functional specification provides a rationale for each error message found under ADV_FSP.5‑11 and the rationale is logical.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ADV_FSP.5-13] The evaluator shall check that the tracing links the SFRs to the corresponding TSFIs.
This work unit deals with the question, whether the developer has provided information to associate the TSFI to the SFRs that are affine to this TSFI.

Summary and Analysis:

The evaluator found the related information that will be summarised in the following in  ##… .

The developer has ##not provided a mapping between the SFRs defined in ST and the TSFIs (refer to ##section of [functional specification]). 

##If the developers mapping is shown as table refer to table otherwise:

##The mapping between the SFRs and the TSFIs is shown in the table created in work unit ADV_FSP.1-7 (of corresponding work unit of higher level of ADV_FSP).

Assessment and Verdict:

Examining the SFRs defined in [11] the evaluators verified that each SFR is presented in the table. Furthermore the table shows that at least one SFR‑supporting or SFR‑enforcing TSFI is mapped to each SFR.

The evaluator has ##not found a tracing linking the SFRs to the corresponding TSFIs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_FSP.5.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.6.2  ADV_FSP.5.2E

Evaluator action element:

ADV_FSP.5.2E
The evaluator shall determine that the functional specification is an accurate and complete instantiation of the SFRs.
Content and presentation of evidence elements:

none

Work units:

[ADV_FSP.5-13] The evaluator shall examine the functional specification to determine that it is a complete instantiation of the SFRs.
This work unit addresses the completeness of the SFR instantiation as defined in the ST. Since the next work unit addresses the accuracy of the SFR instantiations both work units are conducted together.

##The evaluators examined the completeness of the instantiation together with the next work unit and determined that the functional specification is ##not a complete instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ADV_FSP.5-14] The evaluator shall examine the functional specification to determine that it is an accurate instantiation of the SFRs.
This work unit deals with the accuracy of the SFR instantiation.

Summary and Analysis:
The evaluator found the related information that will be summarised in the following in  ##… .

##Table 10.5 maps the SFRs to the related TSFIs. The evaluators verified that the table lists all SFRs by checking the ST. Furthermore the evaluators compared the SFR‑supporting and SFR‑enforcing TSFI identified and listed in Table  10.1 to the TSFIs mapped to the SFRs. Thus they have verified that
–
at least one SFR‑supporting or SFR‑enforcing TSFI has been mapped to each SFR and

–
each SFR‑supporting or SFR‑enforcing TSFI has been mapped at least one SFR. 
Thus the evaluators verified the completeness of the instantiation of the SFRs.
Having verified the completeness of the SFRs, the evaluator examined each SFR and the related TSFIs to confirm whether the instantiation of the SFRs is accurate one. Using the table created, the evaluators compared the SFRs and the purpose and the behaviour of the TSFIs mapped for the related SFRs. Thus, the accuracy of the mapping has been verified. To show the accuracy, the evaluators created a table including a short description of the TSFIs mapped to the SFRs.

##The mapping between the SFRs and the TSFIs are shown in following table:
	SFR taken from [11], sec. ##
	SFR characteristic
	TSFI behaviour according to [FSP], sec. 3
	Evaluator’s comments, and, if necessary, some additional details

	##
	##
	##
	##


Table 10.5: Mapping from SFRs to TSFIs and TSFI to TSFI descriptions
Assessment and Verdict:

##As shown in the table all SFRs in ST are ##not sufficiently met by one or more TSFI being mapped to the related SFR.

The evaluators ##do not confirm that the functional specification is an accurate instantiation of the SFRs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).


 

Verdict for ADV_FSP.5.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.7 ADV_FSP.6 Complete semi-formal functional specification with additional formal specification
No predefined EAL assurance package being not higher than EAL5 requires including ADV_FSP.6 into TSP. Hence, the current guidance does not cover this assurance component.

7.8 ADV_TDS.1 Basic design

Summary Verdict for the Assurance Component ADV_TDS.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_TDS.1. This result is based on the evaluator actions and work units documented below.
7.8.1 ADV_TDS.1.1E

Evaluator action element:

ADV_TDS.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ADV_TDS.1.1C
The design shall describe the structure of the TOE in terms of subsystems. 

ADV_TDS.1.2C
The design shall identify all subsystems of the TSF.

ADV_TDS.1.3C
The design shall describe the behaviour of each SFR-supporting or SFR-non-interfering TSF subsystem in sufficient detail to determine that it is not SFR-enforcing.

ADV_TDS.1.4C
The design shall summarise the SFR-enforcing behaviour of the SFR-enforcing subsystems.

ADV_TDS.1.5C
The design shall provide a description of the interactions among SFR-enforcing subsystems of the TSF, and between the SFR-enforcing subsystems of the TSF and other subsystems of the TSF.

ADV_TDS.1.6C
The mapping shall demonstrate that all TSFIs trace to the behaviour described in the TOE design that they invoke.
Work units:

[ADV_TDS.1-1] The evaluator shall examine the TOE design to determine that the structure of the entire TOE is described in terms of subsystems.
The other evidence presented for the TOE being examined may also consist of user guidance which extends the mandatory input to the work unit.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… . 

Analysis:

##The summary of the description of the structure provided by the developer with impact on the layering of abstraction is provided in the following. ...

##The evaluator has determined that all of the subsystems of the TOE are identified as follows. ....

##The evaluator indicates that the following parts of the TOE are expected to be ... The above indication is based on .... 

##The following are the arguments that all these parts are covered by the subsystems of the TOE design: ....

Assessment and Verdict:

The evaluator determined that the structure of the TOE is ##not described in terms of subsystems.

The evaluator determined that ##not all of the subsystems of the TOE are identified.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-2] The evaluator shall examine the TOE design to determine that all subsystems of the TSF are identified.
In order to distinguish between the non-TSF and the SFR-non-interfering subsystems the evaluator may use the following rule of thumb: There is no interaction between the non-TSF and TSF subsystems of the TOE, whereby the SFR-non-interfering subsystems can interact (and, likely, do this) with the SFR-supporting and SFR-enforcing subsystems.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis of the identification of all subsystems of the TOE as TSF or non-TSF was performed as follows.

##The following are the subsystems of the TSF ....  None of such subsystems is missing.

##Note: The correct installed and configured TOE is in focus of the analysis, whereby ‘correct installed and configured’ means according to the Preparative procedures (AGD_PRE).

Assessment and Verdict:

The evaluator has determined that ##not all subsystems of the TSF are identified. There is ##no (##at least one) subsystem being not accounted as part of the TSF.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-3] The evaluator shall examine the TOE design to determine that each SFR-supporting or SFR-non-interfering subsystem of the TSF is described such that the evaluator can determine that the subsystem is SFR-supporting or SFR-non-interfering.
The SFR-enforcing behaviour has to be summarised according to ADV_TDS1.4C. The description level according to ADV_TDS.1.3C for SFR-supporting or SFR-non-interfering TSF subsystem should not be expected to be more detailed then that for the SFR-enforcing behaviour. In ADV_TDS.1-7 and ADV_TDS.1-8 the evaluator will examine the TOE design for the coverage of SFRs by it. The results from these work units could be used within current work unit. The work unit can be stated satisfied, if the developer provides uniform level of documentation for the TOE design, i.e. a high-level.

Summary:

The evaluator found the related information that will be summarised in the following in ##… .

Analysis:

##
For the following SFR-supporting and SFR-non-interfering subsystems the developer has not provided high-level descriptions: ....

##The evaluator has performed the analysis for each SFR-supporting or for each SFR-non-interfering subsystem without high-level description that the subsystem can be determined as being SFR-supporting or SFR-non-interfering as follows. ....

##The results of the analysis are ....

Assessment and Verdict:

The evaluator determined that ##not for each SFR-supporting and for each SFR-non-interfering subsystem without high-level description the subsystem is described in such a manner that it can be determined that this subsystem is non-SFR-enforcing. There is ##no (##at least one) SFR-supporting or SFR-non-interfering subsystem for which such determination cannot be made based on the description provided for this subsystem.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-4] The evaluator shall examine the TOE design to determine that it provides a complete, accurate, and high-level description of the SFR-enforcing behaviour of the SFR-enforcing subsystems.
The SFR-enforcing behaviour has to be summarised. In ADV_TDS.1-7 and ADV_TDS.1-8 the evaluator will examine the design for the coverage of SFRs by the TOE design. The results from these work units could be used within the current work unit. I.e. during this examination the evaluator should be able to identify any missing information. The evaluator will require additional missing information from the developer because of his responsibility to determine that he has sufficient information for the subsystems’ category (SFR-enforcing, etc.). A coverage (and accuracy) of SFRs by the TOE design description also indicates that the SFR-enforcing behaviour is described at a sufficient level. The determination of the completeness and accuracy of the TOE design with respect to functional specification can be based on the work unit ADV_TDS.1-6 and, with respect to implementation representation, on the work unit ADV_IMP.1-3.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The evaluator has analysed that for each SFR-enforcing subsystem its SFR-enforcing behaviour is described at high level as follows. ... The results are provided in a table below. 

##The following SFR-enforcing behaviour was analysed ....

##The high-level description is of a kind ....

##The evaluator has analysed the completeness and accuracy of the TOE design as follows.... ##The following information was used for this analysis .... ##A reference to the work units ADV_TDS.1-7 and ADV_TDS.1-8 is possible.

##The evaluator indicates that no SFR-enforcing behaviour which could be expected by evaluators to be described was missing in the description of the subsystems. The evaluator recalls the results from the work unit ADV_TDS.1-6 and points that the mapping of TSFI to subsystems was used while assessing the completeness.

##The above analysis was performed for each SFR-enforcing subsystem, i.e. for the following subsystems ...

Assessment and Verdict:

The evaluator has determined that ##not for each SFR-enforcing subsystem a description of the SFR-enforcing behaviour was provided, and that the description was ##not provided at high level. For ##no (##at least one) subsystem which identified as SFR-enforcing there is no high-level description of the SFR-enforcing behaviour.

The evaluator has determined that the TOE design is ##not complete and ##inaccurate (e.g. with respect to security target, functional specification, security architecture description and implementation representation). There is ##no contradiction to other information. ##None (##Other) information indicates SFR-behaviour for which there is no high-level description.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-5] The evaluator shall examine the TOE design to determine that interactions between the subsystems of the TSF are described.
The evaluator examines the interactions among SFR-enforcing subsystems, and between SFR-enforcing subsystems and other subsystems of the TSF. The subsystems other then SFR-enforcing are SFR-supporting and SFR-non-interfering subsystems of the TSF. The purpose of the description is to provide the reader (e.g. the evaluator) a better understanding of how the TSF performs its functions. The evaluator will use his own judgement when assessing the completeness of the description. The judgement can be based also on whether the evaluator gained better understanding of how the TSF performs its functions

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

The evaluator has analysed the TOE design for providing the description of interactions among the SFR-enforcing and between the SFR-enforcing and other TSF subsystems. During the analysis it was in focus that this description provides a better understanding on how the TSF performs its functions by exchanging data and/or control information between subsystems. 

##The analysis was performed as follows ... 

##A detailed report is given for the following examples of an interaction ...

Assessment and Verdict:

The evaluator has determined that interactions among SFR-enforcing subsystems and between the SFR-enforcing subsystems and the other TSF subsystems are ##not described in the TOE design and that the description addresses (##does not address) the interaction by means of data and control information.

The evaluator has ##not determined the completeness of the description. The evaluator has ##not encountered any (##some) unclear interactions and any (##some) SFR-related interactions that are apparently not described and which description is considered by the evaluator to be required to understand the overall security or security functionality provided by the TSF.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-6] The evaluator shall examine the TOE design to determine that it contains a complete and accurate mapping from the TSFI described in the functional specification to the subsystems of the TSF described in the TOE design.
The developer shall provide a mapping from the TSFI as stated in the functional specification to the lowest level of decomposition available in the TOE design. The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFIs invoking it.

The evaluator will examine the mapping from the TSFI described in the functional specification to the TSF subsystems described in the TOE design. The demonstration of the opposite direction which is also contained in the developer’s description of the TOE design can provide additional support to the evaluator’s work. The mapping will identify, for each TSFI, a subsystem being initially involved when an operation is requested at that TSFI, and identify the various subsystems that are primarily responsible for implementing the functionality. The evaluator will extensively use and examine the mapping in the work units ADV_TDS.1-7 and ADV_TDS.1-8 for SFR-enforcing TSFIs and related subsystems/modules.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The lowest level of decomposition available in the TOE design, e.g. subsystem or module identified by evaluator is .... (see ...).

##The analysis of the mapping from the TSFI (described in FSP) to the TSF subsystems/modules (the lowest level available should be selected) (described in TOE design) concerning the completeness and the accuracy of the mapping was performed as follows .....

##Please refer to the following table for details of the results of the analysis ....

##The analysed TSFIs are ... (as can be seen from the table above) .... Each TSFI from FSP was covered by the mapping, i.e. none is missing.

##The mapping of each TSFI to TSF ##subsystems/##modules (the lowest level available shall be selected) ##was provided by the developer in (##is reported in the table below). ##The TSFI is mapped at TSF boundary and the mapping is meaningful, i.e. it was not found as not making a sense.

Assessment and Verdict:

The evaluator has determined that the mapping from the TSFI described in the functional specification to the lowest level of decomposition available in the TOE design (##subsystems ##modules) is ##not complete. There is (##a) ##no TSFI that is not mapped to at least one ##subsystem (##module).

The evaluator has determined that the mapping from the TSFI described in the functional specification to the lowest level of decomposition available in TOE design (##subsystems ##modules) is ##inaccurate. The evaluator has ##not encountered any TSFI being not mapped at TSF boundary or whose mapping does not make a sense (as judged by the evaluator because this would not support the evaluator in understanding the system and implementation of the SFRs).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_TDS.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.8.2 ADV_TDS.1.2E

Evaluator action element:

ADV_TDS.1.2E
The evaluator shall determine that the design is an accurate and complete instantiation of all security functional requirements.

Work units:

[ADV_TDS.1-7] The evaluator shall examine the TOE security functional requirements and the TOE design, to determine that all ST security functional requirements are covered by the TOE design.
The tracing provided by the developer for ADV_FSP shall already have demonstrated that the SFRs trace to TSFIs in the functional specification. Together with the mapping from the TSFI to the subsystems of TSF provided by the developer in the TOE design the coverage of the TOE security functional requirements by the TOE design can be examined. The mapping will likely be from a functional requirement to a set of subsystems, but it may have to be at a level of detail below the subsystem or even element level of the requirements, because of operations performed on the functional requirement by the ST author. The work can be done based on the work unit ADV_TDS.1-8.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis of the completeness of the coverage of ST security functional requirements by the TOE design was done as follows. Please note that this work was done in conjunction with the work unit ADV_TDS.1-8. ....

Assessment and Verdict:

The evaluator has determined the (##not all parts of) ##not all ST security functional requirements are covered by the TOE design. ##No (##There is at least one) ST security functional requirement ##which is not covered.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.1-8] The evaluator shall examine the TOE design to determine that it is an accurate instantiation of all security functional requirements.
The tracing provided by the developer for ADV_FSP shall already have demonstrated that the SFRs are traced to TSFIs in the functional specification. Together with the mapping from the TSFI to the subsystems of TSF provided by the developer in the TOE design the coverage of the TOE security functional requirements by the TOE design can be examined. The map will likely be from a functional requirement to a set of subsystems, but it may have to be at a level of detail below the subsystem or even element level of the requirements, because of operations performed on the functional requirement by the ST author. The work done in this work unit can be used for the work unit ADV_TDS.1-7. In the current work unit the evaluator provides also an evidence that the TOE design description contains sufficient information on i) the structure of the TOE, ii) on TSF behaviour, iii) on  interactions of subsystems and iv) on mapping from TSFI to the design, to aid the evaluator in understanding the overall functionality and security functionality provided by the TSF.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis that the TOE design is an accurate instantiation (i.e. how the subsystems implement the SFR and that the implementation is accurate) of all ST functional security requirements was performed as follows .... 

##The mapping of (part of) each SFR to TSFI from the functional specification was ##provided by the developer in ... (##was reported by the evaluator in work unit ...).

##The mapping of each such TSFI to subsystems from the TOE design was ##provided by the developer in ... (##was reported by the evaluator in work unit ...).

##The results of the analysis are reported in a table below.  There it is summarized, for each SFR, how this (part of the) SFR is accurately instantiated. Precise references are provided. ##The interactions of the subsystems (data and/or control) required to enforce a SFR are also addressed. 

	ST SFR [##]
	Mapped TSFI [##]
	Mapped subsystem [##] 
	Instantiation of SFR (how, accuracy). Summary & References.

	##
	
	
	

	All SFRs have to be analysed here. The above example was provided for one SFR only.


Assessment and Verdict:

The evaluator determined that ##not all ST security functional requirements are accurately instantiated by the TOE design. There is ##a ##no part of a ST security functional requirements not accurately instantiated in the TOE design.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_TDS.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.9 ADV_TDS.2 Architectural design
Summary Verdict for the Assurance Component ADV_TDS.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ADV_TDS.2. This result is based on the evaluator actions and work units documented below.
7.9.1 ADV_TDS.2.1E

Evaluator action element:

ADV_TDS.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ADV_TDS.2.1C
The design shall describe the structure of the TOE in terms of subsystems. 

ADV_TDS.2.2C
The design shall identify all subsystems of the TSF.

ADV_TDS.2.3C
The design shall describe the behaviour of each SFR non-interfering subsystem of the TSF in detail sufficient to determine that it is SFR non-interfering.

ADV_TDS.2.4C
The design shall describe the SFR-enforcing behaviour of the SFR-enforcing subsystems.

ADV_TDS.2.5C
The design shall summarise the SFR-supporting and SFR-non-interfering behaviour of the SFR-enforcing subsystems.
ADV_TDS.2.6C
The design shall summarise the behaviour of the SFR-supporting subsystems.

ADV_TDS.2.7C
The design shall provide a description of the interactions among all subsystems of the TSF.

ADV_TDS.2.8C
The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFIs that invoke it.

Work units:

[ADV_TDS.2-1] The evaluator shall examine the TOE design to determine that the structure of the entire TOE is described in terms of subsystems.
The other evidence presented for the TOE being examined may also consist of user guidance which extends the mandatory input to the work unit.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The summary of the description of the structure provided by the developer with impact on the layering of abstraction is provided in the following. ...

##The evaluator has determined that all of the subsystems of the TOE are identified as follows. ....

##The evaluator indicates that the following parts of the TOE are expected to be ... The above indication is based on .... 

##The following are the arguments that all these parts are covered by the subsystems of the TOE design: ....

Assessment and Verdict:

The evaluator determined that the structure of the TOE is ##not described in terms of subsystems.

The evaluator determined that ##not all of the subsystems of the TOE are identified.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-2] The evaluator shall examine the TOE design to determine that all subsystems of the TSF are identified.
In order to distinguish between the non-TSF and the SFR-non-interfering subsystems the evaluator may use the following rule of thumb: There is no interaction between the non-TSF and TSF subsystems of the TOE, whereby the SFR-non-interfering subsystems can interact (and, likely, do this) with the SFR-supporting and SFR-enforcing subsystems.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis of the identification of all subsystems of the TOE as TSF or non-TSF was performed as follows.

##The following are the subsystems of the TSF ....  None of such subsystems is missing.

##Note: The correct installed and configured TOE is in focus of the analysis, whereby ‘correct installed and configured’ means according to the Preparative procedures (AGD_PRE).

Assessment and Verdict:

The evaluator has determined that ##not all subsystems of the TSF are identified. There is ##no (##at least one) subsystem being not accounted as part of the TSF.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-3] The evaluator shall examine the TOE design to determine that each SFR-non-interfering subsystem of the TSF is described such that the evaluator can determine that the subsystem is SFR-non-interfering.
The SFR-enforcing behaviour has to be described according to ADV_TDS2.4C and the SFR-supporting behaviour has to be summarised according to ADV_TDS2.6C. The description level according to ADV_TDS.2.3C for SFR non-interfering TSF subsystem should not be expected to be more detailed then that for the SFR-supporting behaviour. In ADV_TDS.2-9 and ADV_TDS.2-10 the evaluator will examine the design for the coverage of SFRs by the TOE design. The results from these work units could be used within current work unit. The work unit can be stated satisfied if the developer provides uniform level of documentation of the TOE design, i.e. a detailed level.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##
For the following non-SFR-enforcing subsystems the developer has not provided high-level descriptions: ....

##
For the following non-SFR-supporting subsystems the developer has not provided high-level descriptions: ....

##The evaluator has performed the analysis for each SFR non-interfering subsystem without high-level description that the subsystem can be determined as being SFR non-interfering as follows. .... 

##The results of the analysis are ....

Assessment and Verdict:

The evaluator determined that ##not for each SFR non-interfering subsystem without detailed or high-level description the subsystem is described in such a manner that it can be determined that this subsystem is SFR non-interfering. There is ##no (##at least one) SFR non-interfering subsystem for which such determination cannot be made based on the description provided for this subsystem.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-4] The evaluator shall examine the TOE design to determine that it provides a complete, accurate, and detailed description of the SFR-enforcing behaviour of the SFR-enforcing subsystems.
The SFR-enforcing behaviour has to be described in detail. In ADV_TDS.2-9 and ADV_TDS.2-10 the evaluator will examine the design for the coverage of SFRs by the TOE design. The results from these work units could be used within the current work unit. I.e. during this examination the evaluator should be able to identify any missing information. The evaluator will require additional missing information from the developer because of his responsibility to determine that the subsystems have the appropriate information for their role (SFR- enforcing, etc.). A coverage (and accuracy) of SFRs by the TOE design description also indicates that the SFR-enforcing behaviour is described at a sufficient level. The determination of the completeness and accuracy of the TOE design with respect to functional specification could be based on the work unit ADV_TDS.2-8 and, with respect to implementation representation, on the work unit ADV_IMP.1-3.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The evaluator has analysed that for each SFR-enforcing subsystem its SFR-enforcing behaviour is described at a detailed level as follows. ... (##The results are provided in a table below) 

##The following SFR-enforcing behaviour was analysed ....

##The detailed-level description is of a kind .... ##The summary of the description of key data and data structures, and control relationships is provided as follows ...

##The evaluator has analysed the completeness and accuracy of the TOE design as follows. The following information used for this analysis .... ##A reference to the work units ADV_TDS.2-9 and ADV_TDS.2-10 is possible.

##The evaluator indicates that no SFR-enforcing behaviour which could be expected by evaluators to be described was missing in the description of the subsystems. The evaluator recalls the results from the work unit ADV_TDS.2-8 and points that the mapping of TSFI to subsystems was used while assessing the completeness.

##The above analysis was performed for each SFR-enforcing subsystem, i.e. for the following subsystems ...

Assessment and Verdict:

The evaluator has determined that ##not for each SFR-enforcing subsystem a description of the SFR-enforcing behaviour was provided, and that the description was ##not provided at detailed level. For ##no (##at least one) subsystem which identified as SFR-enforcing there is no high-level description of the SFR-enforcing behaviour.

The evaluator has determined that the TOE design is ##not complete and ##inaccurate (e.g. with respect to security target, functional specification, security architecture description and implementation representation). There is ##no contradiction to other information. ##None (##Other) information indicates SFR-behaviour for which there is no high-level description.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-5] The evaluator shall examine the TOE design to determine that it provides a complete and accurate high-level description of the SFR-supporting and SFR-non-interfering behaviour of the SFR-enforcing subsystems.
The SFR-enforcing behaviour has to be described in detail. In ADV_TDS.2-9 and ADV_TDS.2-10 the evaluator will examine the design for the coverage of SFRs by the TOE design. The results from these work units could be used within the work unit ADV_TDS.2-4. I.e. during this examination the evaluator should be able to identify any missing information regarding SFR-enforcing behaviour of the SFR-enforcing subsystems. In the current work unit the evaluator can recall these evaluation results and concentrate on assessing that the non-SFR-enforcing behaviour is described at sufficient level, i.e. high-level description is provided. The results from the work unit ADV_TDS.2-8 are useful when assessing the completeness. The evaluator will use his own judgement when assessing the description.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

The evaluator recalls evaluation results from the work unit ADV_TDS.2-4 and points

· that there the description of SFR-enforcing behaviour of the SFR-enforcing subsystems were examined in detail, and

· 
that based on this examination the current work unit concentrates on the examination if the SFR-supporting and SFR-non-interfering (i.e. the non SFR-enforcing)  behaviour is described at high-level.

Analysis:

##The analysis that for each SFR-enforcing subsystem its SFR-supporting and SFR-non-interfering behaviour is described at high level was performed as follows .... ##A table below provides further details.

##The evaluator’s report shall document the SFR-supporting and SFR-non-interfering behaviour under the analysis

##The high-level description is of kind ....

##The analysis of the completeness and accuracy of the TOE design was performed as follows .... and the following information was used for the analysis. The evaluator recalls the results from the work unit ADV_TDS.2-8 and points that the mapping of TSFI to subsystems was used when assessing the completeness. 

##No non-SFR-enforcing behaviour which could be expected by evaluators to be described was missing from the description of the subsystems. 

##The above analysis was performed for each SFR-enforcing subsystem, i.e. for the following subsystems ....

Assessment and Verdict:

The evaluator has determined that ##not for each SFR-enforcing subsystem a description of the SFR-supporting and SFR-non-interfering behaviour was provided, and that the description was ##not provided at high level. ##No (##At least one) subsystem was identified as SFR-enforcing for which there is no high level description of the SFR-enforcing behaviour.

The evaluator has determined that the TOE design is ##not complete and accurate (e.g. with respect to security target, functional specification, security architecture description and implementation representation). There is ##no (##at least one) contradiction to other information or if the other information indicates any SFR-supporting and SFR-non-interfering for which there is no high level description.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-6] The evaluator shall examine the TOE design to determine that it provides a complete and accurate high-level description of the behaviour of the SFR-supporting subsystems.
The whole (i.e. SFR-supporting and non-SFR-interfering) behaviour has to be described in the high-level manner. In ADV_TDS.2-9 and ADV_TDS.2-10 the evaluator will examine the design for the coverage of SFRs by the TOE design. The results from these work units could be used within current work unit. I.e. during this examination the evaluator should be able to identify any missing information. The evaluator will require additional missing information from the developer because of his responsibility to determine that the subsystems have the appropriate information for their role (SFR- supporting, etc.). A coverage (and accuracy) of SFRs by the TOE design description also indicates that the SFR-supporting behaviour is described at sufficient level. The results from the work unit ADV_TDS.2-8 are useful when assessing the completeness and accuracy. The evaluator will use his own judgement when assessing the description.

Summary: (cf. information used in ADV_TDS.2-9 and ADV_TDS.2-10)
Analysis:

##The analysis that for each SFR-enforcing subsystem its SFR-enforcing behaviour is described at detailed level was performed as follows .... ##a table could be prepared for this documentation

##The following behaviour of SFR-supporting subsystems was analysed ....

##The high-level description is of the kind ....

##The analysis of the completeness and accuracy of the TOE design was performed as follows .... and the following information was used for the analysis. ##A reference to the work units ADV_TDS.2-9 and ADV_TDS.2-10 is possible.

##No behaviour of SFR-supporting subsystems which could be expected by the evaluator to be described was missing from the description of the subsystems. The evaluator recalls the results from the work unit ADV_TDS.2-8 and points that the mapping of TSFI to subsystems was used when assessing the completeness.

##The above analysis was performed for each SFR-supporting subsystem, i.e. for the following subsystems ....

Assessment and Verdict:

The evaluator has determined that ##not for each SFR-supporting subsystem a description of the behaviour was provided, and that the description was ##not provided at high level. ##No (##At least one) subsystem is identified as SFR-supporting for which there is no high-level description of the behaviour for this subsystem.

The evaluator has determined that the TOE design is ##not complete and accurate (e.g. with respect to security target, functional specification, security architecture description and implementation representation). There is ##no (##at least one) contradiction to other information or if the other information indicates behaviour for which there is no high-level description.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-7] The evaluator shall examine the TOE design to determine that interactions between the subsystems of the TSF are described.
All subsystems of the TSF are in the scope of examination. The purpose of the description is to provide the reader (e.g. the evaluator) a better understanding of how the TSF performs its functions. The evaluator will use his own judgement when assessing the completeness of the description. The judgement can be based also on whether the evaluator gained better understanding of how the TSF performs its functions.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

The evaluator has analysed the TOE design for providing the description of interactions among all subsystems of TSF. During the analysis it was in focus that this description provides a better understanding on how the TSF performs its functions by exchanging data and/or control information between subsystems. 

##The analysis was performed as follows ... 

##A detailed report shall is given for the following examples of an interaction ...

Assessment and Verdict:

The evaluator has determined that interactions among all subsystems of TSF are ##not described in the TOE design and that the description addresses (##does not address) the interaction by means of data and control information.

The evaluator has ##not determined the completeness of the description. The evaluator has ##not encountered any (##some) unclear interactions and any (##some) interactions that are apparently not described and which description is considered by the evaluator to be required to understand the overall security or security functionality provided by the TSF.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-8] The evaluator shall examine the TOE design to determine that it contains a complete and accurate mapping from the TSFI described in the functional specification to the subsystems of the TSF described in the TOE design.
The developer shall provide a mapping from the TSFI as stated in the functional specification to the lowest level of decomposition available in the TOE design. The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFIs invoking it.

The evaluator will examine the mapping from the TSFI described in the functional specification to the TSF subsystems described in the TOE design. The demonstration of the opposite direction which is also contained in the developer’s description of the TOE design can provide additional support to the evaluator’s work. The mapping will identify, for each TSFI, a subsystem being initially involved when an operation is requested at that TSFI, and identify the various subsystems that are primarily responsible for implementing the functionality. The evaluator will extensively use and examine the mapping in the work units ADV_TDS.2-9 and ADV_TDS.2-10 for SFR-enforcing TSFIs and related subsystems/modules.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The lowest level of decomposition available in the TOE design, e.g. subsystem or module identified by evaluator is .... (see ...).

##The analysis of the mapping from the TSFI (described in FSP) to the TSF subsystems/modules (the lowest level available should be selected) (described in TOE design) concerning the completeness and the accuracy of the mapping was performed as follows .....

##Please refer to the following table for details of the results of the analysis ....

##The analysed TSFIs are ... (as can be seen from the table above) .... Each TSFI from FSP was covered by the mapping, i.e. none is missing.

##The mapping of each TSFI to TSF ##subsystems/##modules (the lowest level available shall be selected) ##was provided by the developer in (##is reported in the table below). ##The TSFI is mapped at TSF boundary and the mapping is meaningful, i.e. it was not found as not making a sense.

Assessment and Verdict:

The evaluator has determined that the mapping from the TSFI described in the functional specification to the lowest level of decomposition available in the TOE design (##subsystems ##modules) is ##not complete. There is ##no (##at least one) TSFI that is not mapped to at least one ##subsystem (##module).

The evaluator has determined that the mapping from the TSFI described in the functional specification to the lowest level of decomposition available in TOE design (##subsystems ##modules) is ##inaccurate. The evaluator has ##not encountered ##any (##some) TSFI being not mapped at TSF boundary or whose mapping does not make a sense (as judged by the evaluator because this would not support the evaluator in understanding the system and implementation of the SFRs).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_TDS.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.9.2 ADV_TDS.2.2E

Evaluator action element:

ADV_TDS.2.1E
The evaluator shall determine that the design is an accurate and complete instantiation of all security functional requirements.

Work units:

[ADV_TDS.2-9] The evaluator shall examine the TOE security functional requirements and the TOE design, to determine that all ST security functional requirements are covered by the TOE design.
The tracing provided by the developer for ADV_FSP shall already have demonstrated that the SFRs trace to TSFIs in the functional specification. Together with the mapping from the TSFI to the subsystems of TSF provided by the developer in the TOE design the coverage of the TOE security functional requirements by the TOE design can be examined. The mapping will likely be from a functional requirement to a set of subsystems, but it may have to be at a level of detail below the subsystem or even element level of the requirements, because of operations performed on the functional requirement by the ST author. The work can be done based on the work unit ADV_TDS.2-10.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis of the completeness of the coverage of ST security functional requirements by the TOE design was done as follows. Please note that this work was done in conjunction with the work unit ADV_TDS.2-10. ....

Assessment and Verdict:

The evaluator has determined the (##not all parts of) ##not all ST security functional requirements are covered by the TOE design. ##No (##There is at least one) ST security functional requirement ##which is not covered.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ADV_TDS.2-10] The evaluator shall examine the TOE design to determine that it is an accurate instantiation of all security functional requirements.
The tracing provided by the developer for ADV_FSP shall already have demonstrated that the SFRs are traced to TSFIs in the functional specification. Together with the mapping from the TSFI to the subsystems of TSF provided by the developer in the TOE design the coverage of the TOE security functional requirements by the TOE design can be examined. The map will likely be from a functional requirement to a set of subsystems, but it may have to be at a level of detail below the subsystem or even element level of the requirements, because of operations performed on the functional requirement by the ST author. The work done in this work unit can be used for the work unit ADV_TDS.2-9. In the current work unit the evaluator provides also an evidence that the TOE design description contains sufficient information on i) the structure of the TOE, ii) on TSF behaviour, iii) on  interactions of subsystems and iv) on mapping from TSFI to the design, to aid the evaluator in understanding the overall functionality and security functionality provided by the TSF.

Summary:

The evaluator found the related information that will be summarised in the following in  ##… .

Analysis:

##The analysis that the TOE design is an accurate instantiation (i.e. how the subsystems implement the SFR and that the implementation is accurate) of all ST functional security requirements was performed as follows .... 

##The mapping of (part of) each SFR to TSFI from the functional specification was ##provided by the developer in ... (##was reported by the evaluator in work unit ...).

##The mapping of each such TSFI to subsystems from the TOE design was ##provided by the developer in ... (##was reported by the evaluator in work unit ...).

##The results of the analysis are reported in a table below.  There it is summarized, for each SFR, how this (part of the) SFR is accurately instantiated. Precise references are provided. ##The interactions of the subsystems (data and/or control) required to enforce a SFR are also addressed. 

	ST SFR [##]
	Mapped TSFI [##]
	Mapped subsystem [##] 
	Instantiation of SFR (how, accuracy). Summary & References.

	##
	
	
	

	All SFRs have to be analysed here. The above example was provided for one SFR only.


Assessment and Verdict:

The evaluator determined that ##not all ST security functional requirements are accurately instantiated by the TOE design. There is ##a ##no part of a ST security functional requirements not accurately instantiated in the TOE design.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ADV_TDS.2.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

7.10 Indications for Potential Vulnerabilities
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
7.11 Missing Information

##There is no further information, which the developer/sponsor has to provide.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his single evaluation report, cf. AIS14.

7.12 Questions to / Conditions on the Developer

##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his single evaluation report, cf. AIS14.

7.13 Necessary Changes/Improvements

##There are no changes should be done by the developer.

##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his single evaluation report, cf. AIS14.

7.14 Effects on other Documents

##There are no effects on other documents.

Annex

7.15 Glossary and list of acronyms
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	abbreviation
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	definition / explanation

	ST
	Security Target
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