##Classification



Common 

Security Evaluation & Certification 

Consortium

Common.SECC

Rule Book 1.6
Attachment 3 to Annex 3

Evaluation Technical Report (ETR) – Part ALC ‑
Version 2.0

30 June, 2018

Single Evaluation Report

as part of the

Evaluation Technical Report, Part B

ETR-Part ALC
Evaluation of CC Assurance Class ALC
Evaluation Assurance Level ##EAL1-5
Version:
Version 2.00
Date:
30th June 2010
Filename:
CIDxxx_ALC_20100630_v200_tmpl_Rev3.doc
Product:
##TOE name (long)
Sponsor:
##Sponsor (long)
Evaluation Facility:
##Evaluation Facility_Name
Certification ID: 
BSI-DSZ-CC-##
Signatures:

Author(s): 

##
QS:


##
Other Evaluators: 
##
The following document is a template (Version 2.00, 30th June 2010) for the Single Evaluation Report of the Assurance Class ALC (Life-cycle support), Assurance Components ALC_CMC.4, ALC_CMS.5, ALC_DEL.1, ALC_DVS.1, ALC_LCD.1 and ALC_TAT.2 according to CC v.3.1. For each work unit, the template proposes a framework to be used by the evaluator.
Note, that this template comprises all Assurance Components as up to EAL5. Thus, the evaluator has to delete all unnecessary components. Since some of these components are reproduced by using MS Word field functions, the editor shall convert these functions into normal text (e.g. by using [Shift]+[Ctrl]+[F9]) to avoid missing links.
The evaluator shall document the evaluation results according to the [CEM] following advises of [AIS14]. 
Each work unit ends with the final judgment of the evaluator. Each framework includes the evaluator statement of a judgment which may be used in case of a positive result.

Note 1: Framework elements are highlighted cursively or marked with ##. The evaluator shall delete highlighted cursively text in his final report.
Document Information

History of changes

	Version
	Date
	Approved
	Changes
	Application Note (Reason for change, effects of change on work units, if applicable which comments of certification body were observed)

	0.90
	06th June 2007
	
	initial version
	

	0.99
	10th July 2007
	
	adaptations with resp. to [AIS14]

coloured (informative, optional, to be reworked)
avoidance of unnecessary examples

the check list is moved to [DVS-CL]
adaptation of references
	changes resulting from review report

	1.00
	27th Aug. 2007
	
	
	accepted

	1.01
	26th Oct. 2007
	
	
	small editorial changes

	2.00
	30th June 2010
	
	updated from
CC v3.1 r1 to
CC v3.1 r3
	


Document Invariants

	Name
	Invariant (edit here)
	Output value

	Filename and size
	calculated automatically
	CIDxxx_ALC_20100630_v200_tmpl_Rev3.doc

	Current version
	Version 2.00
	Version 2.00

	Date
	30th June 2010
	30th June 2010

	Classification
	##Classification
	##Classification

	TOE name (long)
	##TOE name (long)
	##TOE name (long)

	TOE name (short)
	##TOE name (short)
	##TOE name (short)

	Sponsor (long)
	##Sponsor (long)
	##Sponsor (long)

	Sponsor (short)
	##Sponsor (short)
	##Sponsor (short)

	Developer (short)
	##Developer 
	##Developer

	Certification ID
	BSI-DSZ-CC-##
	BSI-DSZ-CC-##

	Certification body (long)
	Bundesamt für Sicherheit in der Informationstechnik,
Godesberger Allee 185-189,
53175 Bonn, Germany
	Bundesamt für Sicherheit in der Informationstechnik,

Godesberger Allee 185-189,

53175 Bonn, Germany


	Certification body (short)
	BSI
	BSI


Table of contents

81
Impact in case of a re-evaluation

2
Basis of the evaluation and documentation used
8
3
Evaluation objective / Dependencies
10
4
Requirements for evidence and evaluation
12
5
Evaluation results
15
5.1
ALC_CMC.1 Labelling of the TOE
17
5.1.1
ALC_CMC.1.1E
17
5.2
ALC_CMC.2 Use of a CM system
20
5.2.1
ALC_CMC.2.1E
20
5.3
ALC_CMC.3 Authorisation controls
25
5.3.1
ALC_CMC.3.1E
25
5.4
ALC_CMC.4 Production support, acceptance procedures and automation
34
5.4.1
ALC_CMC.4.1E
34
5.5
ALC_CMS.1 TOE CM coverage
46
5.5.1
ALC_CMS.1.1E
46
5.6
ALC_CMS.2 Parts of the TOE CM coverage
48
5.6.1
ALC_CMS.2.1E
48
5.7
ALC_CMS.3 Implementation representation CM coverage
51
5.7.1
ALC_CMS.3.1E
51
5.8
ALC_CMS.4 Problem tracking CM coverage
54
5.8.1
ALC_CMS.4.1E
54
5.9
ALC_CMS.5 Development tools CM coverage
57
5.9.1
ALC_CMS.5.1E
57
5.10
ALC_DEL.1 Delivery procedures
61
5.10.1
ALC_DEL.1.1E
61
5.10.2
Implied evaluator action
62
5.11
ALC_DVS.1 Identification of security measures
64
5.11.1
ALC_DVS.1.1E
64
5.11.2
ALC_DVS.1.2E
67
5.12
ALC_LCD.1 Developer defined life-cycle model
69
5.12.1
ALC_LCD.1.1E
69
5.13
ALC_TAT.1 Compliance with implementation standards
72
5.13.1
ALC_TAT.1.1E
72
5.14
ALC_TAT.2 Compliance with implementation standards
75
5.14.1
ALC_TAT.2.1E
75
5.14.2
ALC_TAT.2.2E
77
5.15
Indications for Potential Vulnerabilities
79
5.16
Missing Information
79
5.17
Questions to / Conditions on the Developer
79
5.18
Necessary Changes/Improvements
79
5.19
Effects on other Documents
79
6
Annex
80
6.1
Glossary and list of acronyms
80
6.2
Bibliography
80


1 Impact in case of a re-evaluation

## In case of a re-evaluation process the impact resulting from the changes that have been applied to the product have to be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.
## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore the following chapters should not mention the previous TOE to obtain a consistent description allowing further re-evaluation processes.
## The current evaluation process is not a re-evaluation process.
2 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [CC_P1], [CC_P2] and [CC_P3]) and the Common Evaluation Methodology (see [CEM]) in accordance with the Security Target [ST]. The subject of the current report is the evaluation of the life-cycle support of the TOE as required by the Assurance Class ALC. This Assurance Class comprises seven Assurance Families: (ALC_CMC) CM capabilities, (ALC_CMS) CM scope, (ALC_DEL) Delivery, (ALC_DVS) Development security, (ALC_FLR) Flaw remediation
, (ALC_LCD) Life-cycle definition and (ALC_TAT) Tools and techniques, whereby each of them defines several Assurance Components, respectively, being dependent on the evaluation assurance package chosen.
The following Scheme Interpretations AIS ##..... were used in the course of this evaluation task.

The Developer Action Elements
 required for the developer are the following:

ALC_CMC.1.1D, 

ALC_CMC.2.1D, 

ALC_CMC.2.2D, 

ALC_CMC.2.3D, 

ALC_CMC.3.1D, 

ALC_CMC.3.2D, 

ALC_CMC.3.3D, 

ALC_CMC.4.1D, 

ALC_CMC.4.2D, 

ALC_CMC.4.3D, 

ALC_CMS.1.1D, 

ALC_CMS.2.1D, 

ALC_CMS.3.1D, 

ALC_CMS.4.1D, 

ALC_CMS.5.1D,

ALC_DEL.1.1D, 

ALC_DEL.1.2D, 

ALC_DVS.1.1D, 

ALC_LCD.1.1D, 

ALC_LCD.1.2D, 

ALC_TAT.1.1D and 

ALC_TAT.1.2D

ALC_TAT.2.1D, 

ALC_TAT.2.2D and

ALC_TAT.2.3D 
The following contributions were provided:


##Title Life-Cycle Documentation, [ALC],

##Title ST, [ST],


the TOE suitable for testing.
There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a re-evaluation: The evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.
Evaluation objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether and how the document [ALC] provided by the developer meets the requirements given by the Common Criteria, [CC_P3]. If the documentation does not meet the requirements or if it contains inconsistencies or deficiencies, it is also treated in this report.

In detail, the following assurance components
 are analysed in this report:
	ALC_CMC.1
	Labelling of the TOE

	ALC_CMC.2
	Use of a CM system

	ALC_CMC.3
	Authorisation controls

	ALC_CMC.4
	Production support, acceptance procedures and automation

	ALC_CMS.1
	TOE CM coverage

	ALC_CMS.2
	Parts of the TOE CM coverage

	ALC_CMS.3
	Implementation representation CM coverage

	ALC_CMS.4
	Problem tracking CM coverage

	ALC_CMS.5
	Development tools CM coverage

	ALC_DEL.1
	Delivery procedures

	ALC_DVS.1
	Identification of security measures

	ALC_LCD.2
	Measurable life-cycle model

	ALC_TAT.1
	Well-defined development tools

	ALC_TAT.2
	Compliance with implementation standards


According to the Common Criteria, Part 3 these assurance components
 imply the following dependencies:

	ALC_CMC.1
	ALC_CMS.1 TOE CM coverage

	ALC_CMC.2
	ALC_CMS.1 TOE CM coverage

	ALC_CMC.3
	ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of security measures

	ALC_CMC.4
	ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of security measures

ALC_LCD.1 Developer defined life-cycle model

	ALC_CMS.1
	No dependencies

	ALC_CMS.2
	No dependencies

	ALC_CMS.3
	No dependencies

	ALC_CMS.4
	No dependencies

	ALC_CMS.5
	No dependencies

	ALC_DEL.1
	No dependencies

	ALC_DVS.1
	No dependencies

	ALC_LCD.1
	No dependencies

	ALC_TAT.1
	ADV_IMP.1 Implementation representation of the TSF

	ALC_TAT.2
	ADV_IMP.1 Implementation representation of the TSF


Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [CEM]. The examinations conducted in this report are grouped into work units according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [CC_P3].
An evaluator action element shall be applied to the content and presentation of evidence element.
 The relevant application instructions are given in the respective work units as shown below:
	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement
	related evaluator work units according [CEM]
	Verdict

	
	ALC_CMC.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMC.1.1C
	
	ALC_CMC.1-1
	

	
	
	
	ALC_CMC.1-2
	

	
	ALC_CMC.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMC.2.1C
	
	ALC_CMC.2-1
	

	
	
	
	ALC_CMC.2-2
	

	
	
ALC_CMC.2.2C
	
	ALC_CMC.2-3
	

	
	
ALC_CMC.2.3C
	
	ALC_CMC.2-4
	

	
	ALC_CMC.3.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMC.3.1C
	
	ALC_CMC.3-1
	

	
	
	
	ALC_CMC.3-2
	

	
	
ALC_CMC.3.2C
	
	ALC_CMC.3-3
	

	
	
ALC_CMC.3.3C
	
	ALC_CMC.3-4
	

	
	
ALC_CMC.3.4C
	
	ALC_CMC.3-5
	

	
	
ALC_CMC.3.5C
	
	ALC_CMC.3-6
	

	
	
ALC_CMC.3.6C
	
	ALC_CMC.3-7
	

	
	
ALC_CMC.3.7C
	
	ALC_CMC.3-8
	

	
	
ALC_CMC.3.8C
	
	ALC_CMC.3-9
	

	
	
	
	ALC_CMC.3-10
	

	
	ALC_CMC.4.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMC.4.1C
	
	ALC_CMC.4-1
	

	
	
	
	ALC_CMC.4-2
	

	
	
ALC_CMC.4.2C
	
	ALC_CMC.4-3
	

	
	
ALC_CMC.4.3C
	
	ALC_CMC.4-4
	

	
	
ALC_CMC.4.4C
	
	ALC_CMC.4-5
	

	
	
ALC_CMC.4.5C
	
	ALC_CMC.4-6
	

	
	
	
	ALC_CMC.4-7
	

	
	
ALC_CMC.4.6C
	
	ALC_CMC.4-8
	

	
	
ALC_CMC.4.7C
	
	ALC_CMC.4-9
	

	
	
ALC_CMC.4.8C
	
	ALC_CMC.4-10
	

	
	
ALC_CMC.4.9C
	
	ALC_CMC.4-11
	

	
	
ALC_CMC.4.10C
	
	ALC_CMC.4-12
	

	
	
	
	ALC_CMC.4-13
	

	
	ALC_CMS.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.1.1C
	
	ALC_CMS.1-1
	

	
	
ALC_CMS.1.2C
	
	ALC_CMS.1-2
	

	
	ALC_CMS.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.2.1C
	
	ALC_CMS.2-1
	

	
	
ALC_CMS.2.2C
	
	ALC_CMS.2-2
	

	
	
ALC_CMS.2.3C
	
	ALC_CMS.2-3
	

	
	ALC_CMS.3.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.3.1C
	
	ALC_CMS.3-1
	

	
	
ALC_CMS.3.2C
	
	ALC_CMS.3-2
	

	
	
ALC_CMS.3.3C
	
	ALC_CMS.3-3
	

	
	ALC_CMS.4.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.4.1C
	
	ALC_CMS.4-1
	

	
	
ALC_CMS.4.2C
	
	ALC_CMS.4-2
	

	
	
ALC_CMS.4.3C
	
	ALC_CMS.4-3
	

	
	ALC_CMS.5.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.5.1C
	
	ALC_CMS.5-1
	

	
	
ALC_CMS.5.2C
	
	ALC_CMS.5-2
	

	
	
ALC_CMS.5.3C
	
	ALC_CMS.5-3
	

	
	ALC_DEL.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DEL.1.1C
	
	ALC_DEL.1-1
	

	
	Implied evaluator action
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DEL.1.2D
	
	ALC_DEL.1-2
	

	
	ALC_DVS.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DVS.1.1C
	
	ALC_DVS.1-1
	

	
	
	
	ALC_DVS.1-2
	

	
	ALC_DVS.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
–
	
	ALC_DVS.1-3
	

	
	ALC_LCD.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_LCD.1.1C
	
	ALC_LCD.1-1
	

	
	
ALC_LCD.1.2C
	
	ALC_LCD.1-2
	

	
	ALC_TAT.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_TAT.1.1C
	
	ALC_TAT.1-1
	

	
	
ALC_TAT.1.2C
	
	ALC_TAT.1-2
	

	
	
ALC_TAT.1.3C
	
	ALC_TAT.1-3
	

	
	ALC_TAT.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_TAT.2.1C
	
	ALC_TAT.2-1
	

	
	
ALC_TAT.2.2C
	
	ALC_TAT.2-2
	

	
	
ALC_TAT.2.3C
	
	ALC_TAT.2-3
	

	
	ALC_TAT.2.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
–
	
	ALC_TAT.2-4
	


Table 1: Requirements for evidence and evaluation
Evaluation results

Summary Verdict for the Assurance Class ALC:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ALC) is assessed with PASS.
##if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ALC_CMC.4
, ALC_CMS.5
, ALC_DEL.1, ALC_DVS.1, ALC_LCD.1, and ALC_TAT.2
. For further details please refer to sec. 5.16, 5.17 and 5.18 below.

Result Overview
:

	Evaluation Aspect
	Result

	
Assurance Class ALC
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMC.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMC.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMC.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMC.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMC.3
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMC.3.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMC.4
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMC.4.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMS.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMS.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMS.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMS.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMS.3
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMS.3.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMS.4
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMS.4.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_CMS.5
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_CMS.5.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_DEL.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_DEL.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


Implied evaluator action
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_DVS.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_DVS.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_DVS.1.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_LCD.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_LCD.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_TAT.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_TAT.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ALC_TAT.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_TAT.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ALC_TAT.2.2E
	##PASS ##FAIL ##INCONCLUSIVE


Details on this evaluation results can be found in the following sections.

2.1 ALC_CMC.1 Labelling of the TOE

Summary Verdict for the Assurance Component ALC_CMC.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMC.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.1.1 ALC_CMC.1.1E

Evaluator action element:

ALC_CMC.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_CMC.1.1C
The TOE shall be labelled with its unique reference. 

Work units:

[ALC_CMC.1-1] The evaluator shall check that the TOE provided for evaluation is labelled with its reference.
This work unit deals with the question, whether the TOE is aptly labelled with its reference. The labelling could be manifold as it could appear directly printed on the TOEs casing as well as electronical information retrievable via the interfaces, etc. (cf. also information provided in the CEM [CEM]).
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· the TOE has been found being appropriately labelled by the (exact) label …

· fixed label parts when there are possible degrees of freedom within the labelling (e.g. part specific numbering or identification of dedicated TOE part identifier)

· (for composite TOEs the label of the respective components and the label of the actual TOE should be stated.)
· where the TOE label was found and possibly what kind of label has been used (etc. electronical, engraved, printed, etc.).
The version of the TOE is uniquely referenced by the … that has been found on …
Assessment and Verdict:

The evaluator has checked that the TOE has (## not) been found correctly and appropriately labelled with its reference. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.1-2] The evaluator shall check that the TOE references used are consistent.

This work unit deals with the question, whether the TOE reference is consistently used to identify all parts comprising the TOE. E.g. this could be the SW or HW part as well as the documentation. Furthermore, the TOE might be addressed by its reference throughout the assurance requirement documentation.

## In case of a composite TOE the labels belonging to the comprised components and the label (-combination) of the complete TOE should be correctly used. The already evaluated and certified TOE component may already fulfil the requirement for correct labelling.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Consistency and thoroughly labelling of the relevant TOE parts (as identified by the ST, e.g. guidance documentation, etc) that have been considered during the check.
· The relevant part to identify the TOE uniquely in case the labelling contains possible degrees of freedom should be mentioned.

· In case of a composite TOE, the evaluator’s report shall state whether the TOE components are correctly labelled (if applicable).

Assessment and Verdict:

The evaluator has checked for a consistent labelling that has (## not) been thoroughly found to be applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMC.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

2.2 ALC_CMC.2 Use of a CM system
Summary Verdict for the Assurance Component ALC_CMC.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMC.2. This result bases on the results provided by the evaluator actions and performed work units below.
2.2.1 ALC_CMC.2.1E

Evaluator action element:

ALC_CMC.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_CMC.2.1C
The TOE shall be labelled with its unique reference. 

ALC_CMC.2.2C
The CM documentation shall describe the method used to uniquely identify the configuration items. 

ALC_CMC.2.3C
The CM system shall uniquely identify all configuration items. 

Work units:

[ALC_CMC.2-1] The evaluator shall check that the TOE provided for evaluation is labelled with its reference.
This work unit deals with the question, whether the TOE is aptly labelled with its reference. The labelling could be manifold as it could appear directly printed on the TOEs casing as well as electronical information retrievable via the interfaces, etc. (cf. also information provided in the CEM [CEM]).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· the TOE has been found being appropriately labelled by the (exact) label …

· fixed label parts when there are possible degrees of freedom within the labelling (e.g. part specific numbering or identification of dedicated TOE part identifier)

· (for composite TOEs the label of the respective components and the label of the actual TOE should be stated.)

· where the TOE label was found and possibly what kind of label has been used (etc. electronical, engraved, printed, etc.).
The version of the TOE is uniquely referenced by the … that has been found on …

Assessment and Verdict:

The evaluator has checked that the TOE has (## not) been found correctly and appropriately labelled with its reference. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.2-2] The evaluator shall check that the TOE references used are consistent.

This work unit deals with the question, whether the TOE reference is consistently used to identify all parts comprising the TOE. E.g. this could be the SW or HW part as well as the documentation. Furthermore, the TOE might be addressed by its reference throughout the assurance requirement documentation.

## In case of a composite TOE the labels belonging to the comprised components and the label (-combination) of the complete TOE should be correctly used. The already evaluated and certified TOE component may already fulfil the requirement for correct labelling.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Consistency and thoroughly labelling of the relevant TOE parts (as identified by the ST, e.g. guidance documentation, etc) that have been considered during the check.

· The relevant part to identify the TOE uniquely in case the labelling contains possible degrees of freedom should be mentioned.

· In case of a composite TOE, the evaluator’s report shall state whether the TOE components are correctly labelled (if applicable).

Assessment and Verdict:

The evaluator has checked for a consistent labelling that has (## not) been thoroughly found to be applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.2-3] The evaluator shall examine the method of identifying configuration items to determine that it describes how configuration items are uniquely identified.

This work unit deals with the question, whether the method described is appropriate to identify the configuration items uniquely, i.e. to distinguish unambiguously between any differing versions of a TOE item.
Note, that 

· Automated systems implementing these methods automatically (e.g. by strictly increasing revision numbers) are mandatory for ALC_CMC.4 and hierarchical higher assurance components. 

· ALC_CMS.2-3 also stipulates the item’s developer to be indicated.

· Necessity for a configuration list is not directly stipulated in this work unit but is mentioned in the assurance components introduction and required by the dependent component ALC_CMS.1.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Where an appropriate and comprehensible description of the applied method(s) for unique configuration item identification has been found.

· In case that there are different methods applied for different kinds of configuration items, this analysis has to be carried out for each of it.

· The described method(s) include the details used for unique identification as described in the developer’s contribution. The item’s identification shall include information allowing to track the version of the item and to determine its topicality. 

· How the uniqueness of the identification is achieved.

· Whether there are more than one method (due to different sites or different kind of items) at hand. 

· How the described method applies and maintains identifiers to the configuration items. This may include information about roles and responsibilities as well as about the means of the CM system (e.g. manually or by an automated).

Assessment and Verdict:

The evaluator has found at least one method to identify the configuration items is appropriately described. The examination of the described method shows that it is (## not) suitable to uniquely identify the configuration items. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.2-4] The evaluator shall examine the configuration items to determine that they are identified in a way that is consistent with the CM documentation.

This work unit deals with the question, whether the described method is actually used and thus applied to concrete configuration items.

In case that there is more than one site involved in the TOE development process, there might be individual ways of identification methods for configuration items for each of several development sites utilising separate CM systems, list each!
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Identification of the set of configuration items being subjected to the examination (sampling).

· Consistently usage of the identification method assessed in the previous work unit for each configuration item within the devised set. This examination should focus, if the described identification details are at hand.

· (Additionally, consistency between the described identification method and those being applied to the configuration items provided in the configuration list (as stipulated by ALC_CMS). 

Assessment and Verdict:

(## Not) For all examined configuration items the identification method has been thoroughly found to be applied without a contradiction. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMC.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

2.3 ALC_CMC.3 Authorisation controls
Summary Verdict for the Assurance Component ALC_CMC.3:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMC.3. This result bases on the results provided by the evaluator actions and performed work units below.
2.3.1 ALC_CMC.3.1E

Evaluator action element:

ALC_CMC.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ALC_CMC.3.1C
The TOE shall be labelled with its unique reference. 

ALC_CMC.3.2C
The CM documentation shall describe the method used to uniquely identify the configuration items. 

ALC_CMC.3.3C
The CM system shall uniquely identify all configuration items. 

ALC_CMC.3.4C
The CM system shall provide measures such that only authorised changes are made to the configuration items. 

ALC_CMC.3.5C
The CM documentation shall include a CM plan. 

ALC_CMC.3.6C
The CM plan shall describe how the CM system is used for the development of the TOE. 

ALC_CMC.3.7C
The evidence shall demonstrate that all configuration items are being maintained under the CM system. 

ALC_CMC.3.8C
The evidence shall demonstrate that the CM system is being operated in accordance with the CM plan. 

Work units:

[ALC_CMC.3-1] The evaluator shall check that the TOE provided for evaluation is labelled with its reference.
This work unit deals with the question, whether the TOE is aptly labelled with its reference. The labelling could be manifold as it could appear directly printed on the TOEs casing as well as electronical information retrievable via the interfaces, etc. (cf. also information provided in the CEM [CEM]).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· the TOE has been found being appropriately labelled by the (exact) label …

· fixed label parts when there are possible degrees of freedom within the labelling (e.g. part specific numbering or identification of dedicated TOE part identifier)

· (for composite TOEs the label of the respective components and the label of the actual TOE should be stated.)

· where the TOE label was found and possibly what kind of label has been used (etc. electronical, engraved, printed, etc.).
The version of the TOE is uniquely referenced by the … that has been found on …

Assessment and Verdict:

The evaluator has checked that the TOE has (## not) been found correctly and appropriately labelled with its reference. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.3-2] The evaluator shall check that the TOE references used are consistent.
This work unit deals with the question, whether the TOE reference is consistently used to identify all parts comprising the TOE. E.g. this could be the SW or HW part as well as the documentation. Furthermore, the TOE might be addressed by its reference throughout the assurance requirement documentation.

## In case of a composite TOE the labels belonging to the comprised components and the label (-combination) of the complete TOE should be correctly used. The already evaluated and certified TOE component may already fulfil the requirement for correct labelling.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Consistency and thoroughly labelling of the relevant TOE parts (as identified by the ST, e.g. guidance documentation, etc) that have been considered during the check.

· The relevant part to identify the TOE uniquely in case the labelling contains possible degrees of freedom should be mentioned.

· In case of a composite TOE, the evaluator’s report shall state whether the TOE components are correctly labelled (if applicable).

Assessment and Verdict:

The evaluator has checked for a consistent labelling that has (## not) been thoroughly found to be applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.3-3] The evaluator shall examine the method of identifying configuration items to determine that it describes how configuration items are uniquely identified.
This work unit deals with the question, whether the method described is appropriate to identify the configuration items uniquely, i.e. to distinguish unambiguously between any differing versions of a TOE item.

Note, that 

· Automated systems implementing these methods automatically (e.g. by strictly increasing revision numbers) are mandatory for ALC_CMC.4 and hierarchical higher assurance components. 

· ALC_CMS.2-3 also stipulates the item’s developer to be indicated.

· Necessity for a configuration list is not directly stipulated in this work unit but is mentioned in the assurance components introduction and required by the dependent component ALC_CMS.1.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Where an appropriate and comprehensible description of the applied method(s) for unique configuration item identification has been found.

· In case that there are different methods applied for different kinds of configuration items, this analysis has to be carried out for each of it.

· The described method(s) include the details used for unique identification as described in the developer’s contribution. The item’s identification shall include information allowing to track the version of the item and to determine its topicality. 

· How the uniqueness of the identification is achieved.

· Whether there are more than one method (due to different sites or different kind of items) at hand. 

· How the described method applies and maintains identifiers to the configuration items. This may include information about roles and responsibilities as well as about the means of the CM system (e.g. manually or by an automated).

Assessment and Verdict:

The evaluator has found at least one method to identify the configuration items is appropriately described. The examination of the described method shows that it is (## not) suitable to uniquely identify the configuration items. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.3-4] The evaluator shall examine the configuration items to determine that they are identified in a way that is consistent with the CM documentation.
This work unit deals with the question, whether the described method is actually used and thus applied to concrete configuration items.

In case that there is more than one site involved in the TOE development process, there might be individual ways of identification methods for configuration items for each of several development sites utilising separate CM systems, list each!

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Identification of the set of configuration items being subjected to the examination (sampling).

· Consistently usage of the identification method assessed in the previous work unit for each configuration item within the devised set. This examination should focus, if the described identification details are at hand.

· (Additionally, consistency between the described identification method and those being applied to the configuration items provided in the configuration list (as stipulated by ALC_CMS). 

Assessment and Verdict:

(## Not) For all examined configuration items the identification method has been thoroughly found to be applied without a contradiction. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.3-5] The evaluator shall examine the CM access control measures described in the CM plan to determine that they are effective in preventing unauthorised access to the con​figuration items.
This work unit deals with the question, whether the CM plan describes access control being effective to prevent unauthorised access to the configuration items. Note, that the existence of a CM plan has to be checked in the next work unit ALC_CMC.3-6.

The analysis ought to be conducted in connection with the assurance family ALC_DVS examining the development security. The site-environmental access protection strongly reduces the set of people to be averted by the CM system and with it the attack potential to be assumed. Often the CM access control itself is only capable to avert access from development team members or co-workers.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Summary of the set of applied access control measures described in the CM plan. In case of a multilevel access control measures a table might be helpful to provide an overview.

· Effectiveness and sufficiency of the applied measures to prevent unauthorised access to the configuration items.

· Identification of persons whose access has to be averted by the CM system.

Assessment and Verdict:

The evaluator have examined that the described and examined measures are (## not) effective to prevent unauthorised access to the configuration items. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.3-6] The evaluator shall check that the CM documentation provided includes a CM plan.
This work unit deals with the question, whether there is a CM plan. Note that the CM plan has (at least) to comprise information about the access control measures for configuration items (cf. ALC_CMC.3-5) and the usage of the CM system for the development of the TOE (cf. ALC_CMC.3-7).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Where the relevant information has been found.

· The content found in the CM plan (brief summary)

## The evaluators have found a CM plan in the configuration management documentation [ALC], chapter ##. The CM plan comprises the necessary details as required by work unit ALC_CMC.3-5 and ALC_CMC.3-7. For details cf. ALC_CMC.3-7.
Assessment and Verdict:

Thus a CM plan has been found containing at least the minimum of the necessary information. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.3-7] The evaluator shall examine the CM plan to determine that it describes how the CM system is used for the development of the TOE.

This work unit deals with the question, whether the CM plan defines measures for and makes policies on the usage of the configuration management system. These policies have to describe how the CM system is used for the TOE development process.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Relevant measures and policies defined by the CM plan as part of the developer’s CM system description. 
· In case the development comprises more than one site, there might be different CM plans for different configuration systems that have to be described. In this situation, the interface between different CM systems describing the exchange of configuration items is of interest. (Here the coordination of a manifold of systems especially to prevent concurrency problems has to be considered.) 

· Note, that this work unit does not require to assess the effectiveness of the adopted measures (Though this might be very sensible). Nevertheless the effectiveness of the single items as well as the effectively of the whole should be assessed.

· For more than one adopted CM system the comparability resp. the adequateness has to be given.

Assessment and Verdict:

The examined CM plan (## does not) sufficiently describe(##s) how the CM systems is used for the development of the TOE. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.3-8] The evaluator shall check that the configuration items identified in the configuration list are being maintained by the CM system.

The assurance requirements state all configuration items whereas the work unit concretises the set to be the set identified by the configuration list. Moreover, the CEM [CEM] suggests to apply the method of sampling where applicable.

In some cases the configuration list is directly generated from the CM system (e.g. by automated means). In this case, the checking is simple since the maintenance is a priori demonstrated.

In connection with the work units ALC_CMC.3-3 (method of identification) and ALC_CMC.3 4 (appliance of identification method), the configuration items are uniquely identifiable. The evaluator could examine whether the (chosen sub-)set of items in the configuration list reveals indications (as evidence) that the CM system has been applied (e.g. document or file history, version number, date, name of author, etc.)

In addition, the items in the configuration list should provide the associated data by the CM system as described in the CM plan (e.g. item name, revision number, date of modification, name of (last) editor, size, etc.).
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· The kind, sufficiency and adequacy of evidence (generated by the procedures described in the CM plan) that has been found to demonstrate that a chosen set of configuration list items is maintained by the CM system.

· Outline the devised configuration item (sub-)set used for this check.

· In case the configuration list is automatically generated by the CM system, the evaluator shall report whether the configuration list items as part of the development contribution reveal indicators that demonstrate that they are subjected to the CM system as described.
Assessment and Verdict:

The evaluator has checked that the configuration items in the configuration list and the configuration items at hand are (## not) being maintained by the CM system. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.3-9] The evaluator shall check the CM documentation to ascertain that it includes the CM system records identified by the CM plan.

Possible evidence for this work unit to determine that the CM system is in use might be given by registration forms, CM system log-files, or even access to the CM system itself e.g. during the site visit etc.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Where and which kind of CM system records has been found.
Assessment and Verdict:

The evaluator has checked that the CM documentation and determine that CM system records as identified by the CM plan have (## not) been found included. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.3-10] The evaluator shall examine the evidence to determine that the CM system is being operated in accordance with the CM plan.

This work unit can be done in connection with work unit ALC_CMC.3-9. The latter work unit addresses document based evidence whereas this work unit addresses more the “hands-on” analysis (e.g. with direct access to the CM system during a site visit, interviews with selected development staff).

In work unit ALC_CMC.3-7 the CM plan has been examined to determine how the CM system is used for the TOE development. The details listed in this work unit might help to search for definite evidence according to these details. A table or an itemised list might be an appropriate means of representation.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Accordance of CM relevant operations with the CM plan.

· Evidence that demonstrates the CM relevant operations to be appropriately operated.

Assessment and Verdict:

The examination of the evidence demonstrates that the CM system is (## not) being operated in accordance with the CM plan. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMC.3.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

2.4 ALC_CMC.4 Production support, acceptance procedures and automation

Summary Verdict for the Assurance Component ALC_CMC.4:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMC.4. This result bases on the results provided by the evaluator actions and performed work units below.
2.4.1 ALC_CMC.4.1E

Evaluator action element:

ALC_CMC.4.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_CMC.4.1C
The TOE shall be labelled with its unique reference. 

ALC_CMC.4.2C
The CM documentation shall describe the method used to uniquely identify the configuration items. 

ALC_CMC.4.3C
The CM system shall uniquely identify all configuration items. 

ALC_CMC.4.4C
The CM system shall provide automated measures such that only authorised changes are made to the configuration items. 

ALC_CMC.4.5C
The CM system shall support the production of the TOE by automated means.

ALC_CMC.4.6C
The CM documentation shall include a CM plan. 

ALC_CMC.4.7C
The CM plan shall describe how the CM system is used for the development of the TOE. 

ALC_CMC.4.8C
The CM plan shall describe the procedures used to accept modified or newly created configuration items as part of the TOE.

ALC_CMC.4.9C
The evidence shall demonstrate that all configuration items are being maintained under the CM system. 

ALC_CMC.4.10C
The evidence shall demonstrate that the CM system is being operated in accordance with the CM plan. 

Work units:

[ALC_CMC.4-1] The evaluator shall check that the TOE provided for evaluation is labelled with its reference.
This work unit deals with the question, whether the TOE is aptly labelled with its reference. The labelling could be manifold as it could appear directly printed on the TOEs casing as well as electronical information retrievable via the interfaces, etc. (cf. also information provided in the CEM [CEM]).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· the TOE has been found being appropriately labelled by the (exact) label …

· fixed label parts when there are possible degrees of freedom within the labelling (e.g. part specific numbering or identification of dedicated TOE part identifier)

· (for composite TOEs the label of the respective components and the label of the actual TOE should be stated.)

· where the TOE label was found and possibly what kind of label has been used (etc. electronical, engraved, printed, etc.).
The version of the TOE is uniquely referenced by the … that has been found on …

Assessment and Verdict:

The evaluator has checked that the TOE has (## not) been found correctly and appropriately labelled with its reference. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-2] The evaluator shall check that the TOE references used are consistent.

This work unit deals with the question, whether the TOE reference is consistently used to identify all parts comprising the TOE. E.g. this could be the SW or HW part as well as the documentation. Furthermore, the TOE might be addressed by its reference throughout the assurance requirement documentation.

## In case of a composite TOE the labels belonging to the comprised components and the label (-combination) of the complete TOE should be correctly used. The already evaluated and certified TOE component may already fulfil the requirement for correct labelling.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Consistency and thoroughly labelling of the relevant TOE parts (as identified by the ST, e.g. guidance documentation, etc) that have been considered during the check.

· The relevant part to identify the TOE uniquely in case the labelling contains possible degrees of freedom should be mentioned.

· In case of a composite TOE, the evaluator’s report shall state whether the TOE components are correctly labelled (if applicable).

Assessment and Verdict:

The evaluator has checked for a consistent labelling that has (## not) been thoroughly found to be applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-3] The evaluator shall examine the method of identifying configuration items to determine that it describes how configuration items are uniquely identified.

This work unit deals with the question, whether the method described is appropriate to identify the configuration items uniquely, i.e. to distinguish unambiguously between any differing versions of a TOE item.

Note, that 

· Automated systems implementing these methods automatically (e.g. by strictly increasing revision numbers) are mandatory for ALC_CMC.4 and hierarchical higher assurance components. 

· ALC_CMS.2-3 also stipulates the item’s developer to be indicated.

· Necessity for a configuration list is not directly stipulated in this work unit but is mentioned in the assurance components introduction and required by the dependent component ALC_CMS.1.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Where an appropriate and comprehensible description of the applied method(s) for unique configuration item identification has been found.

· In case that there are different methods applied for different kinds of configuration items, this analysis has to be carried out for each of it.

· The described method(s) include the details used for unique identification as described in the developer’s contribution. The item’s identification shall include information allowing to track the version of the item and to determine its topicality. 

· How the uniqueness of the identification is achieved.

· Whether there are more than one method (due to different sites or different kind of items) at hand. 

· How the described method applies and maintains identifiers to the configuration items. This may include information about roles and responsibilities as well as about the means of the CM system (e.g. manually or by an automated).

Assessment and Verdict:

The evaluator has found at least one method to identify the configuration items is appropriately described. The examination of the described method shows that it is (## not) suitable to uniquely identify the configuration items. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-4] The evaluator shall examine the configuration items to determine that they are identified in a way that is consistent with the CM documentation.

This work unit deals with the question, whether the described method is actually used and thus applied to concrete configuration items.

In case that there is more than one site involved in the TOE development process, there might be individual ways of identification methods for configuration items for each of several development sites utilising separate CM systems, list each!

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Identification of the set of configuration items being subjected to the examination (sampling).

· Consistently usage of the identification method assessed in the previous work unit for each configuration item within the devised set. This examination should focus, if the described identification details are at hand.

· (Additionally, consistency between the described identification method and those being applied to the configuration items provided in the configuration list (as stipulated by ALC_CMS). 

Assessment and Verdict:

(## Not) For all examined configuration items the identification method has been thoroughly found to be applied without a contradiction. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-5] The evaluator shall examine the CM access control measures described in the CM plan (cf. ALC_CMC.4.6C) to determine that they are automated and effective in pre-venting unauthorised access to the configuration items.

This work unit deals with the question, whether the CM plan describes the automated access control being effective to prevent unauthorised access to the configuration items. Note, that the existence of a CM plan has to be checked in work unit ALC_CMC.4-8.

The analysis ought to be conducted in connection with the assurance family ALC_DVS examining the development security. The site-environmental access protection strongly reduces the set of people to be averted by the CM system and with it the attack potential to be assumed. Often the CM access control itself is only capable to avert access from development team members or co-workers.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Summary of the set of applied access control measures described in the CM plan. In case of a multilevel access control measures a table might be helpful to provide an overview.

· Effectiveness and sufficiency of the applied measures to prevent unauthorised access to the configuration items.

· Identification of persons whose access has to be averted by the CM system.
Assessment and Verdict:

The evaluator has examined the CM access control measures described in the CM plan and determines that these measures are (## not) effective to prevent unauthorised access to the configuration items. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-6] The evaluator shall check the CM plan (cf. ALC_CMC.4.6C) for automated procedures for supporting the production of the TOE.

ALC_CMC.4.6C is associated to the work unit ALC_CMC.4-8 requiring the CM documentation to include a CM plan. The CEM [CEM] defines the production to be the processes to progress the TOE from the implementation representation to a state acceptable for deliver and provides examples for these processes

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· A brief outline of automated procedures supporting the production of the TOE that have been found within the CM plan.
Assessment and Verdict:

The CM plan checked by the evaluator (##does not) include(##s) automated procedures for supporting the production of the TOE. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.4-7] The evaluator shall examine the TOE production support procedures to determine that they are effective in ensuring that a TOE is generated that reflects its implementation representation.

This work unit addresses the TOE production support procedures in general. Nevertheless, the automated procedures identified in the previous work unit have to be part of these procedures.

The procedures might gain effectiveness by different features: e.g. reproducibility of the procedure, reproducibility of process parameters, and detection of unintended variations in the procedures’ premises (e.g. incomplete or ambiguous implementation representation).

The reproducibility of process parameter (e.g. compiler or linker options, physical parameters of the production environment, router options, etc.) is covered by the ALC_TAT family.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Outline how a specific implementation representation (especially that one being intended to make up the TOE) is defined (within these production support procedures).

· The general TOE production processes being adopted for TOE generation and the adopted TOE production support procedures by the developer to control the TOE production process as intended are described.
Assessment and Verdict:

The evaluator has examined the TOE production support procedures being adopted by the developer to control the TOE production process and determines that these are (## not) effective in ensuring that a TOE is generated that reflects its implementation representation. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.4-8] The evaluator shall check that the CM documentation provided includes a CM plan.

This work unit deals with the question, whether there is a CM plan. Note that the CM plan has (at least) to comprise information about the access control measures for configuration items (cf. ALC_CMC.4-5) and the usage of the CM system for the development of the TOE (cf. ALC_CMC.4-9).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Where the relevant information has been found.

· The content found in the CM plan (brief summary)

Assessment and Verdict:

## The evaluators have found a CM plan in the configuration management documentation [ALC], chapter ##. The CM plan comprises the necessary details as required by work unit ALC_CMC.4-5 and ALC_CMC.4-9. For details cf. ALC_CMC.4-9.

The evaluator has checked that the CM documentation and determine A CM plan has (## not) been found containing at least the minimum of the necessary information. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-9] The evaluator shall examine the CM plan to determine that it describes how the CM system is used for the development of the TOE.

This work unit deals with the question, whether the CM plan defines measures for and makes policies on the usage of the configuration management system. These policies have to describe how the CM system is used for the TOE development process.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Relevant measures and policies defined by the CM plan as part of the developer’s CM system description. 

· In case the development comprises more than one site, there might be different CM plans for different configuration systems that have to be described. In this situation, the interface between different CM systems describing the exchange of configuration items is of interest. (Here the coordination of a manifold of systems especially to prevent concurrency problems has to be considered.) 

· Note, that this work unit does not require to assess the effectiveness of the adopted measures (Though this might be very sensible). Nevertheless the effectiveness of the single items as well as the effectively of the whole should be assessed.

· For more than one adopted CM system the comparability resp. the adequateness has to be given.

Assessment and Verdict:

The examined CM plan (## does not) sufficiently describe(##s) how the CM systems is used for the development of the TOE. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-10] The evaluator shall examine the CM plan to determine that it describes the procedures used to accept modified or newly created configuration items as parts of the TOE.

This work unit might be strongly connected to the ALC_LCD family since many acceptance procedures belong to different life-cycles (e.g. definition, construction, testing, etc.). 

The acceptance procedures can be multi level procedures. These procedures might be defined by the acceptance procedures for the whole TOE. 
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· The roles being involved in the acceptance procedure in general (e.g. developer, development or project manager, tester etc).

· The different (if applicable) acceptance procedures used for different states of the configuration items as described in the CM plan. The different states might belong to different life-cycle phases to accept newly created or modified configuration items as part of the TOE).

· In case of a composite TOE, the acceptance procedures when receiving the TOE base component (note, that his is part of the item integration).

Assessment and Verdict:

The evaluator has examined the CM plan to determine that the CM plan (##does not) describe(##s) the procedures used to accept modified or newly created configuration items as parts of the TOE. (##
In case of a composite TOE:) The acceptance procedures (##do not) describe the correct delivery procedures confirmed by the base component TOE certification report including the correct component labelling and the completeness. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMC.4-11] The evaluator shall check that the configuration items identified in the configuration list are being maintained by the CM system.

The assurance requirements state all configuration items whereas the work unit concretises the set to be the set identified by the configuration list. Moreover, the CEM [CEM] suggests to apply the method of sampling where applicable.

In some cases the configuration list is directly generated from the CM system (e.g. by automated means). In this case, the checking is simple since the maintenance is a priori demonstrated.

In connection with the work units ALC_CMC.3-3 (method of identification) and ALC_CMC.3 4 (appliance of identification method), the configuration items are uniquely identifiable. The evaluator could examine whether the (chosen sub-)set of items in the configuration list reveals indications (as evidence) that the CM system has been applied (e.g. document or file history, version number, date, name of author, etc.)

In addition, the items in the configuration list should provide the associated data by the CM system as described in the CM plan (e.g. item name, revision number, date of modification, name of (last) editor, size, etc.).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· The kind, sufficiency and adequacy of evidence (generated by the procedures described in the CM plan) that has been found to demonstrate that a chosen set of configuration list items is maintained by the CM system.

· Outline the devised configuration item (sub-)set used for this check.

· In case the configuration list is automatically generated by the CM system, the evaluator shall report whether the configuration list items as part of the development contribution reveal indicators that demonstrate that they are subjected to the CM system as described.
Assessment and Verdict:

The evaluator has checked that the configuration items in the configuration list and the configuration items at hand are (## not) being maintained by the CM system. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-12] The evaluator shall check the CM documentation to ascertain that it includes the CM system records identified by the CM plan.

Possible evidence for this work unit to determine that the CM system is in use might be given by registration forms, CM system log-files, or even access to the CM system itself e.g. during the site visit etc.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Where and which kind of CM system records has been found.
Assessment and Verdict:

The evaluator has checked that the CM documentation and determine that CM system records as identified by the CM plan have (## not) been found included. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMC.4-13] The evaluator shall examine the evidence to determine that the CM system is being operated in accordance with the CM plan.

This work unit can be done in connection with work unit ALC_CMC.3-9. The latter work unit addresses document based evidence whereas this work unit addresses more the “hands-on” analysis (e.g. with direct access to the CM system during a site visit, interviews with selected development staff).

In work unit ALC_CMC.3-7 the CM plan has been examined to determine how the CM system is used for the TOE development. The details listed in this work unit might help to search for definite evidence according to these details. A table or an itemised list might be an appropriate means of representation.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Accordance of CM relevant operations with the CM plan.

· Evidence that demonstrates the CM relevant operations to be appropriately operated.

Assessment and Verdict:

The examination of the evidence demonstrates that the CM system is (## not) being operated in accordance with the CM plan. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_CMC.4.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

2.5 ALC_CMS.1 TOE CM coverage
Summary Verdict for the Assurance Component ALC_CMS.1:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMS.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.5.1 ALC_CMS.1.1E

Evaluator action element:

ALC_CMS.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

Content and presentation of evidence elements:

ALC_CMS.1.1C
The configuration list shall include the following: the TOE itself; and the evaluation evidence required by the SARs. 

ALC_CMS.1.2C
The configuration list shall uniquely identify the configuration items. 

Work units:

[ALC_CMS.1-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE. 

The evaluator has checked the configuration list [CLIST]. The required set of configuration items have been completely found as listed in the following Table 5.1:

Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.1-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.


Table 5.1: Identified sets of configuration items (cf. respective sections in [CLIST])
Assessment and Verdict:

The evaluators have (## not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_CMS.1-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.

The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3, .3-3, .4-3 or .5-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.
Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· How the configuration list items are identified (i.e. the identification details being provided for each configuration item) and why the configuration list item identification is capable to uniquely identify each listed item.

· How it has been analysed that the set of assessed TSF relevant configuration items is complete (with respect to the configuration item set being assessed in the previous work unit)

Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies(##/y) each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMS.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.6 ALC_CMS.2 Parts of the TOE CM coverage

Summary Verdict for the Assurance Component ALC_CMS.2:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMS.2. This result bases on the results provided by the evaluator actions and performed work units below.
2.6.1 ALC_CMS.2.1E

Evaluator action element:

ALC_CMS.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

Content and presentation of evidence elements:

ALC_CMS.2.1C
The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs; and the parts that comprise the TOE. 

ALC_CMS.2.2C
The configuration list shall uniquely identify the configuration items. 

ALC_CMS.2.3C
For each TSF relevant configuration item, the configuration list shall indicate the developer of the item. 

Work units:

[ALC_CMS.2-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE; 

c)
the TOE implementation representation. 

The evaluator has checked the configuration list [CLIST]. The required set of configuration items have been completely found as listed in the following Table 5.2:

Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.2-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.

	c)
the evaluation evidence required by the SARs
	the evaluation evidence documentation as delivered during the evaluation process are contained in section ## of [CLIST]


Table 5.2: Identified sets of configuration items (cf. respective sections in [CLIST])

Assessment and Verdict:

The evaluators have (## not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.2-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.

The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3, .3-3, .4-3 or .5-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· How the configuration list items are identified (i.e. the identification details being provided for each configuration item) and why the configuration list item identification is capable to uniquely identify each listed item.

· How it has been analysed that the set of assessed TSF relevant configuration items is complete (with respect to the configuration item set being assessed in the previous work unit)

Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies(##/y) each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.2-3] The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration item.

In case that a configuration item has been developed by more than one developer, the configuration list can only indicate either the creator of each item or the developer who has lastly changed the item unless there is not the complete history for each item.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Whether an identifier for each TSF relevant configuration item has been found indicating its developer. 

Assessment and Verdict:

The evaluator has (## not) successfully checked the configuration list to determine that for each configuration item listed in the configuration list, there is an indication of the item’s developer. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMS.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.7 ALC_CMS.3 Implementation representation CM coverage

Summary Verdict for the Assurance Component ALC_CMS.3:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMS.3. This result bases on the results provided by the evaluator actions and performed work units below.
2.7.1 ALC_CMS.3.1E

Evaluator action element:

ALC_CMS.3.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

Content and presentation of evidence elements:

ALC_CMS.3.1C
The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs; the parts that comprise the TOE; and the implementation representation. 

ALC_CMS.3.2C
The configuration list shall uniquely identify the configuration items. 

ALC_CMS.3.3C
For each TSF relevant configuration item, the configuration list shall indicate the developer of the item. 

Work units:

[ALC_CMS.3-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE; 

c)
the TOE implementation representation; 

d)
the evaluation evidence required by the SARs in the ST. 

The evaluator has checked the configuration list [CLIST]. The required set of configuration items have been completely found as listed in the following Table 5.3:

Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.3-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.

	c)
the TOE implementation representation
	It includes the source code in section ## of [CLIST] as well as the personalisation sequences, that are also necessary to build the TOE 

	d)
the evaluation evidence re​quired by the SARs in the ST
	the evaluation evidence documentation as delivered during the evaluation process are contained in section ## of [CLIST]


Table 5.3: Identified sets of configuration items (cf. respective sections in [CLIST])

Assessment and Verdict:

The evaluators have (## not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.3-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.

The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3, .3-3, .4-3 or .5-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· How the configuration list items are identified (i.e. the identification details being provided for each configuration item) and why the configuration list item identification is capable to uniquely identify each listed item.

· How it has been analysed that the set of assessed TSF relevant configuration items is complete (with respect to the configuration item set being assessed in the previous work unit)

Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies(##/y) each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.3-3] The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration item.

In case that a configuration item has been developed by more than one developer, the configuration list can only indicate either the creator of each item or the developer who has lastly changed the item unless there is not the complete history for each item.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Whether an identifier for each TSF relevant configuration item has been found indicating its developer. 

Assessment and Verdict:

The evaluator has (## not) successfully checked the configuration list to determine that for each configuration item listed in the configuration list, there is an indication of the item’s developer. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_CMS.3.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.8 ALC_CMS.4 Problem tracking CM coverage

Summary Verdict for the Assurance Component ALC_CMS.4:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMS.4. This result bases on the results provided by the evaluator actions and performed work units below.
2.8.1 ALC_CMS.4.1E

Evaluator action element:

ALC_CMS.4.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

Content and presentation of evidence elements:

ALC_CMS.4.1C
The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs; the parts that comprise the TOE; the implementation representation; and security flaw reports and resolution status. 

ALC_CMS.4.2C
The configuration list shall uniquely identify the configuration items. 

ALC_CMS.4.3C
For each TSF relevant configuration item, the configuration list shall indicate the developer of the item. 

Work units:

[ALC_CMS.4-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE; 

c)
the TOE implementation representation; 

d)
the evaluation evidence required by the SARs in the ST; 

e)
the documentation used to record details of reported security flaws associated with the implementation (e.g., problem status reports derived from a developer's problem database). 

The evaluator has checked the configuration list [CLIST]. The required set of configuration items have been completely found as listed in the following Table 5.4:

Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.4-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.

	c)
the TOE implementation representation
	It includes the source code in section ## of [CLIST] as well as the personalisation sequences, that are also necessary to build the TOE 

	d)
the evaluation evidence re​quired by the SARs in the ST
	the evaluation evidence documentation as delivered during the evaluation process are contained in section ## of [CLIST]

	e)
security flaw related documentation
	The developer’s documentation used to record details of reported security flaws associated with the implementation (the current version of the status report derived from a developer's problem database) is listed in section ## of [CLIST]


Table 5.4: Identified sets of configuration items (cf. respective sections in [CLIST])

Assessment and Verdict:

The evaluators have (## not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.4-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.

The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3, .3-3, .4-3 or .5-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· How the configuration list items are identified (i.e. the identification details being provided for each configuration item) and why the configuration list item identification is capable to uniquely identify each listed item.

· How it has been analysed that the set of assessed TSF relevant configuration items is complete (with respect to the configuration item set being assessed in the previous work unit)

Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies(##/y) each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.4-3] The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration item.

In case that a configuration item has been developed by more than one developer, the configuration list can only indicate either the creator of each item or the developer who has lastly changed the item unless there is not the complete history for each item.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Whether an identifier for each TSF relevant configuration item has been found indicating its developer. 

Assessment and Verdict:

The evaluator has (## not) successfully checked the configuration list to determine that for each configuration item listed in the configuration list, there is an indication of the item’s developer. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_CMS.4.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.9 ALC_CMS.5 Development tools CM coverage
Summary Verdict for the Assurance Component ALC_CMS.5:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_CMS.5. This result bases on the results provided by the evaluator actions and performed work units below.
2.9.1 ALC_CMS.5.1E
Evaluator action element:

ALC_CMS.5.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

Content and presentation of evidence elements:

ALC_CMS.5.1C
The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs; the parts that comprise the TOE; the implementation representation; security flaw reports and resolution status; and development tools and related information. 

ALC_CMS.5.2C
The configuration list shall uniquely identify the configuration items. 

ALC_CMS.5.3C
For each TSF relevant configuration item, the configuration list shall indicate the developer of the item. 

Work units:

[ALC_CMS.5-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE; 

c)
the TOE implementation representation; 

d)
the evaluation evidence required by the SARs in the ST; 

e)
the documentation used to record details of reported security flaws associated with the implementation (e.g., problem status reports derived from a developer's problem database); 

f)
all tools (incl. test software, if applicable) involved in the development and production of the TOE including the names, versions, configurations and roles of each development tool, and related documentation.
The evaluator has checked the configuration list [CLIST]. The required set of configuration items have been completely found as listed in the following Table 5.5:

Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.4-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.

	c)
the TOE implementation representation
	It includes the source code in section ## of [CLIST] as well as the personalisation sequences, that are also necessary to build the TOE 

	d)
the evaluation evidence re​quired by the SARs in the ST
	the evaluation evidence documentation as delivered during the evaluation process are contained in section ## of [CLIST]

	e)
security flaw related documentation
	The developer’s documentation used to record details of reported security flaws associated with the implementation (the current version of the status report derived from a developer's problem database) is listed in section ## of [CLIST]

	f)
all tools (incl. test software, if applicable) involved in the development and production of the TOE
	the development environment including all tools that are identified during the aspect ALC_TAT are contained in sections ## of [CLIST],

the complete test environment (test tools, scripts, and protocols) is consisted in section ## of [CLIST] 


Table 5.5: Identified sets of configuration items (cf. respective sections in [CLIST])

Assessment and Verdict:

The evaluators have (## not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.5-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.
The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3, .3-3, .4-3 or .5-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· How the configuration list items are identified (i.e. the identification details being provided for each configuration item) and why the configuration list item identification is capable to uniquely identify each listed item.

· How it has been analysed that the set of assessed TSF relevant configuration items is complete (with respect to the configuration item set being assessed in the previous work unit)

Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies(##/y) each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_CMS.5-3] The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration item.

In case that a configuration item has been developed by more than one developer, the configuration list can only indicate either the creator of each item or the developer who has lastly changed the item unless there is not the complete history for each item.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Whether an identifier for each TSF relevant configuration item has been found indicating its developer. 

Assessment and Verdict:

The evaluator has (## not) successfully checked the configuration list to determine that for each configuration item listed in the configuration list, there is an indication of the item’s developer. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_CMS.5.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.10 ALC_DEL.1
Delivery procedures

Summary Verdict for the Assurance Component ALC_DEL.1:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_DEL.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.10.1 ALC_DEL.1.1E

Evaluator action element:

ALC_DEL.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_DEL.1.1C
The delivery documentation shall describe all procedures that are necessary to maintain security when distributing versions of the TOE to the consumer.

Work units:

[ALC_DEL.1-1] The evaluator shall examine the delivery documentation to determine that it describes all procedures that are necessary to maintain security when distributing versions of the TOE or parts of it to the consumer. 
Note, that when evaluating in accordance with the German scheme, the evaluator has to consider the ‘AIS 10’ [AIS10]. This mandatory requirement is applicable to the complete assurance family ALC_DEL.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· List those TOE parts to be delivered to the consumer and state the security needs to be maintained (e.g. confidentiality, integrity and authenticity).

· In case that there are more than one consumer roles, the evaluator shall list these consumer roles and the respectively associated TOE parts.

· The procedure being described in the developer’s contribution for the relevant sets of TOE parts, as there might be different types of items (e.g. software, hardware, documentation, etc.). 

· Assessment of the appropriateness of the identified procedures with respect to the relevant (set of) TOE parts.

## Therefore the evaluators have created the following table:

	Item 
	Security to be maintained
	Delivery method
	Eval. note

	documentation
	integrity, authenticity
	delivery by …
	

	start keys
	integrity, authenticity, confidentiality
	usage of …
	

	…
	
	
	


Table 5.6: Delivery procedures for the TOE items.

Assessment and Verdict:

The evaluator has examined the delivery documentation and determines that (## not) for each TOE part the security needs during delivery to the customer are formulated. The delivery documentation (## does not) describe(##s) all procedures that are necessary to maintain security when distributing versions of the TOE or parts of it to the consumer. The adopted procedures are (## not) sufficient to meet the formulated security needs. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_DEL.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.10.2 Implied evaluator action

Evaluator action element:

–
–

Content and presentation of evidence elements:

ALC_DEL.1.2D
The developer shall use the delivery procedures.

Work units:

[ALC_DEL.1-2] The evaluator shall examine aspects of the delivery process to determine that the delivery procedures are used.

This work unit searches for evidence demonstrating that the delivery procedures are applicable resp. applied. This can either be done in connection with the site visit (cf. ALC_DVS and ALC_CMC) as well as by using the experiences gathered during the evaluation process (e.g. delivery of developer deliverables). 

In case of a development process accompanying evaluation process, concrete evidence for the delivery processes might not be at hand, since no TOE has already been delivered. Here, it might be helpful to look for evidence that the premises for the documented delivery processes are available.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Which evidence has been found indicating that the described delivery process already examined by in work unit ALC_DEL.1-1 are used or at least available.

Assessment and Verdict:

The evaluators have examined aspects of the delivery process and determine that the delivery procedures are (##not) used as described for the delivery process. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for implied evaluator action:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.11 ALC_DVS.1
Identification of security measures

Summary Verdict for the Assurance Component ALC_DVS.1:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_DVS.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.11.1 ALC_DVS.1.1E

Evaluator action element:

ALC_DVS.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_DVS.1.1C
The development security documentation shall describe all the physical, procedural, personnel, and other security measures that are necessary to protect the confidentiality and integrity of the TOE design and implementation in its development environment.

Work units:

[ALC_DVS.1-1] The evaluator shall examine the development security documentation to determine that it details all security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation.

Note, that when evaluating in accordance with the German scheme, the evaluator has to consider the ‘AIS 1’ [AIS1]. This mandatory requirement is applicable to the complete assurance family ALC_DVS.
In case of more than one development site being involved in the TOE development process, this analysis has to be carried out separately. If some procedural or personnel measures are the same for different sites, a reference may be appropriate.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Identification of the respective site being associated with the described security measures including a brief documentation of its relevance in the TOE development process.

· The adopted security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation.

Assessment and Verdict:

The adopted security measures can be found in the document [DVS-CL] containing the relevant information in forma of three tables (Physical-, Procedural- and Personnel- Security Measures). The first column identifies the general aspect of the security measure being described more verbosely in the second column. The third column defines a short identifier being used in the following work unit.
The evaluators have examined the development security documentation and determine that it (## does not) detail(##s) all security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation. Therefore this work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_DVS.1-2] The evaluator shall examine the development confidentiality and integrity policies in order to determine the sufficiency of the security measures employed.

The evaluator is expected to document how the adopted security measures described in work unit ALC_DVS.1-1 work together to sufficiently ensure the development confidentiality and integrity policies. Note that the assumed attack potential for the site security is correlated with the assumed attack potential that is considered by the chosen AVA_VAN component.

(Note that this work unit reuses the information provided in [ALC_DVS.1-1] and thus reuses the summary.) 
Analysis:

The evaluator’s analysis description shall show the following:

· The interaction of adopted measures (as described in work unit ALC_DVS.1-1) to avert the attack paths addressing different approaches.

· In case of more than one development site being involved in the TOE development process, this analysis has to be carried out separately. If some procedural or personnel measures are the same for different sites, a reference may be appropriate.

## In the following work unit the evaluators have examined the development confidentiality and integrity policies given by the ‘Development Security (ALC_DVS.1)’ [DVS] to assess whether the measures employed are sufficient. This assessment has been carried out focussing what information relating to the TOE development needs to be kept confidential, and which members of the development staff are allowed to access such material and what material must be protected from unauthorised modification in order to preserve the integrity of the TOE, and which members of the development staff are allowed to modify such material. The marks (e.g. C(5.1)) used in the following address the single security measures being adopted in the development site and being listed in [DVS-CL].
## In the specially secured development room the integrity and confidentiality of the development data (incl. source code for generating the TOEs binaries) and documents as well as the test data has to be protected B(6.1) to B(6.2). Furthermore … 

Assessment and Verdict:

## The evaluators come to the conclusion that the employed security measures at the ##Developer development site in ##Musterhausen are sufficient to ensure the integrity and confidentiality policies to protect the design documentation, the source code and the source code binaries. 

The evaluators have examined the development confidentiality and integrity policies and determine that sufficient security measures are (## not) employed. Therefore this work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_DVS.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.11.2 ALC_DVS.1.2E

Evaluator action element:

ALC_DVS.1.2E
The evaluator shall confirm that the security measures are being applied.

Content and presentation of evidence elements:

–
–

Work units:

[ALC_DVS.1-3] The evaluator shall examine the development security documentation and associated evidence to determine that the security measures are being applied.
To carry out this work unit, the evaluator has used the security measures listed in work unit ALC_DVS.1-1 to check off each single item. Note that the evidence is either gathered by the site visit results or by provided documents.
(Cf. to information given in [DVS-CL] for Summary)

Analysis:

The evaluator’s analysis description shall show the following:
· Participants (evaluators, certifier, developer and, if applicable, sponsors)
· Date and place of the site visit
· whether and how the security measures identified in the check list have been found to be applied during the site visit.
Assessment and Verdict:

The results are listed in the forth column of the table provided by the document [DVS-CL]. Here, the evaluator has described and assessed for each identified security measure whether and how it has been found being applied.
The evaluators have examined the development security documentation and associated evidence during the site visit and determine that (## not) all security measures are being applied. Therefore this work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_DVS.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.12 ALC_LCD.1 Developer defined life-cycle model

Summary Verdict for the Assurance Component ALC_LCD.1:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_LCD.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.12.1 ALC_LCD.1.1E

Evaluator action element:

ALC_LCD.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_LCD.1.1C
The life-cycle definition documentation shall describe the model used to develop and maintain the TOE. 

ALC_LCD.1.2C
The life-cycle model shall provide for the necessary control over the development and maintenance of the TOE. 

Work units:

[ALC_LCD.1-1] The evaluator shall examine the documented description of the life-cycle model used to determine that it covers the development and maintenance process. 

The work unit deals with aspect whether the developer’s documentation comprises is a life-cycle model covering the development and maintenance processes describing the TOE’s life cycle phases and their boundaries. The model should furthermore include information on procedures tools and techniques used by the developer, management structure governing the application of procedures and information on which TOE parts are delivered by subcontractors.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· The life-cycle model described in the documented description.

· The different life-cycles (as covered by the life-cycle model) identified by the documented description.

· General information provided in the description of the life-cycle (as recommended and guided by the CEM [CEM] § 1168

· Whether the development and maintenance process is covered by the identified life-cycles. 
Assessment and Verdict:

The evaluator has examined the documented description of the life-cycle model used and determines that there are (## no) documented life-cycle models that (## do not) cover the required life-cycle phases. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_LCD.1-2] The evaluator shall examine the life-cycle model to determine that use of the procedures, tools and techniques described by the life-cycle model will make the necessary positive contribution to the development and maintenance of the TOE.

The work unit deals with a focus on positive contributions by the life-cycle model intending to minimise the likelihood of security flaws by sound procedures, tools and techniques.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Which process means or aid is adopted to contribute the life-cycle model at hand (cf. ALC_LCD.1-1).

· The positive potential contribution of each identified process part within separate life-cycle phases. The benefit might results from interaction between different life-cycles. 

Assessment and Verdict:

The evaluator has examined the life-cycle model and determines that (## no) sufficient control over the development and maintenance of the TOE is provided by using the procedures, tools and techniques as described in the life-cycle model. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_LCD.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.13 ALC_TAT.1 Compliance with implementation standards

Summary Verdict for the Assurance Component ALC_TAT.1:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_TAT.1. This result bases on the results provided by the evaluator actions and performed work units below.
2.13.1 ALC_TAT.1.1E

Evaluator action element:

ALC_TAT.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_TAT.1.1C
Each development tool used for implementation shall be well-defined. 

ALC_TAT.1.2C
The documentation of each development tool shall unambiguously define the meaning of all statements as well as all conventions and directives used in the implementation. 

ALC_TAT.1.3C
The documentation of each development tool shall unambiguously define the meaning of all implementation-dependent options. 

Work units:

[ALC_TAT.1-1] The evaluator shall examine the development tool documentation provided to determine that each development tool is well-defined.

As an appropriate argumentation for most of the “standard” tools (e.g. compiler or converter) are well-defined. In this case references to the respective documentation might be helpful. 

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Identification of the development tools described in the development tool documentation.

· Why each of the identified development tools is supposed to be well-defined
Assessment and Verdict:

The evaluator has examined the development tool documentation provided and determines that (##not) each of these tools is well-defined. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_TAT.1-2] The evaluator shall examine the documentation of each development tool to determine that it unambiguously defines the meaning of all statements as well as all conventions and directives used in the implementation.

In most cases the well-defined standards referenced by work unit ALC_TAT.1-1 will also include a definition of all implementation specific statements. (e.g. syntax and semantic of programming languages, HDLs, etc.). The definition (including conventions and directives) is assumed to be provided in the respective tool’s guidance documentation or manual.

A detailed examination is only expected in case of proprietary development tools (e.g. specific libraries, etc.).

Note, that the work unit only addresses the subset of statements that are explicitly used in the implementation (representation). Thus, the examination of this work unit is likely to be carried out in parallel with the ADV_IMP aspect, as recommended by the CEM [CEM].

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· References to the definition of each identified development tool described in the development tool documentation.

· Why the referenced definition is assumed to be unambiguous in the definition of all statements used in the implementation. 

· Conventions and directives used in the implementation.
Assessment and Verdict:

The evaluator has examined the documentation of each development tool and determines that it unambiguously (## does not) define(##s) the meaning of all statements as well as all conventions and directives used in the implementation. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ALC_TAT.1-3] The evaluator shall examine the development tool documentation to determine that it unambiguously defines the meaning of all implementation-dependent options.

This work unit deals with the aspect whether the documentation of the development tools includes definitions of implementation dependent options potentially affecting the meaning of the executable code as well as those options that are different from the documented standard language.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· How the implementation-dependent options are unambiguously defined.

· Why these defined options are complete.

Assessment and Verdict:

The evaluator has examined the development tool documentation and determines that it unambiguously (## does not) define(##s) the meaning of all implementation-dependent options. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_TAT.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.14 ALC_TAT.2 Compliance with implementation standards

Summary Verdict for the Assurance Component ALC_TAT.2:
##PASS ##FAIL ##INCONCLUSIVE
##If all work units are met: The TOE meets all requirements of the assurance component ALC_TAT.2. This result bases on the results provided by the evaluator actions and performed work units below.
2.14.1 ALC_TAT.2.1E

Evaluator action element:

ALC_TAT.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

Content and presentation of evidence elements:

ALC_TAT.2.1C
Each development tool used for implementation shall be well-defined. 

ALC_TAT.2.2C
The documentation of each development tool shall unambiguously define the meaning of all statements as well as all conventions and directives used in the implementation. 

ALC_TAT.2.3C
The documentation of each development tool shall unambiguously define the meaning of all implementation-dependent options. 

Work units:

[ALC_TAT.2-1] The evaluator shall examine the development tool documentation provided to determine that each development tool is well-defined.

As an appropriate argumentation for most of the “standard” tools (e.g. compiler or converter) are well-defined. In this case references to the respective documentation might be helpful. 

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· Identification of the development tools described in the development tool documentation.

· Why each of the identified development tools is supposed to be well-defined
Assessment and Verdict:

The evaluator has examined the development tool documentation provided and determines that (##not) each of these tools is well-defined. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_TAT.2-2] The evaluator shall examine the documentation of each development tool to determine that it unambiguously defines the meaning of all statements as well as all conventions and directives used in the implementation.

In most cases the well-defined standards referenced by work unit ALC_TAT.1-1 will also include a definition of all implementation specific statements. (e.g. syntax and semantic of programming languages, HDLs, etc.). The definition (including conventions and directives) is assumed to be provided in the respective tool’s guidance documentation or manual.

A detailed examination is only expected in case of proprietary development tools (e.g. specific libraries, etc.).

Note, that the work unit only addresses the subset of statements that are explicitly used in the implementation (representation). Thus, the examination of this work unit is likely to be carried out in parallel with the ADV_IMP aspect, as recommended by the CEM [CEM].

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· References to the definition of each identified development tool described in the development tool documentation.

· Why the referenced definition is assumed to be unambiguous in the definition of all statements used in the implementation. 

· Conventions and directives used in the implementation.
Assessment and Verdict:

The evaluator has examined the documentation of each development tool and determines that it unambiguously (## does not) define(##s) the meaning of all statements as well as all conventions and directives used in the implementation. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ALC_TAT.2-3] The evaluator shall examine the development tool documentation to determine that it unambiguously defines the meaning of all implementation-dependent options.

This work unit deals with the aspect whether the documentation of the development tools includes definitions of implementation dependent options potentially affecting the meaning of the executable code as well as those options that are different from the documented standard language.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· How the implementation-dependent options are unambiguously defined.

· Why these defined options are complete.

Assessment and Verdict:

The evaluator has examined the development tool documentation and determines that it unambiguously (## does not) define(##s) the meaning of all implementation-dependent options. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_TAT.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.14.2 ALC_TAT.2.2E

Evaluator action element:

ALC_TAT.2.2E
The evaluator shall confirm that the implementation standards have been applied.

Content and presentation of evidence elements:

–
–

Work units:

[ALC_TAT.2-4] The evaluator shall examine aspects of the implementation process to determine that documented implementation standards have been applied.

Hint: This work unit is likely to be performed during the site visit of the development site to support the evidence given by documentary contribution by interviews (for details cf. CEM [CEM], §1222 et seq.).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:
· Which implementation standards that may comprise or excluded constructs have been documented resp. described by the developer.

· How the developer’s procedures have been verified to determine whether these implementation standards are followed (e.g. site visit results, documentary evidence, etc.)

· Whether these documented implementation standards have been found to be applied. 

Assessment and Verdict:

The evaluator has examined the aspects of the implementation process and determines that the documented implementation standards have (## not) been applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_TAT.2.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

2.15 Indications for Potential Vulnerabilities
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
2.16 Missing Information

##There is no further information, which the developer/sponsor has to provide.
##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.
2.17 Questions to / Conditions on the Developer
##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

2.18 Necessary Changes/Improvements
##There are no changes should be done by the developer.
##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his/her single evaluation report, cf. AIS14.
2.19 Effects on other Documents

##There are no effects on other documents.

3 Annex

3.1 Glossary and list of acronyms

	term
	definition / explanation

	configuration item
	an object managed by the CM system, i.e. which is stored in the CM system directly (e. g. for files) or by reference (e. g. by hardware parts) together with its version.

	CM documentation
	consists of the CM usage documentation and the CM output documentation. (“Documentation of the CM system” is the same as “CM documentation”.) 

	## …
	

	
	


	abbreviation
	term
	definition / explanation

	DI
	Delivery Interface
	the TOE is passed from one user to the next user in the installation/configuration chain through such a ‘delivery interface’

	ST
	Security Target
	refer to [CC part 1]

	## …
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##Title Functional Specification, ##Author, Version ##, ##Date
[TDS]
##Title TOE Design Specification, ##Author, Version ##, ##Date
[ALC]
##Title Life-Cycle Documentation, ##Author, Version ##, ##Date
[ACM]
##Title Configuration Management Documentation, ##Author, Version ##, ##Date
[CLIST]
##Title Configuration List, ##Author, Version ##, ##Date
[DVS]
##Title Development Site Security Documentation, ##Author, Version ##, ##Date
[DEL]
##Title Delivery Documentation, ##Author, Version ##, ##Date
[OPERG]
##Title Operational Guidance, ##Author, Version ##, ##Date
[PREPG]
##Title PREPG (Preparative Guidance), ##Author, Version ##, ##Date 

Single Evaluation Reports

[ATE_IND]
##Title ATE_IND, ##Author, Version ##, ##Date
[ALC-CL]
##Title Checklist for site visit, ##Author, Version ##, ##Date
##Or none

Other documents

## certificates, protection profiles etc.

� 	## Note, that though the family ALC_FLR is part of the class ALC, there are no elements stipulated by any EAL. 


� 	## Please delete respective component entries as applicable for the intended EAL.


� 	## Please delete respective component entries as applicable for the intended EAL.


� 	## Please delete respective component entries as applicable for the intended EAL.


� 	## Please delete complete component entries sets as applicable for the intended EAL.


� 	## Please adapt the correct component for the intended EAL


� 	## Please adapt the correct component for the intended EAL


� 	## Please adapt the correct component for the intended EAL


� 	## Please delete respective component entries as applicable for the intended EAL.


� 	## Please delete respective component sections as applicable for the intended EAL.
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