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1 Impact in case of a re-evaluation

## In case of a re-evaluation process the impact resulting from the changes having been applied to the product shall be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.

## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore, the following chapters should not mention the previous TOE to obtain a consistent description allowing further re-evaluation processes.

## The current evaluation process is not a re-evaluation process.
2 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [CC_P1], [CC_P2] and [CC_P3]) and the Common Evaluation Methodology (see [CEM]). The subject of the current report is the assessment of the Security Target for the TOE as required by the Assurance Class ASE. This Assurance Class comprises the following Assurance Families: ASE_CCL, ASE_ECD, ASE_INT, ASE_OBJ, ASE_REQ, ASE_SPD and ASE_TSS, whereby the families ASE_OBJ, ASE_REQ and ASE_TSS define more than one Assurance Components, being dependent on the evaluation assurance package chosen.

The following Scheme Interpretations AIS ##.... were used in the course of this evaluation task.

Please note that the sequence of the assurance families below does not stick to the alphabetic, but to the logical order as used in [CEM], chap. 10.
The Developer Action Elements
 required for the developer are the following:

ASE_INT.1.1D

ASE_CCL.1.1D

ASE_CCL.1.2D

ASE_SPD.1.1D

ASE_OBJ.1.1D

ASE_OBJ.2.1D

ASE_OBJ.2.2D

ASE_ECD.1.1D

ASE_ECD.1.2D

ASE_REQ.1.1D

ASE_REQ.1.2D

ASE_REQ.2.1D

ASE_REQ.2.2D

ASE_TSS.1.1D

ASE_TSS.2.1D.

The following contributions were provided:


##Title ST, [ST],


the PP(s) [PP_1], [PP_2], … that the ST claims conformance to,


the package(s) [AP_1], [AP_2], …that the ST claims conformance to.
There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a re-evaluation: The evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.

3 Evaluation Objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether the ST is sound and internally consistent. This is important, as the ST represents a special description form of the general security policy for the TOE and is used as the basis of the entire evaluation process. Additionally, if the ST is based on one or more PPs or packages, the objective of this particular Single Evaluation Report is to find out, whether the ST is a correct instantiation of these PPs and packages. These properties are necessary for the ST to be suitable for use as the basis for a TOE evaluation.
Hereby the requirements given by the Common Criteria, [CC_P3] are to apply.
In detail, the following assurance components
 are analysed in this report:

	ASE_INT.1
	ST introduction

	ASE_CCL.1
	Conformance claims

	ASE_SPD.1
	Security problem definition

	ASE_OBJ.1
	Security objectives for the operational environment

	ASE_OBJ.2
	Security objectives

	ASE_ECD.1
	Extended components definition

	ASE_REQ.1
	Stated security requirements

	ASE_REQ.2
	Derived security requirements

	ASE_TSS.1
	TOE summary specification


According to the Common Criteria, Part 3 these assurance components
 imply the following dependencies:
	ASE_INT.1
	No dependencies

	ASE_CCL.1
	ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.1 Stated security requirements ##or ASE_REQ.2 Derived security requirements

	ASE_SPD.1
	No dependencies

	ASE_OBJ.1
	No dependencies

	ASE_OBJ.2
	ASE_SPD.1 Security problem definition

	ASE_ECD.1
	No dependencies

	ASE_REQ.1
	ASE_ECD.1 Extended components definition

	ASE_REQ.2
	ASE_OBJ.2 Security objectives
ASE_ECD.1 Extended components definition

	ASE_TSS.1
	ASE_INT.1 ST introduction
ASE_REQ.1 Stated security requirements ##or ASE_REQ.2 Derived security requirements


4 Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [CEM]. The examinations conducted in this report are grouped into work units according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [CC_P3].

An evaluator action element shall be applied to the content and presentation of evidence element.
 The relevant application instructions are given in the respective work units as shown below:

	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement
	related evaluator work units according to [CEM]
	Verdict

	
	ASE_INT.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_INT.1.1C
	
	ASE_INT.1-1
	

	
	
ASE_INT.1.2C
	
	ASE_INT.1-2
	

	
	
ASE_INT.1.3C
	
	ASE_INT.1-3
	

	
	

	
	ASE_INT.1-4
	

	
	
ASE_INT.1.4C
	
	ASE_INT.1-5
	

	
	
ASE_INT.1.5C
	
	ASE_INT.1-6
	

	
	
	
	ASE_INT.1-7
	

	
	
ASE_INT.1.6C
	
	ASE_INT.1-8
	

	
	
ASE_INT.1.7C
	
	ASE_INT.1-9
	

	
	
ASE_INT.1.7C
	
	ASE_INT.1-10
	

	
	ASE_INT.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_INT.1-11
	

	
	ASE_CCL.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_CCL.1.1C
	
	ASE_CCL.1-1
	

	
	
ASE_CCL.1.2C
	
	ASE_CCL.1-2
	

	
	
ASE_CCL.1.3C
	
	ASE_CCL.1-3
	

	
	
ASE_CCL.1.4C
	
	ASE_CCL.1-4
	

	
	
	
	ASE_CCL.1-5
	

	
	
ASE_CCL.1.5C
	
	ASE_CCL.1-6
	

	
	
	
	ASE_CCL.1-7
	

	
	
ASE_CCL.1.6C
	
	ASE_CCL.1-8
	

	
	
ASE_CCL.1.7C
	
	ASE_CCL.1-9
	

	
	
ASE_CCL.1.8C
	
	ASE_CCL.1-10
	

	
	
ASE_CCL.1.9C
	
	ASE_CCL.1-11
	

	
	
ASE_CCL.1.10C
	
	ASE_CCL.1-12
	

	
	ASE_SPD.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_SPD.1.1C
	
	ASE_SPD.1-1
	

	
	
ASE_SPD.1.2C
	
	ASE_SPD.1-2
	

	
	
ASE_SPD.1.3C
	
	ASE_SPD.1-3
	

	
	
ASE_SPD.1.4C
	
	ASE_SPD.1-4
	

	
	ASE_OBJ.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_OBJ.1.1C
	
	ASE_OBJ.1-1
	

	
	ASE_OBJ.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_OBJ.2.1C
	
	ASE_OBJ.2-1
	

	
	
ASE_OBJ.2.2C
	
	ASE_OBJ.2-2
	

	
	
ASE_OBJ.2.3C
	
	ASE_OBJ.2-3
	

	
	
ASE_OBJ.2.4C
	
	ASE_OBJ.2-4
	

	
	
ASE_OBJ.2.5C
	
	ASE_OBJ.2-5
	

	
	
ASE_OBJ.2.6C
	
	ASE_OBJ.2-6
	

	
	ASE_ECD.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_ECD.1.1C
	
	ASE_ECD.1-1
	

	
	
ASE_ECD.1.2C
	
	ASE_ECD.1-2
	

	
	
ASE_ECD.1.3C
	
	ASE_ECD.1-3
	

	
	
	
	ASE_ECD.1-4
	

	
	
ASE_ECD.1.4C
	
	ASE_ECD.1-5
	

	
	
	
	ASE_ECD.1-6
	

	
	
	
	ASE_ECD.1-7
	

	
	
	
	ASE_ECD.1-8
	

	
	
	
	ASE_ECD.1-9
	

	
	
	
	ASE_ECD.1-10
	

	
	
	
	ASE_ECD.1-11
	

	
	
ASE_ECD.1.5C
	
	ASE_ECD.1-12
	

	
	ASE_ECD.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_ECD.1-13
	

	
	ASE_REQ.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_REQ.1.1C
	
	ASE_REQ.1-1
	

	
	
	
	ASE_REQ.1-2
	

	
	
ASE_REQ.1.2C
	
	ASE_REQ.1-3
	

	
	
ASE_REQ.1.3C
	
	ASE_REQ.1-4
	

	
	
ASE_REQ.1.4C
	
	ASE_REQ.1-5
	

	
	
	
	ASE_REQ.1-6
	

	
	
	
	ASE_REQ.1-7
	

	
	
	
	ASE_REQ.1-8
	

	
	
ASE_REQ.1.5C
	
	ASE_REQ.1-9
	

	
	
ASE_REQ.1.6C
	
	ASE_REQ.1-10
	

	
	ASE_REQ.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_REQ.2.1C
	
	ASE_REQ.2-1
	

	
	
	
	ASE_REQ.2-2
	

	
	
ASE_REQ.2.2C
	
	ASE_REQ.2-3
	

	
	
ASE_REQ.2.3C
	
	ASE_REQ.2-4
	

	
	
ASE_REQ.2.4C
	
	ASE_REQ.2-5
	

	
	
	
	ASE_REQ.2-6
	

	
	
	
	ASE_REQ.2-7
	

	
	
	
	ASE_REQ.2-8
	

	
	
ASE_REQ.2.5C
	
	ASE_REQ.2-9
	

	
	
ASE_REQ.2.6C
	
	ASE_REQ.2-10
	

	
	
ASE_REQ.2.7C
	
	ASE_REQ.2-11
	

	
	
ASE_REQ.2.8C
	
	ASE_REQ.2-12
	

	
	
ASE_REQ.2.9C
	
	ASE_REQ.2-13
	

	
	ASE_TSS.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_TSS.1.1C
	
	ASE_TSS.1-1
	

	
	ASE_TSS.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_TSS.1-2
	


5 Evaluation results

Summary Verdict for the Assurance Class ASE:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ASE) is assessed with PASS.

##if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1
 respective ASE_OBJ.2, ASE_ECD.1, ASE_REQ.1
 respective ASE_REQ.2, and ASE_TSS.1. For further details please refer to sec. 5.11, 5.12 and 5.13 below.

Result Overview
:

	Evaluation Aspect
	Result

	

ASE_INT.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_INT.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_INT.1.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_CCL.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_CCL.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_SPD.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_SPD.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_OBJ.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_OBJ.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_OBJ.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_OBJ.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_ECD.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_ECD.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_ECD.1.2E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_REQ.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_REQ.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_REQ.2
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_REQ.2.1E
	##PASS ##FAIL ##INCONCLUSIVE

	

ASE_TSS.1
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_TSS.1.1E
	##PASS ##FAIL ##INCONCLUSIVE

	


ASE_TSS.1.2E
	##PASS ##FAIL ##INCONCLUSIVE


5.1 ASE_INT.1 ST Introduction
Summary Verdict for the Assurance Component ASE_INT.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_INT.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.1.1 ASE_INT.1.1E

Evaluator action element:

ASE_INT.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_INT.1.1C
The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE description.
ASE_INT.1.2C
The ST reference shall uniquely identify the ST.

ASE_INT.1.3C
The TOE reference shall identify the TOE.

ASE_INT.1.4C
The TOE overview shall summarise the usage and major security features of the TOE.

ASE_INT.1.5C
The TOE overview shall identify the TOE type.

ASE_INT.1.6C
The TOE overview shall identify any non-TOE hardware/software/firmware required by the TOE.

ASE_INT.1.7C
The TOE description shall describe the physical scope of the TOE.

ASE_INT.1.8C
The TOE description shall describe the logical scope of the TOE.

Work units:

[ASE_INT.1-1] The evaluator shall check that the ST introduction contains an ST reference, a TOE reference, a TOE overview and a TOE description.
Summary:

The ST reference states “##” as the title of the ST in the current version ##, cf. [ST], sec. ##.

The TOE reference is addressed as “##”, release ##, cf. [ST], sec. ##.

The TOE type is addressed as “##” within the TOE overview, cf. [ST], sec. ##.

The Target of Evaluation (TOE) addressed by the ST is ## representing ##. The TOE provides the following applications / services: ##, cf. [ST], sec. ## (TOE overview) and ## (TOE description).

The Security Target [##] contains the ST introduction part in its section ##.

Analysis:

The following statements as listed below were found within the ST introduction part, sec. ##:

· The ST reference: in sec. ##,

· the TOE reference: in sec. ##,

· the TOE overview: in sec. ##, and

· the TOE description: in sec. ##.

Assessment and Verdict:

The evaluator’s analysis yielded that the information in question is present (##or missing) in the ST (##or cannot be identified by a potential customer).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-2] The evaluator shall examine the ST reference to determine that it uniquely identifies the ST.
Summary:

The evaluator found the related information in ##… . The evaluated items of the representation were the following: ##... .

Analysis:

The ST reference has the following structure: ##

The current ST can be easily distinguished from previous or subsequent versions of the ST by ##.

The current ST can be easily distinguished from security targets of other, similar products by ##.

Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the ST reference (##or not) uniquely identifies the ST.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-3] The evaluator shall examine the TOE reference to determine that it identifies the TOE.
Summary:

The evaluator found the related information in ##… . The evaluated items of the representation were the following ##... .

Analysis:

The TOE reference has the following structure: ##

The complete TOE reference is given by: ## 

and is unique (##or not) for every version of the TOE.

Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE reference (##or not) uniquely identifies the TOE.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-4] The evaluator shall examine the TOE reference to determine that it is not misleading.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The TOE referenced is the entire product ##. Hence, all components of this product constitute the TOE.

##Or: The TOE referenced is part of the product ##. This product consists of the following components ##, whereby the TOE comprises the following subset of them ##. From the logical point of view, the entire product provides the following services, whereby only the following subset of them ## is provided by the TOE.

Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE reference is (##or not) clearly stated and is not (##or is) misleading.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-5] The evaluator shall examine the TOE overview to determine that it describes the usage and major security features of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator analysed the TOE overview and found (##or did not find) a clear statement for the TOE usage and its major security functionality. They are briefly summarized below:
##
The evaluator took the point of view of a potential consumer and analysed the TOE overview from this angle. The TOE overview is obviously (##not) appropriate to enables potential consumers to quickly decide, whether the TOE may be suitable for their security needs.
Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE overview describes the usage and major security features of the TOE. He also confirms (##or disproves) that this description is clear enough for consumers and sufficient to give them a general understanding of the TOE. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-6] The evaluator shall check that the TOE overview identifies the TOE type.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST [##] states the following TOE type: ##.

It is a readily available TOE type which can easily be conceived by potential consumers.
##Or: It is a new / rare TOE type. The question of its easy conceivability by potential consumers will be considered in the next work unit.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE overview identifies a TOE type.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-7] The evaluator shall examine the TOE overview to determine that the TOE type is not misleading.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The TOE type has already been reproduced in the previous work unit. As already stated there, it is a readily available, well-known TOE type which can easily be conceived by potential consumers. Functionality being expected of the TOE because of its TOE type is (##not) also in scope of the evaluation. The TOE is expected to operate in certain operational environments because of its TOE type, and it is (##not) intended to be operated in such a one.
##Or: It is a new / rare TOE type. The developer outlined this TOE type in a way being also understandable for potential consumers: He used for this natural language and no technical/specific terms which could been misunderstood by consumers (##or vice versa). 

## Discussion about discrepancies, if any, between the expected (due to the TOE type) and intended (by ST) TOE security functionality and its operational environment.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE type is not misleading.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-8] The evaluator shall examine the TOE overview to determine that it identifies any non-TOE hardware/software/firmware required by the TOE.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The TOE is ‘self-sufficient’, i.e. is able to run stand-alone and, hence, needn’t to use any additional IT components. 
##Or: The developer provided a list of the TOE external IT components needed for its operation. The evaluator analysed these components and came to the conclusion ##
Then the evaluator considered the relevant developer’s description from the angle of view of potential consumer. The evaluator is of opinion that the developer’s statement makes it possible (##impossible) for potential consumers to decide, if their current IT components support use of the TOE, or which additional components are needed.

Assessment and Verdict:

The TOE can be operated without any additional TOE-external IT components. Hence, the current work unit is not applicable and is considered to be satisfied.

##Or: The TOE overview identifies (##not) all additional hardware, software, and firmware needed by the TOE to operate. The list of additional hardware, software, or firmware needed to operate the TOE is (##not) detailed enough in order to makes it possible for potential consumers to decide, if their current IT components support use of the TOE, or which additional components are needed.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-9] The evaluator shall examine the TOE description to determine that it describes the physical scope of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

All physical parts constituting the TOE are listed in [ST], sec. ## (##or: are cited below:)
The evaluator analysed this list and did not find any component which seems to be missing.

##Or: The evaluator analysed this list and is of the opinion that the following components are missing: ##.

##Or: The evaluator analysed this list and cannot determine due to lack of details, whether the following components belong to the TOE or not: ##.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the list of parts constituting the TOE is complete.
The evaluator confirms (##or disproves) that the description of each part is clear and detailed enough in order (i) to give a general understanding what these parts are and (ii) to determine, whether a part belongs to the TOE or not.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-10] The evaluator shall examine the TOE description to determine that it describes the logical scope of the TOE.
The current work unit deals with the logical security features offered by the TOE, i.e. those security features being in scope of the evaluation. It does not explicitly deal with any security feature may be implemented by the TOE, but being not in the scope of evaluation. Logical security features offered by the TOE are to understand as TOE security services.

Summary:

The evaluator found the related information in ##… .

Analysis:

The logical scope of the TOE is stated in [ST], sec. ## by itemizing the TOE security services being in scope of the evaluation (##or: is cited below:)
The evaluator analysed this list and did not find any TOE security services which seems to be missing.

##Or: The evaluator analysed this list and is of the opinion that the following TOE security services are missing: ##.

##Or: The evaluator analysed this list and cannot determine due to lack of details, whether the following TOE security services are part of the evaluated functionality or not: ##.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the list of logical security features offered by the TOE (TOE security services) is complete.
The evaluator confirms (##or disproves) that the description of each TOE security service is clear and detailed enough in order (i) to give a general understanding what services offer and (ii) to determine, whether a service is in scope of the evaluation or not.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_INT.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.1.2 ASE_INT.1.2E

Evaluator action element:

ASE_INT.1.2E
The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description are consistent with each other.
Content and presentation of evidence elements:


No element assigned.
Work units:

[ASE_INT.1-11] The evaluator shall examine the TOE reference, TOE overview and TOE description to determine that they are consistent with each other.
Summary:

The evaluator found that the TOE reference, TOE overview and TOE description as considered in the previous work units are (##not) consistent with each other.

Analysis:

In order to facilitate the relevant analysis and to produce verifiable evidence, the evaluator created the following table:
	Statement in the TOE overview
(major security feature),
[ST], sec. ##
	Statement in the TOE description
(the logical scope of the TOE),
[ST], sec. ##
	Evaluator’s Comments

	##
	##
	##

	##
	##
	##

	…
	
	


Table 1: TOE overview and description consistency

Assessment and Verdict:

The evaluator has examined the facts stated in the TOE overview and confirms (##or disproves) that they are consistent with the facts stated in the TOE description, especially, the overview does not state any TOE security feature being not addressed in the TOE description.

The evaluator confirms (##or disproves) that the TOE reference, TOE overview, and TOE description are consistent with each other.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_INT.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.2 ASE_CCL.1 Conformance claims
Summary Verdict for the Assurance Component ASE_CCL.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_CCL.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.2.1 ASE_CCL.1.1E

Evaluator action element:

ASE_CCL.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_CCL.1.1C
The conformance claim shall contain a CC conformance claim that identifies the version of the CC to which the ST and the TOE claim conformance. 

ASE_CCL.1.2C
The CC conformance claim shall describe the conformance of the ST to CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.
ASE_CCL.1.3C
The CC conformance claim shall describe the conformance of the ST to CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.
ASE_CCL.1.4C
The CC conformance claim shall be consistent with the extended components definition.
ASE_CCL.1.5C
The conformance claim shall identify all PPs and security requirement packages to which the ST claims conformance.
ASE_CCL.1.6C
The conformance claim shall describe any conformance of the ST to a package as either package-conformant or package-augmented.
ASE_CCL.1.7C
The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type in the PPs for which conformance is being claimed.
ASE_CCL.1.8C
The conformance claim rationale shall demonstrate that the statement of the security problem definition is consistent with the statement of the security problem definition in the PPs for which conformance is being claimed.
ASE_CCL.1.9C
The conformance claim rationale shall demonstrate that the statement of security objectives is consistent with the statement of security objectives in the PPs for which conformance is being claimed.
ASE_CCL.1.10C
The conformance claim rationale shall demonstrate that the statement of security requirements is consistent with the statement of security requirements in the PPs for which conformance is being claimed.
Work units:

[ASE_CCL.1-1] The evaluator shall check that the conformance claim contains a CC conformance claim that identifies the version of the CC to which the ST and the TOE claim conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim cited above identifies the version of the CC having been used for developing the ST by ##. 

This identification cannot (##or can) be confused with any other instantiation of the CC.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim is present in the ST.
The evaluator confirms (##or disproves) that the version of the CC to which the ST and the TOE claim conformance is unambiguously identified.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-2] The evaluator shall check that the CC conformance claim states a claim of either CC Part 2 conformant or CC Part 2 extended for the ST.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim declares the ST being CC part 2 conformant (##or CC part 2 extended). 

##Or: The evaluator did not find any clear statement of this.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim states a claim of CC Part 2 conformant (##or CC Part 2 extended) for the ST.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-3] The evaluator shall check that the CC conformance claim states a claim of either CC Part 3 conformant or CC Part 3 extended for the ST.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim declares the ST being CC part 3 conformant (##or CC part 3 extended). 

##Or: The evaluator did not find any clear statement of this.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim states a claim of CC Part 3 conformant (##or CC Part 3 extended) for the ST.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-4] The evaluator shall examine the CC conformance claim for CC Part 2 to determine that it is consistent with the extended components definition.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-2 above.

Analysis:

The CC conformance claim declares the ST being CC part 2 conformant (##or CC part 2 extended). 

The evaluator referred to sec. ## of [ST], where extended components definition is treated and found the following functional requirements being not defined in CC part 2: ##.

Then, he checked sec. ## of [ST] (security functional requirements) and found no additional functional requirements being neither in CC part 2 nor in ASE_ECD (##or he found the following additional functional requirements being neither in CC part 2 nor in ASE_ECD: ##).

Assessment and Verdict:

The evaluator confirms that the ST is CC Part 2 conformant. The extended components definition (ASE_ECD) does not define and the security requirements (ASE_REQ) do not use any additional functional components.

##Or: The evaluator confirms that the ST is CC Part 2 extended. The extended components definition (ASE_ECD) defines at least one extended functional component.

The evaluator confirms (##or disproves) that ASE_ECD and ASE_REQ parts of the ST do not contradict this conclusion.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-5] The evaluator shall examine the CC conformance claim for CC Part 3 to determine that it is consistent with the extended components definition.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-3 above.

Analysis:

The CC conformance claim declares the ST being CC part 3 conformant (##or CC part 3 extended). 

The evaluator referred to sec. ## of [ST], where extended components definition is treated, and found no additional (##or the following) assurance requirements being not defined in CC part 3: ##.

Then, he checked sec. ## of [ST] (security assurance requirements) and found no additional assurance requirements being neither in CC part 3 nor in ASE_ECD (##or he found the following additional assurance requirements being neither in CC part 3 nor in ASE_ECD: ##).

Assessment and Verdict:

The evaluator confirms that the ST is CC Part 3 conformant. The extended components definition (ASE_ECD) does not define and the security requirements (ASE_REQ) do not use any additional assurance components.

##Or: The evaluator confirms that the ST is CC Part 3 extended. The extended components definition (ASE_ECD) defines at least one extended assurance component.

The evaluator confirms (##or disproves) that ASE_ECD and ASE_REQ parts of the ST do not contradict this conclusion.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-6] The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the ST claims conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST [##] is declared to be conformant with the following Protection Profiles: ##

##Or: The ST [##] does not declare conformance with any Protection Profile.

Assessment and Verdict:

The evaluator confirms (##or disproves) that conformance claim contains a PP claim that identifies all PPs for which the ST claims conformance.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-7] The evaluator shall check that the conformance claim contains a package claim that identifies all packages to which the ST claims conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST [##] is declared to be conformant to the following assurance packages: ##

##Or: The ST [##] does not declare conformance to any assurance package.

The ST [##] is declared to be conformant to the following functional packages: ##

##Or: The ST [##] does not declare conformance to any functional package.

Assessment and Verdict:

The evaluator confirms (##or disproves) that conformance claim contains a package claim that identifies all packages to which the ST claims conformance.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-8] The evaluator shall check that, for each identified package, the conformance claim states a claim of either package-name conformant or package-name augmented.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The ST is declared to be conformant to ## assurance package augmented by ## assurance components. These components are (##not) defined in CC part 3.

There are no (##the following) additional assurance requirement (being not defined in CC part 3) in the ST, cf. work unit ASE_CCL.1-5. The evaluator checked sec. ## of ST (security assurance requirements) and found the components ## being additional comparing with the definition of the ## assurance package.
The ST is declared to be conformant to ## functional package augmented by ## functional components. These components are (##not) defined in CC part 2.

There are no (##the following) additional functional requirement (being not defined in CC part 2) in the ST, cf. work unit ASE_CCL.1-4. The evaluator checked sec. ## of ST (security functional requirements) and found the components ## being additional comparing with the definition of the ## functional package.

Assessment and Verdict:

The evaluator confirms that the ST conformance to the packages is as follows:

· to the assurance package ##: package-name augmented (##or package-name conformant);

· no functional packages were defined in the ST (##or to the functional package ##: package-name conformant (##or augmented)).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-9] The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is consistent with all TOE types of the PPs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the PP [##] to which the ST is claimed to be conformant. The TOE type stated there in introduction, sec. ## of [##PP] is ##.

The TOE type stated in sec. ## of [##ST] is ## (cf. ASE_INT.1-6).

##Discussion about the relationships between these TOE types (ST vs. PP).

Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE type stated in the ST is consistent with the TOE types stated in the PP(s) to which the ST is claimed to be conformant.
##Or: the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-10] The evaluator shall examine the conformance claim rationale to determine that it demonstrates that the statement of security problem definition is consistent, as defined by the conformance statement of the PP, with the statements of security problem definition stated in the PPs to which conformance is being claimed.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the PP [##] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict (##or demonstrable) one.

Then the evaluator referred to the conformance claim rationale in [##ST], sec. ##, to the SPD in [##ST], chap. ## and to the SPD in [##PP], chap. ##. 

##Discussion about evaluator’s analysis of the relevant statements there ## (about threats, OSPs and assumptions).
The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [##ST], sec. ##.

Assessment and Verdict:

##In case of the strict conformance, the evaluator shall assess, whether 

– the PPs threats are a subset of the ST threats,

– the PPs OSPs are a subset of the ST OSPs, and

– the PPs assumptions are identical
 to the ST assumptions.

##In case of the demonstrable conformance, the evaluator shall assess, whether the security problem definition of the ST is ‘equivalent or more restrictive’ than the security problem definition in the PPs.

The evaluator confirms (##or disproves) that the conformance claim rationale demonstrates that the statement of security problem definition is consistent, as defined by the conformance statement of the PP, with the statements of security problem definition stated in the PPs to which conformance is being claimed.
##Or: If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be satisfied.
##Or: If the PPs to which the ST is claimed to be conformant are Low Assurance PPs, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-11] The evaluator shall examine the conformance claim rationale to determine that the statement of security objectives is consistent, as defined by the conformance statement of the PP, with the statement of security objectives in the PPs to which conformance is being claimed.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The evaluator referred to the PP [##] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict (##or demonstrable) one.

Then the evaluator referred to the conformance claim rationale in [##ST], sec. ##, to the statement of security objectives in [##ST], chap. ## and to the statement of security objectives in [##PP], chap. ##. 

##Discussion about evaluator’s analysis of the relevant statements there ## (about the security objectives for the TOE and the security objectives for its operational environment).

The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [##ST], sec. ##.

Assessment and Verdict:

##In case of the strict conformance, the evaluator shall assess, whether 

– the PPs security objectives for the TOE are a subset of the ST equivalent, and,

– the PPs security objectives for the operational environment are identical
 to the ST equivalent.

##In case of the demonstrable conformance, the evaluator shall assess, whether the statement of security objectives of the ST is ‘equivalent or more restrictive’ than the equivalent in the PPs.

The evaluator confirms (##or disproves) that the conformance claim rationale to determine that the statement of security objectives is consistent, as defined by the conformance statement of the PP, with the statement of security objectives in the PPs.
##Or: If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-12] The evaluator shall examine the ST to determine that it is consistent, as defined by the conformance statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-10.

Analysis:

The evaluator referred to the PP [##] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict (##or demonstrable) one.

Then the evaluator referred to the conformance claim rationale in [##ST], sec. ##, to the statement of security requirements in [##ST], chap. ## and to the statement of security requirements in [##PP], chap. ##. 

##Discussion about evaluator’s analysis of the relevant statements there ## (about the functional and assurance security requirements).

The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [##ST], sec. ##.

Assessment and Verdict:

##In case of the strict conformance, the evaluator shall assess, whether 

– the PPs security requirements for the TOE are a subset of the ST equivalent.

##In case of the demonstrable conformance, the evaluator shall assess, whether the statement of security requirements of the ST is ‘equivalent or more restrictive’ than the equivalent in the PPs.

The evaluator confirms (##or disproves) that the ST is consistent, as defined by the conformance statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
##Or: If the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_CCL.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.3 ASE_SPD.1 Security problem definition
Summary Verdict for the Assurance Component ASE_SPD.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_SPD.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.3.1 ASE_SPD.1.1E

Evaluator action element:

ASE_SPD.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_SPD.1.1C
The security problem definition shall describe the threats.

ASE_SPD.1.2C
All threats shall be described in terms of a threat agent, an asset, and an adverse action.

ASE_SPD.1.3C
The security problem definition shall describe the OSPs.

ASE_SPD.1.4C
The security problem definition shall describe the assumptions about the operational environment of the TOE.

Work units:

[ASE_SPD.1-1] The evaluator shall check that the security problem definition describes the threats.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the treats that must be countered by the TOE and its operational environment. They are cited below:
a) TOE

##T.1:

##T.2:

b) Operational environment

##T.3:

##T.4:

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the threats.
##Or: All security objectives are derived from assumptions and/or OSPs only; hence, the statement of threats is not (and need not be) present in the ST. Thus, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_SPD.1-2] The evaluator shall examine the security problem definition to determine that all threats are described in terms of a threat agent, an asset, and an adverse action.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The evaluator analysed each of the threats identified in order to determine, whether they are defined in terms of asset, agent and adverse action. The result of this analysis is represented in the table below. This table lists all threats identified.

	Threat
(as defined in sec. ## of [##ST])
	Threat Definition
	Asset
(for definitions see sec. ## of [##ST])
	Agent
(for definitions see sec. ## of [##ST])
	Attack

	T.1 ##
	##
	##
	##
	##

	…
	
	
	
	


Table 2: Threats
Assessment and Verdict:

The evaluator confirms (##or disproves) that all threats are described in terms of a threat agent, an asset, and an adverse action.
##Or: All security objectives are derived from assumptions and/or OSPs only; hence, the statement of threats is not present in the ST. Thus, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_SPD.1-3] The evaluator shall examine that the security problem definition describes the OSPs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the OSPs that must be met by the TOE and its operational environment. They are cited below:

a) TOE

##P.1:

##P.2:

b) Operational environment

##P.3:

##P.4:

The evaluator analysed each of the OSP described in order to determine, whether they are defined in terms of rules, procedures or guidelines. He paid a special attention to the question whether each OSP is explained and/or interpreted in sufficient detail to permit tracing security objectives to them. The evaluator is of opinion that the following OSPs are not sufficiently described in [##ST]:

## 

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the OSPs.
Based on the analysis above, the evaluator confirms (##or disproves) that each OSP is stated in terms of rules, procedures or guidelines and explained and/or interpreted in sufficient detail to permit tracing security objectives to them.

##Or: All security objectives are derived from assumptions and/or threats only; hence, the statement of OSPs is not (and need not be) present in the ST. Thus, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_SPD.1-4] The evaluator shall examine the security problem definition to determine that it describes the assumptions about the operational environment of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the assumptions that must be fulfilled by the TOE’s operational environment. They are cited below:

##A.1:

##A.2:

The evaluator analysed each of the assumption described in order to determine, whether it is sufficiently explained to enable consumers to determine that their operational environment matches the assumption. The evaluator is of opinion that the following assumptions are not sufficiently described in [##ST]:

## 

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the assumptions.
Based on the analysis above, the evaluator confirms (##or disproves) that each assumption is sufficiently explained to enable consumers to determine that their operational environment matches the assumption.

##Or: All security objectives are derived from threats and/or OSPs only; hence, the statement of assumptions is not (and need not be) present in the ST. Thus, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_SPD.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.4 ASE_OBJ.1 Security objectives for the operational environment
Summary Verdict for the Assurance Component ASE_OBJ.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_OBJ.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.4.1 ASE_OBJ.1.1E

Evaluator action element:

ASE_OBJ.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_OBJ.1.1C
The statement of security objectives shall describe the security objectives for the operational environment. 

Work units:

[ASE_OBJ.1-1] The evaluator shall check that the statement of security objectives defines the security objectives for the operational environment.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST defines the security objectives for the operational environment. They are cited below:

##OE.1:

##OE.2:

The evaluator analysed each of the security objectives for the operational environment described in order to determine, whether they are clear and understandable for a potential consumer. The evaluator is of opinion that the following security objectives for the operational environment are not sufficiently described in [##ST]:

## 

Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security objectives defines the security objectives for the operational environment.
Based on the analysis above, the evaluator confirms (##or disproves) that each security objective for the operational environment is stated in a clear and understandable way.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_OBJ.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.5 ASE_OBJ.2 Security objectives
Summary Verdict for the Assurance Component ASE_OBJ.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_OBJ.2. This result is based on the results provided by the evaluator actions and performed work units below.
5.5.1 ASE_OBJ.2.1E

Evaluator action element:

ASE_OBJ.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_OBJ.2.1C
The statement of security objectives shall describe the security objectives for the TOE and the security objectives for the operational environment.

ASE_OBJ.2.2C
The security objectives rationale shall trace each security objective for the TOE back to threats countered by that security objective and OSPs enforced by that security objective.

ASE_OBJ.2.3C
The security objectives rationale shall trace each security objective for the operational environment back to threats countered by that security objective, OSPs enforced by that security objective, and assumptions upheld by that security objective.

ASE_OBJ.2.4C
The security objectives rationale shall demonstrate that the security objectives counter all threats. 

ASE_OBJ.2.5C
The security objectives rationale shall demonstrate that the security objectives enforce all OSPs.

ASE_OBJ.2.6C
The security objectives rationale shall demonstrate that the security objectives for the operational environment uphold all assumptions.

Work units:

[ASE_OBJ.2-1] The evaluator shall check that the statement of security objectives defines the security objectives for the TOE and the security objectives for the operational environment.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST defines the security objectives for the TOE. They are cited below:

##OT.1:

##OT.2:

The ST describes defines the security objectives for the operational environment. They are cited below:

##OE.1:

##OE.2:

The categorisation of the security objectives according to their assignment either to the TOE or to its operational environment is made noticeable by the objective identifier (## or by other means): ##.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security objectives defines the security objectives for the TOE and the security objectives for the operational environment.
The evaluator confirms (##or disproves) that each security objective can unambiguously be assigned either to the security objectives for the TOE or to them for its operational environment.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_OBJ.2-2] The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back to threats countered by the objectives and/or OSPs enforced by the objectives.
Summary:

The evaluator found the related information in ##… .

Analysis:

##The overview given by the developer shows how the security problem definition is covered by the security objectives (TOE and environment). This overview comprises, amongst other, all security objectives for the TOE, and (##not) each such security objective is traced back to either a threat or an OSP.
The following security objectives for the TOE are not traced back to the SPD-statement: ##

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security objectives rationale traces all security objectives for the TOE back to threats countered by the objectives and/or OSPs enforced by the objectives.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_OBJ.2-3] The evaluator shall check that the security objectives rationale traces the security objectives for the operational environment back to threats countered by that security objective, to OSPs enforced by that security objective, and to assumptions upheld by that security objective.
Summary:

The evaluator found the related information in ##… .

Analysis:

##The overview given by the developer shows how the security problem definition is covered by the security objectives (TOE and environment). This overview comprises, amongst other, all security objectives for the TOE’s operational environment, and (##not) each such security objective is traced back to either a threat or an OSP or an assumption.
The following security objectives for the operational environment are not traced back to the SPD-statement: ##

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security objectives rationale traces all security objectives for the TOE’s operational environment back to threats countered by that security objective, to OSPs enforced by that security objective, and to assumptions upheld by that security objective.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_OBJ.2-4] The evaluator shall examine the security objectives rationale to determine that it justifies for each threat that the security objectives are suitable to counter that threat.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each threat.
In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [ST], where the threats are identified, and determined that (##not) all threats identified are also addressed in the justification.

Then the evaluator analysed – for each threat – the justification discussion given by the developer: ##please state here how the evaluator performed this sufficiency, necessity and suitability analysis.

Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no threats (##or: there are threats) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each threat is removed, sufficiently diminished or mitigated, if all security objectives traced back to the threat are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the threats actually contributes to their removing, diminishing or mitigating, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies for each threat that the security objectives are suitable to counter the threats.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_OBJ.2-5] The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that the security objectives are suitable to enforce that OSP.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each OSP.

In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [##ST], where the OSPs are defined, and determined that (##not) all OSPs defined are also addressed in the justification.

Then the evaluator analysed – for each OSP – the justification discussion given by the developer: ##please state here how the evaluator performed this sufficiency and necessity analysis.

Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no OSPs (##or: there are OSPs) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each OSP is enforced, if all security objectives traced back to the OSP are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the OSPs actually contributes to their enforcing, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies that the security objectives are suitable to enforce the OSPs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_OBJ.2-6] The evaluator shall examine the security objectives rationale to determine that for each assumption for the operational environment it contains an appropriate justification that the security objectives for the operational environment are suitable to uphold that assumption.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each assumption.

In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [##ST], where the assumptions are made, and determined that (##not) all assumptions made are also addressed in the justification.

Then the evaluator analysed – for each assumption – the justification discussion given by the developer: ##please state here how the evaluator performed this sufficiency and necessity analysis.

Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no assumptions (##or: There are assumptions) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each assumption is upheld by the operational environment, if all security objectives traced back to the assumption are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the assumptions actually contributes to their upholding, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies that the security objectives for the operational environment are suitable to uphold the assumptions.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_OBJ.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.6 ASE_ECD.1 Extended components definition
Summary Verdict for the Assurance Component ASE_ECD.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_ECD.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.6.1 ASE_ECD.1.1E

Evaluator action element:

ASE_ECD.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_ECD.1.1C
The statement of security requirements shall identify all extended security requirements.
ASE_ECD.1.2C
The extended components definition shall define an extended component for each extended security requirement.
ASE_ECD.1.3C
The extended components definition shall describe how each extended component is related to the existing CC components, families, and classes.
ASE_ECD.1.4C
The extended components definition shall use the existing CC components, families, classes, and methodology as a model for presentation.
ASE_ECD.1.5C
The extended components shall consist of measurable and objective elements such that conformance or nonconformance to these elements can be demonstrated.
Work units:

[ASE_ECD.1-1] The evaluator shall check that all security requirements in the statement of security requirements that are not identified as extended requirements are present in CC Part 2 or in CC Part 3.
Summary:

The evaluator referred to the statement of security requirements (chap. ## of [##ST]) in order to determine, which art of identification for the extended components, if any, is used by the developer: ##

Then, evaluator referred to the results of the work units ASE_CCL.1-4 and ASE_CCL.1-5: ##

Analysis:

In order to perform the analysis the evaluator compared each single component used by the ST (chap. ## ‘statement of security requirements’) with the related component, if any, defined in CC Part 2 and Part 3.

a) Assurance components

Concerning the assurance components the evaluator referred to the statement of the security assurance requirements (sec. ## of [##ST]).

##Please, analysis for the assurance components here.
b) Functional components

Concerning the functional components the evaluator referred to the statement of the security functional requirements (sec. ## of [##ST]).
In order to make this analysis traceable the evaluator decided to create the following table, which he will also continue to use (in the work units ASE_REQ.n-4 to ASE_REQ.n-9; though it is not necessary in the current work unit, the evaluator uses the ‘element’ level of detail here in order to reuse the table later on).

	#
	Functional elements (identifiers) used in [ST], sec. ##
	Presence of the related component in
[CC Part 2], sec. #
	Comments

	1
	##
	##
	-

	2
	##
	-
	declared as extended in the ST

	3
	…
	
	


Table 3: SFRs used
Since the set of functional security requirements chosen does contain only functional components of CC Part 2 and the developer has not declared them as extended, the current fork unit is partially fulfilled for the functional components.
##Or: Since the set of functional security requirements chosen also contains functional components being not in CC Part 2 and the developer has declared them as extended, the current fork unit is partially fulfilled for the functional components.

Assessment and Verdict:

Based on the analysis above the evaluator determines that 
· there is no (##or: there is) functional component used in the ST being either {as not extended declared and not in the CC Part 2} or {as extended declared and in the CC Part 2}. Therefore, the current fork unit is partially (##not) fulfilled for the functional components.

· there is no (##or: there is) assurance component used in the ST being either {as not extended declared and not in the CC Part 3} or {as extended declared and in the CC Part 3}. Therefore, the current fork unit is partially (##not) fulfilled for the assurance components.

Since the current fork unit is partially (##not) fulfilled for the assurance and for the functional components, the evaluator decided that the current work unit is also (##not) fulfilled as a whole (pass / ##fail).

Further, since this work unit is (##not) fulfilled and the work units ASE_CCL.1-4 and ASE_CCL.1-5 determined that there is (##not) at least one extended component used within the PP, the evaluator determines that the PP definitely uses (##does not use) one extended component.

Hence, the evaluator decided that the remaining work units of the assurance family ASE_ECD are (##not) applicable and have (##not) to be performed.

[ASE_ECD.1-2] The evaluator shall check that the extended components definition defines an extended component for each extended security requirement.
Summary:

The evaluator found the related information in ##… . 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

The activity in the context of the previous work unit showed that the following extended functional components are used in the statement of security requirements:

##

The ST does not use any extended assurance component (##or also a list here, please).

The evaluator then referred to sec. ## of [##ST] and found, (##not) for each extended component listed above, that it is defined there. 
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition defines an extended component for each extended security requirement.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-3] The evaluator shall examine the extended components definition to determine that it describes how each extended component fits into the existing CC components, families, and classes.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each extended component concerning the question how they fit into the existing CC structure.

The activity in the context of the previous work unit showed that the following extended components were defined in the ST:

	#
	Extended component as defined in sec. ## of [ST]
	Is the related family in the CC catalogues (Part 2 or Part 3) or not?
	Is the related class in the CC catalogues (Part 2 or Part 3) or not?

	1
	##
	##
	##

	2
	…
	
	

	…
	
	
	


Table 4: Extended components
Ad 1) 

##Please explain here the current assignment and the relationships of the relevant extended component to the existing components, families and classes.

Ad 2)
##Please explain here the current assignment and the relationships of the relevant extended component to the existing components, families and classes. 
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition describes how each extended component fits into the existing CC components, families, and classes.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-4] The evaluator shall examine the extended components definition to determine that each definition of an extended component identifies all applicable dependencies of that component.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each extended component concerning the question whether the dependencies identified are also complete.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended components were defined in the ST with the dependencies as listed below:

	Extended component as defined in sec. ## of [ST]
	Related dependencies as defined in sec. ## of [ST]
	Evaluator’ comments (on plausibility and completeness of the dependencies)

	##
	##
	##

	…
	no dependencies
	##


Table 5: Dependencies of the extended components
The evaluator analysed the definition of each of the extended components and could (##not) follow the developer’s definition. 
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition identifies all applicable dependencies of the components in question.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-5] The evaluator shall examine the extended components definition to determine that each extended functional component uses the existing CC Part 2 components as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each extended functional component concerning the question whether the ST definition uses the relevant CC definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended functional components were defined in the ST:

	#
	Extended functional component as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The definitions of these components in the ST are as follows:

Ad 1) 
##Please cite the definition related here.
##Analysis of the definition concerning conformance to CC Part 2, sec. 7.1.3 ‘Component Structure’ here.
##Analysis of the definition concerning conformance to CC Part 1, sec. 8.1 ‘Operations’, if applicable, here.
##Analysis of the definition concerning conformance to CC Part 2, sec. 7.2.1 ‘Component changes highlighting’, if applicable, here.
Ad 2)
…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended functional components definition uses the existing CC Part 2 components as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-6] The evaluator shall examine the extended components definition to determine that each definition of a new functional family uses the existing CC functional families as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each new functional family as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 2 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new functional families were defined in the ST:

	#
	New functional families as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The specifications of these families in the ST are as follows:

Ad 1) 

##Please cite the specification related here.

##Analysis of the specification concerning conformance to CC Part 2, sec. 7.1.2 ‘Family Structure’ here.
Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new functional family uses the existing CC functional families as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-7] The evaluator shall examine the extended components definition to determine that each definition of a new functional class uses the existing CC functional classes as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each new functional class as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 2 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new functional classes were defined in the ST:

	#
	New functional classes as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The specifications of these classes in the ST are as follows:

Ad 1) 

##Please cite the specification related here.

##Analysis of the specification concerning conformance to CC Part 2, sec. 7.1.1 ‘Class Structure’ here.
Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new functional class uses the existing CC functional classes as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-8] The evaluator shall examine the extended components definition to determine that each definition of an extended assurance component uses the existing CC Part 3 components as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each extended assurance component concerning the question whether the ST definition uses the relevant CC definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended assurance components were defined in the ST:

	#
	Extended assurance component as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The definitions of these components in the ST are as follows:

Ad 1) 

##Please cite the definition related here.

##Analysis of the definition concerning conformance to CC Part 3, sec. 7.1.3 ‘Assurance Component Structure’ here.
##Analysis of the definition concerning conformance to CC Part 1, sec. 8.1 ‘Operations’, if applicable, here.
Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended assurance components definition uses the existing CC Part 3 components as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-9] The evaluator shall examine the extended components definition to determine that, for each defined extended assurance component, applicable methodology has been provided.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each extended assurance component concerning the question whether the ST definition also comprises an appropriate evaluation methodology for each related evaluator action element. 

The activity in the context of the work unit ASE_ECD.1-8 showed that the following extended assurance components were defined in the ST with related evaluator action elements:

	#
	Extended assurance component as defined in sec. ## of [ST]
	evaluator action element related
	work units related

	1
	##
	##
	##

	2
	…
	
	

	…
	
	
	


Ad 1)

The related evaluator action element is 

##Please cite the definition related here.

The related definition of the work units related to this evaluator action element is:

##Please cite the definition related here.

Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator analysed these definitions of the related evaluation methodology and came to the conclusion that successfully performing these work units for the related evaluator action element will (##not) demonstrate that the element has actually been achieved.

Based on the analysis above, the evaluator confirms (##or disproves) that for each defined extended assurance component, applicable methodology has been provided.

#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-10] The evaluator shall examine the extended components definition to determine that each definition of a new assurance family uses the existing CC assurance families as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each new assurance family as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 3 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new assurance families were defined in the ST:

	#
	New assurance families as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The specifications of these families in the ST are as follows:

Ad 1) 

##Please cite the specification related here.

##Analysis of the specification concerning conformance to CC Part 3, sec. 7.1.2 ‘Assurance Family Structure’ here.
Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new assurance family uses the existing CC assurance families as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-11] The evaluator shall examine the extended components definition to determine that each definition of a new assurance class uses the existing CC assurance classes as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed each new assurance class as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 3 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new assurance classes were defined in the ST:

	#
	New assurance classes as defined in sec. ## of [ST]

	1
	##

	2
	…

	…
	


The specifications of these classes in the ST are as follows:

Ad 1) 

##Please cite the specification related here.

##Analysis of the specification concerning conformance to CC Part 3, sec. 7.1.1 ‘Assurance Class Structure’ here.
Ad 2)

…
##Or: The ST does not use any extended component.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new assurance class uses the existing CC assurance classes as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-12] The evaluator shall examine the extended components definition to determine that each element in each extended component is measurable and states objective evaluation requirements, such that conformance or nonconformance can be demonstrated.
Since it is impossible to make an objective evaluator verdict about avoiding or minimising subjectivity of evaluator judgement, the existing CC functional and assurance components / elements shall be used as a model for determining what constitutes conformance with this requirement.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2. 
##Or: This work unit is not applicable due to the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the following, the evaluator analysed firstly each extended functional component with the related elements as identified in the work unit ASE_ECD.1-5 concerning the question whether the ST definition is measurable.

##Please analyse here the related aspect for each functional component (cf. the work unit ASE_ECD.1-5).

Then, the evaluator analysed each extended assurance component with the related elements as identified in the work unit ASE_ECD.1-8 concerning the question whether the ST definition is ‘objective’.

##Please analyse here the related aspect for each assurance component (cf. the work unit ASE_ECD.1-8). 
##Or: The ST does not use any extended component.
Assessment and Verdict:

Based on the analysis above, the evaluator determines that each extended functional component and each related element is (##not) sufficiently measurable. Furthermore, he decided that each extended assurance component and each related element minimises (##does not minimise) the need for subjective evaluator judgement.

#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_ECD.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.6.2 ASE_ECD.1.2E

Evaluator action element:

ASE_ECD.1.2E
The evaluator shall confirm that no extended component can be clearly expressed using existing components.
Content and presentation of evidence elements:


No elements assigned.
Work units:

[ASE_ECD.1-13] The evaluator shall examine the extended components definition to determine that each extended component can not be clearly expressed using existing components.
The evaluator activity here has a generalising character and is called to document the evaluator’s opinion having been formed whilst performing the work units ASE_ECD.1-3 to ASE_ECD.1-11.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2. 
##Or: This work unit is not applicable because of the verdict in the work unit ASE_ECD.1-1.
Analysis:

In the execution of work units ASE_ECD.1-3 to ASE_ECD.1-11 the evaluator consid-ered for each extended component if it could be expressed existing components (func-tional components as defined in CC Part 2, assurance components as defined in CC Part 3, already existing extended components).
##Or: The ST does not use any extended component.

Assessment and Verdict:

Based on this permanent analysis, the evaluator determined that no extended component defined in the ST could actually be clearly expressed using existing components.

##Or: Based on this permanent analysis, the evaluator determined, that there are the following extended component defined in the ST could also adequately be expressed using existing components:

##

I.e. (##not) all extended components defined are in fact necessary in order to define the SFRs and SARs as made in the ST.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_ECD.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.7 ASE_REQ.1 Stated security requirements
Summary Verdict for the Assurance Component ASE_REQ.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_REQ.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.7.1 ASE_REQ.1.1E

Evaluator action element:

ASE_REQ.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_REQ.1.1C
The statement of security requirements shall describe the SFRs and the SARs.
ASE_REQ.1.2C
All subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs shall be defined.
ASE_REQ.1.3C
The statement of security requirements shall identify all operations on the security requirements.
ASE_REQ.1.4C
All operations shall be performed correctly.
ASE_REQ.1.5C
Each dependency of the security requirements shall either be satisfied, or the security requirements rationale shall justify the dependency not being satisfied.
ASE_REQ.1.6C
The statement of security requirements shall be internally consistent.
Work units:

[ASE_REQ.1-1] The evaluator shall check that the statement of security requirements describes the SFRs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for each SFR chosen, whether it is unambiguously described.

##Please state here by which means the SFRs are described.

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SFRs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-2] The evaluator shall check that the statement of security requirements describes the SARs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for the entire assurance package (##or: each SAR chosen), whether it is unambiguously described.

##Please state here by which means the SARs are described.

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SARs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-3] The evaluator shall examine the ST to determine that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.
According to the [CEM], ‘The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding may occur due to the introduction of vague terms’. The security requirements not allowing any developer-performed operation do not contain any vague terms. It means in the reverse that merely those terms (subjects, objects, security attributes, operations) shall explicitly be defined in ST, which are used within the SFRs and SARs containing developer-performed operations, especially assignment and refinement.

Summary:

The evaluator found the related information in ##… .

Analysis:

Firstly, the evaluator referred to sec. ## of ST, where SFRs are described.

##Please outline here how you proceed with the question whether the term in question is there sufficiently explained.

Performing this activity the evaluator found out that the following objects and subjects were used for SFRs:

	Object

No.
	Asset
	Definition
	Property to be maintained by the current security policy

	1
	##
	##
	##

	…
	
	
	


Table 6: Objects

	External Entity No.
	Subject No.
	Role
	Definition

	1
	1
	##
	##

	2
	-
	##
	##

	3
	2
	##
	##


Table 7: Subjects and external entities
Secondly, the evaluator referred to sec. ## of ST, where SARs are described.
##Please outline here how you proceed with the question whether the term in question, if any, is there sufficiently explained.

Assessment and Verdict:

Based on the analysis above the evaluator determined that (##not) all terms used within the operations on SFRs are sufficiently explained, namely ##. ##The related SFRs using these terms could be misleading.
Secondly, the evaluator determined that no dedicated definitions are necessary for SARs used.
##Or: The evaluator determined that (##not) all terms used within the operations on SARs are sufficiently explained, namely ##. ##The related SARs using these terms could be misleading.
The evaluator confirms (##or disproves) that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-4] The evaluator shall check that the statement of security requirements identifies all operations on the security requirements.
Summary:

The developer used the following identification types for operations performed:

##

Analysis:

The evaluator decided to perform this work unit together with the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}, where correctness of each performed operation shall be examined: such an examination represents an appropriate frame for verification of whether all developer-performed operations are identified.

While performing the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} and moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the current work unit.

a) SFRs

The evaluator compared each SFR containing a developer-performed operation with the formulation for the related functional component in CC Part 2 or in the statement for extended components definition in the ST. He found no deviation. ##Or: The deviations found are documented in the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5}.
b) SARs

No SAR contains a developer-performed operation. Hence, this activity is not applicable to SARs and is considered to be satisfied for them.

##Or: The evaluator compared each SAR containing a developer-performed operation with the formulation for the related functional component in CC Part 3 or in the statement for extended components definition in the ST. He found no deviation. ##Or: The deviations found are documented in the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5}.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security requirements identifies all operations on the security requirements.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-5] The evaluator shall examine the statement of security requirements to determine that all assignment operations are performed correctly.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.
a) SFRs

As the first step, the evaluator regarded to the SFR statement (sec. ##) and analysed there each developer-performed operation independently of what kind this operation is. The results of this analysis are represented in the following table:

	#
	Functional elements (identifiers) used in the current [ST], sec. ##
	Original definition of functional elements, - CC Part 2 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Functional elements as used in the current [ST], sec. ##
	Operation required by - CC Part 2 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Operation performed in the current ST, sec. ##
	Evaluator’s comments

	1
	##
	##
	##
	##
	##
	##

	
	
	
	
	##
	##
	##

	
	
	
	
	##
	##
	##

	…
	
	
	
	
	
	


Table 8: SFR operations

b) SARs

In the second step, the evaluator referred to the result of the work unit ASE_REQ.1-3 {respectively ASE_REQ.2-3}, where he determined that the SARs do not contain any developer-performed operations, so that this activity is not applicable to them.

##Or: In the second step, the evaluator regarded to the SAR statement (sec. ##) and analysed there each developer-performed operation independently of what kind this operation is. The results of this analysis are represented in the following table:
	#
	Assurance elements (identifiers) used in the current [ST], sec. ##
	Original definition of assurance elements, 

- CC Part 3 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Assurance elements as used in the current [ST], sec. ##
	Operation required by - CC Part 3 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Operation performed in the current ST, sec. ##
	Evaluator’s comments

	2
	##
	##
	##
	##
	##
	##

	
	
	
	
	##
	##
	##

	
	
	
	
	##
	##
	##

	…
	
	
	
	
	
	


Table 9: SAR operations

Assessment and Verdict:

Based on the analysis above, the evaluator confirms (##or disproves) that all necessary operations – independently of what kind these valid operations are – on the functional and the assurance components have been performed correctly and none had been left uncompleted (this result is relevant for the current work unit and for the work units ASE_REQ.1-6 to ASE_REQ.1-8 {respectively ASE_REQ.2-6 to ASE_REQ.2-8}).
Additionally, this analysis showed, that (##not) all operations on the security requirements are identified (this result is relevant for the work unit ASE_REQ.1-4 {respectively ASE_REQ.2-4}).
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-6] The evaluator shall examine the statement of security requirements to determine that all iteration operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-7] The evaluator shall examine the statement of security requirements to determine that all selection operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-8] The evaluator shall examine the statement of security requirements to determine that all refinement operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-9] The evaluator shall examine the statement of security requirements to determine that each dependency of the security requirements is either satisfied, or that a security requirements rationale is provided which justifies the dependency not being satisfied.
Summary:

The evaluator found the related information in ##… .

Analysis:

a) SFRs

Firstly, the evaluator analysed the dependencies concerning SFRs. The following table shows the functional components used by the TOE as well as the dependencies arising because of their usage and the fulfilment or non-fulfilment of the dependencies:

Hint: The evaluator might also continue with the table of the example for the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

	Component
	Dependencies required by CC Part 2 or ASE_ECD
	Dependency fulfilled by
	Evaluator’s comments

	TOE security functional requirements

	##
	##
	##
	##

	
	##
	##
	##

	
	##
	##
	##

	...
	
	
	

	
	
	
	


Table 10: SFR Dependencies

The table above shows that (##not) all dependencies are satisfied. Hence, the evaluator referred to the security requirements rationale in [##ST], sec. ##. He found there – for each not satisfied dependency – a justification. The analysis of these justifications (see the last column of the table above) showed that they are not only complete, but also sufficient.

b) SARs

The ST is claimed to be the following assurance package ## (cf. ASE_CCL.1-8). The set of assurance requirements being part of EAL## fulfils all dependencies a priori.

The augmentation of the assurance level chosen comprises the following components:
##

The dependencies required by the extended assurance components are listed in the work unit ASE_ECD.1-4 above.

For the augmented and extended assurance requirements the evaluator examined, whether the relevant dependencies are satisfied. He created the following table:

	Component
	Dependencies required
by CC Part 3 or ASE_ECD
	Dependency fulfilled by

	TOE security assurance requirements (augmented and extended only)

	##
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	…
	
	


Table 11: SAR Dependencies

This analysis shows that the relevant dependencies have (##not) completely been fulfilled.

Assessment and Verdict:

Based on the analysis above the evaluator determines that for all dependencies the fol-lowing holds: either the dependency is satisfied, or the sponsor provides sufficient justification why a dependency is not satisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and no justification is given why the dependency remains unsatisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and the justification why the dependency remains unsatisfied is insufficient.

Therefore the evaluator determines that dependencies required by the components used in the statement of security requirements statements are (##n)either satisfied (##n)or sufficiently justified. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.1-10] The evaluator shall examine the statement of security requirements to determine that it is internally consistent.
Summary:

The evaluator analysed and (##negatively) positively assessed the internal consistency of the statement of security requirements. The details are given below.

Analysis:

a) SFRs

The evaluator analysed the SFRs as a whole set and searched for subjects and objects being impacted by different SFRs. He found the following items of that ilk (see table below) being impacted by the following SFRs:
	SFR
	object/subject related context
	comments of the evaluator

	Object ##_1

	##
	##
	##

	…
	
	

	Object ##_2

	…
	
	

	Subject ##_1

	
	
	


Table 12: SFR-shared objects and subjects

These requirements do (##not) expect (##any) contradictory property or behaviour of these items.

b) SARs

Concerning the internal consistency of the assurance requirements, it is important here that the ST is claimed to be conformant to CC Part 3 (cf. ASE_CCL.1-3) and all dependencies required by the SAR set chosen are satisfied (cf. ASE_REQ.1-9 {respectively ASE_REQ.2-9}). Hence, this SAR set is internally consistent a priori.

##Or:

The evaluator analysed the SARs as a whole set and searched for subjects and objects being impacted by different SARs. He found the following items of that ilk (see table below) being impacted by the following SARs:
	SAR
	object/subject related context
	comments of the evaluator

	Object ##_1

	##
	##
	##

	…
	
	

	Object ##_2

	…
	
	

	Subject ##_1

	
	
	


Table 13: SAR-shared objects and subjects

These requirements do (##not) expect (##any) contradictory property or behaviour of these items.

Assessment and Verdict:

Since the evaluator has not found any contradictions, he determines that the SFRs and the SARs are internally consistent. Hence, the current work unit is fulfilled.

##Or: Since the evaluator found some contradictions, he determines that the SFRs and the SARs are not internally consistent. Hence, the current work unit is not fulfilled.

Verdict for ASE_REQ.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.8 ASE_REQ.2 Derived security requirements
Summary Verdict for the Assurance Component ASE_REQ.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_REQ.2. This result is based on the results provided by the evaluator actions and performed work units below.
5.8.1 ASE_REQ.2.1E

Evaluator action element:

ASE_REQ.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_REQ.2.1C
The statement of security requirements shall describe the SFRs and the SARs.
ASE_REQ.2.2C
All subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs shall be defined.
ASE_REQ.2.3C
The statement of security requirements shall identify all operations on the security requirements.
ASE_REQ.2.4C
All operations shall be performed correctly.
ASE_REQ.2.5C
Each dependency of the security requirements shall either be satisfied, or the security requirements rationale shall justify the dependency not being satisfied.
ASE_REQ.2.6C
The security requirements rationale shall trace each SFR back to the security objectives for the TOE.
ASE_REQ.2.7C
The security requirements rationale shall demonstrate that the SFRs meet all security objectives for the TOE.
ASE_REQ.2.8C
The security requirements rationale shall explain why the SARs were chosen.
ASE_REQ.2.9C
The statement of security requirements shall be internally consistent.
Work units:

[ASE_REQ.2-1] The evaluator shall check that the statement of security requirements describes the SFRs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for each SFR chosen, whether it is unambiguously described.

##Please state here by which means the SFRs are described.

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SFRs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-2] The evaluator shall check that the statement of security requirements describes the SARs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for the entire assurance package (##or: each SAR chosen), whether it is unambiguously described.

##Please state here by which means the SARs are described.

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SARs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-3] The evaluator shall examine the ST to determine that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.
According to the [CEM], ‘The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding may occur due to the introduction of vague terms’. The security requirements not allowing any developer-performed operation do not contain any vague terms. It means in the reverse that merely those terms (subjects, objects, security attributes, operations) shall explicitly be defined in ST, which are used within the SFRs and SARs containing developer-performed operations, especially assignment and refinement.

Summary:

The evaluator found the related information in ##… .

Analysis:

Firstly, the evaluator referred to sec. ## of ST, where SFRs are described.

##Please outline here how you proceed with the question whether the term in question is there sufficiently explained.

Performing this activity the evaluator found out that the following objects and subjects were used for SFRs:

	Object

No.
	Asset
	Definition
	Property to be maintained by the current security policy

	1
	##
	##
	##

	…
	
	
	


Table 6: Objects

	External Entity No.
	Subject No.
	Role
	Definition

	1
	1
	##
	##

	2
	-
	##
	##

	3
	2
	##
	##


Table 7: Subjects and external entities
Secondly, the evaluator referred to sec. ## of ST, where SARs are described.

##Please outline here how you proceed with the question whether the term in question, if any, is there sufficiently explained.

Assessment and Verdict:

Based on the analysis above the evaluator determined that (##not) all terms used within the operations on SFRs are sufficiently explained, namely ##. ##The related SFRs using these terms could be misleading.
Secondly, the evaluator determined that no dedicated definitions are necessary for SARs used.

##Or: The evaluator determined that (##not) all terms used within the operations on SARs are sufficiently explained, namely ##. ##The related SARs using these terms could be misleading.
The evaluator confirms (##or disproves) that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-4] The evaluator shall check that the statement of security requirements identifies all operations on the security requirements.
Summary:

The developer used the following identification types for operations performed:

##

Analysis:

The evaluator decided to perform this work unit together with the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}, where correctness of each performed operation shall be examined: such an examination represents an appropriate frame for verification of whether all developer-performed operations are identified.

While performing the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} and moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the current work unit.

a) SFRs

The evaluator compared each SFR containing a developer-performed operation with the formulation for the related functional component in CC Part 2 or in the statement for extended components definition in the ST. He found no deviation. ##Or: The deviations found are documented in the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5}.

b) SARs

No SAR contains a developer-performed operation. Hence, this activity is not applicable to SARs and is considered to be satisfied for them.

##Or: The evaluator compared each SAR containing a developer-performed operation with the formulation for the related functional component in CC Part 3 or in the statement for extended components definition in the ST. He found no deviation. ##Or: The deviations found are documented in the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5}.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security requirements identifies all operations on the security requirements.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-5] The evaluator shall examine the statement of security requirements to determine that all assignment operations are performed correctly.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

a) SFRs

As the first step, the evaluator regarded to the SFR statement (sec. ##) and analysed there each developer-performed operation independently of what kind this operation is. The results of this analysis are represented in the following table:

	#
	Functional elements (identifiers) used in the current [ST], sec. ##
	Original definition of functional elements, - CC Part 2 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Functional elements as used in the current [ST], sec. ##
	Operation required by - CC Part 2 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Operation performed in the current ST, sec. ##
	Evaluator’s comments

	1
	##
	##
	##
	##
	##
	##

	
	
	
	
	##
	##
	##

	
	
	
	
	##
	##
	##

	…
	
	
	
	
	
	


Table 8: SFR operations

b) SARs

In the second step, the evaluator referred to the result of the work unit ASE_REQ.1-3 {respectively ASE_REQ.2-3}, where he determined that the SARs do not contain any developer-performed operations, so that this activity is not applicable to them.

##Or: In the second step, the evaluator regarded to the SAR statement (sec. ##) and analysed there each developer-performed operation independently of what kind this operation is. The results of this analysis are represented in the following table:

	#
	Assurance elements (identifiers) used in the current [ST], sec. ##
	Original definition of assurance elements, 

- CC Part 3 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Assurance elements as used in the current [ST], sec. ##
	Operation required by - CC Part 3 or

- ASE_ECD or 

- PP to which the current ST is claimed to be conformant
	Operation performed in the current ST, sec. ##
	Evaluator’s comments

	2
	##
	##
	##
	##
	##
	##

	
	
	
	
	##
	##
	##

	
	
	
	
	##
	##
	##

	…
	
	
	
	
	
	


Table 9: SAR operations

Assessment and Verdict:

Based on the analysis above, the evaluator confirms (##or disproves) that all necessary operations – independently of what kind these valid operations are – on the functional and the assurance components have been performed correctly and none had been left uncompleted (this result is relevant for the current work unit and for the work units ASE_REQ.1-6 to ASE_REQ.1-8 {respectively ASE_REQ.2-6 to ASE_REQ.2-8}).

Additionally, this analysis showed, that (##not) all operations on the security requirements are identified (this result is relevant for the work unit ASE_REQ.1-4 {respectively ASE_REQ.2-4}).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-6] The evaluator shall examine the statement of security requirements to determine that all iteration operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-7] The evaluator shall examine the statement of security requirements to determine that all selection operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-8] The evaluator shall examine the statement of security requirements to determine that all refinement operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8} not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.1-5 to ASE_REQ.1-8 {respectively ASE_REQ.2-5 to ASE_REQ.2-8}.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-9] The evaluator shall examine the statement of security requirements to determine that each dependency of the security requirements is either satisfied, or that a security requirements rationale is provided which justifies the dependency not being satisfied.
Summary:

The evaluator found the related information in ##… .

Analysis:

a) SFRs

Firstly, the evaluator analysed the dependencies concerning SFRs. The following table shows the functional components used by the TOE as well as the dependencies arising because of their usage and the fulfilment or non-fulfilment of the dependencies:

Hint: The evaluator might also continue with the table of the example for the work unit ASE_REQ.1-5 {respectively ASE_REQ.2-5} above.

	Component
	Dependencies required by CC Part 2 or ASE_ECD
	Dependency fulfilled by
	Evaluator’s comments

	TOE security functional requirements

	##
	##
	##
	##

	
	##
	##
	##

	
	##
	##
	##

	...
	
	
	

	
	
	
	


Table 10: SFR Dependencies

The table above shows that (##not) all dependencies are satisfied. Hence, the evaluator referred to the security requirements rationale in [##ST], sec. ##. He found there – for each not satisfied dependency – a justification. The analysis of these justifications (see the last column of the table above) showed that they are not only complete, but also sufficient.

b) SARs

The ST is claimed to be the following assurance package ## (cf. ASE_CCL.1-8). The set of assurance requirements being part of EAL## fulfils all dependencies a priori.

The augmentation of the assurance level chosen comprises the following components:

##

The dependencies required by the extended assurance components are listed in the work unit ASE_ECD.1-4 above.

For the augmented and extended assurance requirements the evaluator examined, whether the relevant dependencies are satisfied. He created the following table:

	Component
	Dependencies required
by CC Part 3 or ASE_ECD
	Dependency fulfilled by

	TOE security assurance requirements (augmented and extended only)

	##
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	
	##
	##

	…
	
	


Table 11: SAR Dependencies

This analysis shows that the relevant dependencies have (##not) completely been fulfilled.

Assessment and Verdict:

Based on the analysis above the evaluator determines that for all dependencies the fol-lowing holds: either the dependency is satisfied, or the sponsor provides sufficient justification why a dependency is not satisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and no justification is given why the dependency remains unsatisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and the justification why the dependency remains unsatisfied is insufficient.

Therefore the evaluator determines that dependencies required by the components used in the statement of security requirements statements are (##n)either satisfied (##n)or sufficiently justified. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).



[ASE_REQ.2-10] The evaluator shall check that the security requirements rationale traces each SFR back to the security objectives for the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided an overview how the security objectives for the TOE are covered by the SFRs.

All SFRs are traced back to at least one TOE security objective.

##Or: The following SFRs are not traced back to any TOE security objective:

##not_traced_SFRs.
For each not traced SFR there is a justification for this.

##Or: For the following not traced SFRs there is no justification:
##not_justified_tracing.

Assessment and Verdict:

The evaluator determined that (##not) all SFRs are traced back to the security objectives for the TOE.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-11] The evaluator shall examine the security requirements rationale to determine that for each security objective for the TOE it demonstrates that the SFRs are suitable to meet that security objective for the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided a relevant justification for each security objective for the TOE.

In order to verify it, the evaluator referred to the statement of security objectives in Chapter ## of [##ST], where they are defined, and determined that all security objectives for the TOE defined are also addressed in the justification.

##Please describe here how the evaluator analysed that the justification given can be followed or not: especially, whether (i) the security objective is achieved and (ii) each SFR is necessary indeed.
Assessment and Verdict:

Based on this analysis, the evaluator determined that there are (##no) security objectives for the TOE being not addressed by at least one SFR (sufficiency).

He also determined that (##not) each security objective for the TOE is achieved, if all SFRs traced back to the security objective are satisfied (suitability).

Further, the evaluator decided that (##not) each SFR traced back to the security objective actually contributes to its achieving (necessity).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-12] The evaluator shall check that the security requirements rationale explains why the SARs were chosen.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided a relevant explanation for choosing the SAR set.

This explanation can (##cannot) be followed by the evaluator.

In order to verify it, the evaluator referred to the statement of security problem definition in chap. ## of [##ST]. He did not find any inconsistency between the security problem definition and the SAR set chosen. ##Or: He found the following inconsistencies between the security problem definition and the SAR set chosen:

##.

Assessment and Verdict:

Based on this analysis, the evaluator confirms (##disproves) that the security requirements rationale sufficiently explains why the SARs were chosen.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-13] The evaluator shall examine the statement of security requirements to determine that it is internally consistent.
Summary:

The evaluator analysed and (##negatively) positively assessed the internal consistency of the statement of security requirements. The details are given below.

Analysis:

a) SFRs

The evaluator analysed the SFRs as a whole set and searched for subjects and objects being impacted by different SFRs. He found the following items of that ilk (see table below) being impacted by the following SFRs:

	SFR
	object/subject related context
	comments of the evaluator

	Object ##_1

	##
	##
	##

	…
	
	

	Object ##_2

	…
	
	

	Subject ##_1

	
	
	


Table 12: SFR-shared objects and subjects

These requirements do (##not) expect (##any) contradictory property or behaviour of these items.

b) SARs

Concerning the internal consistency of the assurance requirements, it is important here that the ST is claimed to be conformant to CC Part 3 (cf. ASE_CCL.1-3) and all dependencies required by the SAR set chosen are satisfied (cf. ASE_REQ.1-9 {respectively ASE_REQ.2-9}). Hence, this SAR set is internally consistent a priori.

##Or:

The evaluator analysed the SARs as a whole set and searched for subjects and objects being impacted by different SARs. He found the following items of that ilk (see table below) being impacted by the following SARs:

	SAR
	object/subject related context
	comments of the evaluator

	Object ##_1

	##
	##
	##

	…
	
	

	Object ##_2

	…
	
	

	Subject ##_1

	
	
	


Table 13: SAR-shared objects and subjects

These requirements do (##not) expect (##any) contradictory property or behaviour of these items.

Assessment and Verdict:

Since the evaluator has not found any contradictions, he determines that the SFRs and the SARs are internally consistent. Hence, the current work unit is fulfilled.

##Or: Since the evaluator found some contradictions, he determines that the SFRs and the SARs are not internally consistent. Hence, the current work unit is not fulfilled.



Verdict for ASE_REQ.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.9 ASE_TSS.1 TOE summary specification
Summary Verdict for the Assurance Component ASE_TSS.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_TSS.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.9.1 ASE_TSS.1.1E

Evaluator action element:

ASE_TSS.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_TSS.1.1C
The TOE summary specification shall describe how the TOE meets each SFR.
Work units:

[ASE_TSS.1-1] The evaluator shall examine the TOE summary specification to determine that it describes how the TOE meets each SFR.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the statement of security requirements in the ST, sec. ## and verified, whether each SFR defined there is also addressed in the TSS. The evaluator has (##not) found any SFR being not addressed in the TSS, namely
##.

Then the evaluator turned to the question, whether the TSS sufficiently describes how each SFR is met by the TOE security functionality (TSF).

The ST defines the following TOE security services (##or SFR-groups):

	TOE security services Identifier
	TOE security services name

	##
	##

	…
	


Table 14: TOE security services

Furthermore, the developer associated each SFR from the SFR-statement with one or several TOE security services, so that it is absolutely clear, in the context of which TOE security service each SFR is satisfied.

##Or: The following SFRs from the SFR-statement are not associated with any TOE security service:

##.

A detailed justification for suitability of the TSF to meet SFRs is given in/as ##. 

This justification is given in such a way that it is pointed, for each SFR, which property/properties of the related TOE security services meets/meet this SFR. ##Optionally: Note that according to CEM it is possible for the TSS to cover groups of SFRs with one text passage, if several SFRs are implemented in one context. The evaluator could easily follow the argumentation of the sponsor and assent to it.

##Or: For the following SFRs it is unclear which property/properties of the related TOE security services meets/meet this SFR:

##.

The description of the security functionality the TOE provides is given in sufficient detail for the representation level of a Security Target. The evaluator did not have any difficulties to understand the content and intent of the TSF. The evaluator is also of opinion that a potential consumer will be able to perceive, how the developer intends to satisfy each SFR.

##Or: The description of the security functionality the TOE provides is given in not sufficient detail for the representation level of a Security Target. The evaluator had difficulties to understand the content and intent of the TSF. The evaluator is also of opinion that a potential consumer would not be able to perceive, how the developer intends to satisfy each SFR.
Assessment and Verdict:

Based on the analysis above the evaluator determines that:

a. each SFR defined in the SFR statement is (##not) addressed in the TOE summary specification, i.e. the TSS description is (##not) complete (sufficiency);

b. the TOE summary specification provides (##does not provide), for each SFR from the statement of security requirements, a sufficient description on how that SFR is met by the TSF, i.e. the TSS description is (##not) suitable (suitability); and

c. the TSS is (##not) clear and detailed enough, in order to enable a potential consumer to perceive, how the developer intends to satisfy each SFR.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_TSS.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.9.2 ASE_TSS.1.2E

Evaluator action element:

ASE_TSS.1.2E
The evaluator shall confirm that the TOE summary specification is consistent with the TOE overview and the TOE description.
Content and presentation of evidence elements:


No element assigned.
Work units:

[ASE_TSS.1-2] The evaluator shall examine the TOE summary specification to determine that it is consistent with the TOE overview and the TOE description.
Since the question of consistency between the TOE overview and the TOE description has already been treated in the work unit ASE_INT.1-11, it is sufficient to consider here only the question of consistency between the TOE description and the TSS.

Summary:

The evaluator analysed and positively (##negatively) assessed the consistency between the TOE description and the TSS. The details are given below.

Analysis:

The evaluator referred to the TOE description in sec. ## of [##ST], where security features offered by the TOE are described (cf. also the work unit ASE_INT.1-10), and compared the set of the security features with the TSS description, namely with the TOE security services (##or SFR-groups; note that according to CEM it is possible for the TSS to cover groups of SFRs with one text passage, if several SFRs are implemented in one context).
He analysed them focusing on search of any possible inconsistencies.

The evaluator has not found any inconsistencies.

##Or: The evaluator found the following inconsistencies:

##.
Assessment and Verdict:

Based on the analysis above the evaluator determines that the facts stated in the TOE description are (##not) consistent with the facts stated in the TSS. Based on the results of the work unit ASE_INT.1-11 and using transitivity, the evaluator also concludes that the TSS is also (##not) consistent with the TOE overview.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_TSS.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.10 Indications for Potential Vulnerabilities
Since the set of the assurance families ASE_INT, ASE_CCL, ASE_SPD, ASE_OBJ, ASE_ECD and ASE_REQ represents a definition of the TOE security policy, there cannot be – per definitionem – any indications for potential vulnerabilities within this set. The only assurance family which can give some clues of that ilk is ASE_TSS, namely due to lack of information about the implementation of the SFRs.
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
5.11 Missing Information

##There is no further information, which the developer/sponsor has to provide.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.12 Questions to / Conditions on the Developer

##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.13 Necessary Changes/Improvements

##There are no changes should be done by the developer.

##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his/her single evaluation report, cf. AIS14.

5.14 Effects on other Documents

##There are no effects on other documents.

6 Annex

6.1 Glossary and list of acronyms

	term
	definition / explanation

	## …
	

	
	


	abbreviation
	term
	definition / explanation

	ST
	Security Target
	refer to [CC_P1]

	## …
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AIS##
Legislatives and Standards

## or none

Developer Documents

[ST]
##Title ST, ##Author, Version ##, ##Date
Single Evaluation Reports

##Or none

Other documents

## certificates, protection profiles etc.
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