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[bookmark: _Ref343175626][bookmark: _Toc530667066]Introduction
##sponsor (long) aims at completing a CC evaluation of the ##TOE name (short) terminal according the POI PP Add reference with the goal to have the ##TOE name (short) approved by the Common.SECC for the (UK and/or German) market. The evaluators have created this vulnerability assessment of the ##TOE name (short) and summarised the results in this document. According to [POI AttackPot] in this document the attack methods are applied to the ##TOE name (long) and an attack potential is determined if applicable. A summarizing list of all scenarios and ratings is given in chapter 2 whereas a detailed description of each scenario can be found in chapter 3. chapter 4 contains the actual penetration tests conducted by the evaluators.
A full security evaluation according to the Common Criteria methodology has been performed on parallel to this vulnerability assessment. Therefore, the results must be regarded as final. This report can be seen as Annex to the AVA Single Evaluation Report.
[bookmark: _Toc425408556][bookmark: _Ref310237003][bookmark: _Toc343087936][bookmark: _Toc530667067]Summary Table
	Attack scenario
	Corresponding Evaluator Tests
	Relevant for TSF
	Attack potential

	AS.1: Insert PIN Disclosing Bug on Flex PCB
	ET.6
	PEDMiddleTSF
	(not or) feasible/feasible within the required attack potential (16 points)

	AS.2: Wire Hook Attacks
	ET.6
	PEDMiddleTSF
	not or feasible/feasible within the required attack potential (16 points)

	AS.3: Attack Redundant Keys
	ET.1
	-
	…

	AS.4: Monitoring IC Card Supply
	ET.1
	-
	not or feasible

	AS.5: Monitoring Keyboard Scan Signal on Power Supply
	-
	CoreTSF
	See AS.26

	AS.6: Determine Keys by Side Channel Analysis
	ET.5
	CoreTSFKeys
	…

	AS.7: Removal Sensor Deactivation
	ET.1
	-
	…

	AS.8: Case Switch Deactivation
	ET.1
	CoreTSF
	…

	AS.9: Attack PCB Switch
	-
	CoreTSF
	See AS.8

	AS.10: Penetrate printed grids
	ET.1
	CoreTSF
	not or feasible/feasible

	AS.11: Penetrate Potted Module
	-
	CoreTSF
	See AS.10

	AS.12: Penetration of the ICC reader
	ET.6
	PEDMiddleTSF
	not or feasible/feasible

	AS.13: Probing into Secure Modules
	-
	CoreTSFKeys



CoreTSF
CoreTSF
	Combination of AS.6 (not feasible within the required protection level (35 points)), AS.9 (not or feasible/feasible), AS.11 (not or feasible/feasible): not feasible

	AS.14: Wire/finger/PCB routing Probing of Single Chip BGA
	-
	CoreTSFKeys
CoreTSF
CoreTSF
	See AS.13

	AS.15: Chip Level Attacks
	-
	-
	…

	AS.16: Physical Reading of Non Volatile Memories Content
	-
	-
	…

	AS.17: Perturbation Attacks on Lock Bits
	-
	-
	…

	AS.18: Perturbation Attack on Software
	-
	-
	…

	AS.19: DFA Caused by Transient Perturbations
	-
	-
	…

	AS.20: Behaviour Analysis Attacks Caused by Transient Perturbations
	-
	-
	…

	AS.21: Environmental Perturbation Attacks
	ET.2
	CoreTSFKeys
	not or feasible/feasible

	AS.22: Data Remanence of Volatile Memories Content
	-
	-
	…

	AS.23: Cut Key Block
	-
	CoreTSF
	not or feasible/feasible

	AS.24: Rip Out Rubber Keys
	-
	CoreTSF
	not or feasible/feasible

	AS.25: Monitoring Keyboard Sound
	ET.3
	CoreTSF
	…

	AS.26: Monitoring Electromagnetic Emanation
	ET.4
	CoreTSF
	not or feasible/feasible

	AS.27: Microwave Scanning
	-
	-
	…

	AS.28: Monitoring Keyboard Emanation
	-
	CoreTSF
	See AS.26

	AS.29: Attack on True Random Number Generator (TRNG)
	ET.7
	-
	…

	AS.30: Attack on Pseudo Random Number Generator (PRNG)
	-
	-
	…

	AS.31: Off-device Attacks
	ET.8
	-
	…

	AS.32: On-device Attacks
	ET.8
	-
	…

	AS.33: Limit Key Encryption Key search by Check Value
	-
	-
	…

	AS.34: Weakly Padded PIN Blocks
	-
	-
	…

	AS.35: Exhaustive PIN Search on Secondary PIN Related Functions
	-
	-
	…

	AS.36: Clear Keypad Entry and Display Modification
	ET.1
	PEDMiddleTSF
	not or feasible/feasible

	AS.37: Attack Magnetic Head Using Doors or Covers
	ET.1
	MSR
	not or feasible/feasible


[bookmark: _Ref310237019][bookmark: _Toc343087937][bookmark: _Toc530667068]Attack Scenarios
[bookmark: _Toc309229783][bookmark: _Toc343087938][bookmark: _Toc530667069]Minimal Invasive or Non-Invasive Attacks
[bookmark: _Toc309229784][bookmark: _Ref309897914][bookmark: _Ref309983150][bookmark: _Ref310004905][bookmark: _Toc343087939][bookmark: _Toc530667070]AS.1: Insert PIN Disclosing Bug on Flex PCB
The attack consists of the following steps:
1. Add step by step description of attack
2. 
[bookmark: _Toc309229785][bookmark: as_flexpcb_pts]This attack is (not or) feasible/feasible within the required attack potential (16 points) due to low protection level and the security measures applied in the device see sec. 4.2 and 4.7.
[bookmark: _Ref310004909][bookmark: _Toc343087940][bookmark: _Toc530667071]AS.2: Wire Hook Attacks
In this attack scenario a wire is introduced via the card slot to contact the I/O pin of the ICC reader in order to collect plain-text PINs when they are sent to the card for offline verification. Since the card reader is enclosed by a tamper responsive boundary, a wire can only be introduced through the card slot. The card reader slot is placed at the front of the device. Therefore, hiding wires running out of the slot is considered to be difficult, due to it being in full view of the user in case of irregularities around the edges.
The attack consists of the following steps:
1. Add step by step description of attack
2. 
[bookmark: as_wirehook_pts]This attack is not or feasible/feasible within the required attack potential (16 points) due to low protection level and the security measures applied in the device see sec. 4.2 and 4.7.
[bookmark: _Toc309229786][bookmark: _Ref310004913][bookmark: _Ref310004916][bookmark: _Toc343087941][bookmark: _Toc530667072]AS.3: Attack Redundant Keys
This attack is aimed against unused keys (or not frequently used, like backspace) in order to gain access to the key pad signal matrix and eavesdrop the PIN entry. 
This attack consists of the following steps:
1. Add step by step description of attack
2. 
This attacks is not possible due to the construction of the keypad, refer to sec. 4.2.9.
[bookmark: _Toc425408563][bookmark: _Toc309229787][bookmark: _Ref309306668][bookmark: _Ref310004925][bookmark: _Toc343087942][bookmark: _Toc530667073]AS.4: Monitoring IC Card Supply
The power supply of the ICC Reader is equally protected as the I/O pin. An attack on the I/O pin is described in 4.2.6, PSCR – Primary Smart Card Reader
[bookmark: _Toc309229788][bookmark: _Ref310004935][bookmark: _Toc343087943][bookmark: _Toc530667074]AS.5: Monitoring Keyboard Scan Signal on Power Supply
Monitoring keyboard signals from outside of the device is not possible due to the various filters and voltage regulators that are in the path of the signal. Additionally, the components of the POI including the CPU produce a high level of noise which masks any keyboard activities. Reaching internal lines which might give access to cleaner signals is covered in ET.1: Gaining internal access.
An SPA attack on PIN digits is described in AS.26: Monitoring Electromagnetic Emanation.
[bookmark: as_sca][bookmark: _Toc309229789][bookmark: _Ref309716852][bookmark: _Ref309994212][bookmark: _Ref310004938][bookmark: _Toc343087944][bookmark: _Toc530667075]AS.6: Determine Keys by Side Channel Analysis
A side channel analysis attack on secret keys has been performed in ET.5: DPA and DEMA attack on AES and DES.
The attack aims at the determination of a DES key used for PIN encryption at the device using differential power analysis (DPA) and differential electromagnetic analyses (DEMA).
A function of the TOE is used to execute the DES calculation with the key under attack.
The attack consists of the following steps:
3. [bookmark: _Toc309229790][bookmark: _Toc343087945]Add step by step description of attack
4. 
[bookmark: _Toc530667076]Intrusion of Sensors, Switches and Filters
[bookmark: _Toc309229791][bookmark: _Ref310006492][bookmark: _Toc343087946][bookmark: _Toc530667077]AS.7: Removal Sensor Deactivation
The ##TOE name (long) is a Add description of performed attack
[bookmark: as_caseswitch][bookmark: _Ref309225333][bookmark: _Toc309229792][bookmark: _Toc343087947]AS.8: Case Switch Deactivation
Add description of performed attack
[bookmark: _Toc482605956][bookmark: as_pcbswitch][bookmark: _Toc309229793][bookmark: _Ref309809662][bookmark: _Ref309809744][bookmark: _Ref309816987][bookmark: _Ref309890026][bookmark: _Ref309994277][bookmark: _Ref310006503][bookmark: _Ref310250882][bookmark: _Toc343087948][bookmark: _Toc530667078]AS.9: Attack PCB Switch
Add description of performed attack
[bookmark: _Toc482605958][bookmark: as_printedgrids1][bookmark: _Ref310006509][bookmark: _Toc343087949][bookmark: _Toc530667079]AS.10: Penetrate printed grids
Add description of performed attack
[bookmark: _Toc482605960][bookmark: as_printedgrids][bookmark: _Toc309229794][bookmark: _Ref309809794][bookmark: _Ref309818554][bookmark: _Ref309892350][bookmark: _Ref309994279][bookmark: _Ref310002619][bookmark: _Ref310006507][bookmark: _Ref310239841][bookmark: _Toc343087950][bookmark: _Ref370202406][bookmark: _Toc530667080]AS.11: Penetrate Potted Module
Add description of performed attack
[bookmark: _Toc482605962][bookmark: as_printedgrids2][bookmark: _Ref310239825][bookmark: _Ref310431382][bookmark: _Toc343087951][bookmark: _Toc530667081]AS.12: Penetration of the ICC reader
Add description of performed attack
[bookmark: _Toc482605964][bookmark: _Toc482605965][bookmark: _Toc343087952][bookmark: _Toc530667082]Physical Attacks to Retrieve Secret Data
[bookmark: as_probing][bookmark: _Toc309229797][bookmark: _Ref309716886][bookmark: _Ref310006512][bookmark: _Toc343087953][bookmark: _Toc530667083]AS.13: Probing into Secure Modules
Add description of performed attack
[bookmark: _Toc482605968][bookmark: _Toc309229798][bookmark: _Ref310006515][bookmark: _Toc343087954][bookmark: _Toc530667084]AS.14: Wire/finger/PCB routing Probing of Single Chip BGA
Add description of performed attack
[bookmark: _Toc482605970][bookmark: as_chiplevel][bookmark: _Toc309229799][bookmark: _Ref309992253][bookmark: _Ref309993938][bookmark: _Ref310006520][bookmark: _Ref310325312][bookmark: _Toc343087955][bookmark: _Ref419116921][bookmark: _Ref419116927][bookmark: _Ref419122455][bookmark: _Ref419122476][bookmark: _Ref419127621][bookmark: _Toc530667085]AS.15: Chip Level Attacks
Add description of performed attack
[bookmark: _Toc482605972][bookmark: _Toc309229800][bookmark: _Ref310006523][bookmark: _Toc343087956][bookmark: _Toc530667086]AS.16: Physical Reading of Non Volatile Memories Content 
Add description of performed attack
[bookmark: _Toc482605974][bookmark: _Toc309229801][bookmark: _Ref309993973][bookmark: _Toc343087957][bookmark: _Toc530667087]Perturbation Attacks
[bookmark: _Toc309229802][bookmark: _Ref310006533][bookmark: _Toc343087958][bookmark: _Toc530667088]AS.17: Perturbation Attacks on Lock Bits
Add description of performed attack
[bookmark: _Toc482605977][bookmark: _Toc482605978][bookmark: as_pertubation][bookmark: _Toc309229803][bookmark: _Ref309994070][bookmark: _Ref310006537][bookmark: _Toc343087959][bookmark: _Toc530667089]AS.18: Perturbation Attack on Software
Add description of performed attack
[bookmark: _Toc482605980][bookmark: as_dfa][bookmark: _Toc309229804][bookmark: _Ref309994073][bookmark: _Ref310006541][bookmark: _Toc343087960][bookmark: _Toc530667090]AS.19: DFA Caused by Transient Perturbations
Add description of performed attack
[bookmark: _Toc482605982][bookmark: _Toc309229805][bookmark: _Ref310006549][bookmark: _Toc343087961][bookmark: _Toc530667091]AS.20: Behaviour Analysis Attacks Caused by Transient Perturbations
[bookmark: _Toc309229806][bookmark: _Ref310006553]Add description of performed attack
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Voltage
Add description of performed attack
Temperature
Add description of performed attack
[bookmark: _Toc482605986][bookmark: _Toc482605987][bookmark: _Toc482605988][bookmark: _Toc482605989][bookmark: _Toc482605990][bookmark: _Toc482605991][bookmark: _Toc425408585][bookmark: _Toc309229807][bookmark: _Ref310006557][bookmark: _Toc343087963][bookmark: _Toc530667093]AS.22: Data Remanence of Volatile Memories Content
Add description of performed attack
[bookmark: _Toc482605993][bookmark: _Toc309229808][bookmark: _Toc343087964][bookmark: _Toc530667094]Front Side Attacks
[bookmark: _Toc309229809][bookmark: _Ref310006574][bookmark: _Toc343087965][bookmark: _Toc530667095]AS.23: Cut Key Block
Add description of performed attack
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Add description of performed attack
[bookmark: _Toc482606001][bookmark: as_ema][bookmark: _Toc309229813][bookmark: _Ref309724812][bookmark: _Ref309809544][bookmark: _Ref310006586][bookmark: _Toc343087969][bookmark: _Ref367100798][bookmark: _Ref367100802][bookmark: _Toc530667099]AS.26: Monitoring Electromagnetic Emanation
Add description of performed attack
[bookmark: _Toc482606004][bookmark: _Toc309229814][bookmark: _Ref310006589][bookmark: _Toc343087970][bookmark: _Ref367100817][bookmark: _Toc530667100]AS.27: Microwave Scanning
Add description of performed attack
[bookmark: _Toc482606006][bookmark: _Toc309229815][bookmark: _Ref310006592][bookmark: _Toc343087971][bookmark: _Toc530667101]AS.28: Monitoring Keyboard Emanation
Add description of performed attack
[bookmark: _Toc482606008][bookmark: _Toc530667102][bookmark: _Toc309229819][bookmark: _Ref310006625][bookmark: _Toc343087975]Attacks on RNG
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Add description of performed attack
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Add description of performed attack
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Hypervisor
Add description of performed attack
Virtual Machine
Add description of performed attack
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Add description of performed attack
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Add description of performed attack
[bookmark: _Toc482606037][bookmark: _Toc482606040][bookmark: _Toc482606041][bookmark: _Toc482606044][bookmark: _Toc425408607][bookmark: _Toc309229829][bookmark: _Ref310237082][bookmark: _Toc343087982][bookmark: _Toc530667114]Penetration Tests
[bookmark: _Toc343087988][bookmark: _Toc530667115]General description
Add the general and technical description of the TOE here



[bookmark: _Toc425408610][bookmark: et_internal][bookmark: _Ref420580184][bookmark: _Toc530667116][bookmark: _Toc309229830][bookmark: _Ref309810079][bookmark: _Ref341709374][bookmark: _Ref341777020][bookmark: _Ref342997459][bookmark: _Toc343087989][bookmark: _Ref419962654]ET.1: Gaining internal access
The objective is to open the case in order to reach security relevant elements of the device, like …
[bookmark: _Ref448826086][bookmark: _Toc530667117]Overview 
The back case is attached with 8 screws. It is not possible to open …
[bookmark: _Toc530667118]Removing adhesive Labels 
Labels are attached at back of the device. The label can be removed without …
[bookmark: _Ref423965499][bookmark: _Toc530667119]Opening detection switch
The device back is protected by …
[bookmark: _Ref423962994][bookmark: _Ref421530678][bookmark: _Toc530667120]Overcoming the case opening detection switch
Removing the screws without prior preparative steps causes a tamper alert event immediately. An attacker has to overcome the security switch inside 
[bookmark: _Ref445796424][bookmark: _Toc530667121]Bunker
The security Bunker is composed of …
Conclusion:
Due to the previously described construction of the bunker and secure mesh foil an attack is not (or is) feasible.
[bookmark: _Ref358387837][bookmark: _Toc530667122]PSCR – Primary Smart Card Reader
…
Conclusion:
[bookmark: as_IOPin]Therefore an attack to gain access to the IO pin of the card reader is not or feasible.
[bookmark: _Ref342999682][bookmark: _Toc530667123]MSR 
…
Conclusion:
[bookmark: as_msr]Neither a second MSR head can be installed nor are the contacts of the head usable to gain information. Therefore this attack is not or feasible/feasible.
[bookmark: _Toc425408613][bookmark: _Ref424025115][bookmark: _Toc530667124]Security Processor
…
[bookmark: as_securearea]Therefore attacks to gain access into the security processor are not or feasible/feasible.
[bookmark: _Ref423946488][bookmark: _Toc530667125]Keypad
…
Conclusion:
[bookmark: as_keypad]The combination of the applied countermeasures renders the attack on the keypad and its circuits as not or feasible/feasible.
[bookmark: _Ref425241377][bookmark: _Toc530667126]Display
…
Conclusion:
[bookmark: as_display]Therefore modifying display prompts that trick a user into entering his PIN when the POI software actually expects plain text entry is not or feasible/feasible
[bookmark: _Toc425408615][bookmark: _Toc425408616][bookmark: _Toc424732158][bookmark: _Toc425408617][bookmark: _Toc424732159][bookmark: _Toc425408618][bookmark: _Toc424732161][bookmark: _Toc425408620][bookmark: _Toc424732166][bookmark: _Toc425408625][bookmark: _Toc424732174][bookmark: _Toc425408633][bookmark: _Toc424732181][bookmark: _Toc425408640][bookmark: _Toc424732186][bookmark: _Toc425408645][bookmark: _Toc424732192][bookmark: _Toc425408651][bookmark: _Toc424732197][bookmark: _Toc425408656][bookmark: _Toc424732203][bookmark: _Toc425408662][bookmark: _Toc424732211][bookmark: _Toc425408670][bookmark: _Toc424732217][bookmark: _Toc425408676][bookmark: _Toc424732253][bookmark: _Toc425408712][bookmark: _Toc424732254][bookmark: _Toc425408713][bookmark: _Toc424732284][bookmark: _Toc425408743][bookmark: _Toc424732285][bookmark: _Toc425408744][bookmark: _Toc424732286][bookmark: _Toc425408745][bookmark: _Toc424732319][bookmark: _Toc425408778][bookmark: _Toc424732320][bookmark: _Toc425408779][bookmark: _Toc424732361][bookmark: _Toc425408820][bookmark: _Toc424732362][bookmark: _Toc425408821][bookmark: _Toc424732363][bookmark: _Toc425408822][bookmark: _Toc424732366][bookmark: _Toc425408825][bookmark: _Toc424732372][bookmark: _Toc425408831][bookmark: _Toc424732380][bookmark: _Toc425408839][bookmark: _Toc424732387][bookmark: _Toc425408846][bookmark: _Toc424732389][bookmark: _Toc425408848][bookmark: _Toc424732391][bookmark: _Toc425408850][bookmark: et_env][bookmark: _Toc309229831][bookmark: _Ref309810123][bookmark: _Toc343087990][bookmark: _Ref343173986][bookmark: _Ref419119596][bookmark: _Toc530667127]ET.2: Altering environmental conditions
Voltage Test and Temperature Test
…
Conclusion:
The temperature protection system of the security processor is working reliably. A tamper event occurs before the device is out of its operational range and all secure data stored in the device is erased.
[bookmark: as_environmental]The attack is not or feasible/feasible.


[bookmark: _Toc425408852][bookmark: _Toc425408853][bookmark: et_pin][bookmark: _Ref309228741][bookmark: _Toc309229832][bookmark: _Toc343087991][bookmark: _Toc530667128]ET.3: Determining PIN digits by sound emission
…
Mechanical sounds 
…


[bookmark: _Toc425408855][bookmark: _Toc425408856][bookmark: et_pin_ema][bookmark: _Ref371321666][bookmark: _Toc530667129]ET.4 Determining PIN digits EMA on key action
…
Conclusion
…
[bookmark: as_soundema]This kind of attack is not or feasible/feasible.
[bookmark: _Toc425408858][bookmark: et_dpa][bookmark: _Ref309229529][bookmark: _Toc309229833][bookmark: _Toc343087992][bookmark: _Toc530667130]ET.5: DPA and DEMA attack on AES and DES calculation 
[bookmark: _Toc530667131]DPA and SPA results
…
[bookmark: _Ref426623265][bookmark: _Toc530667132]DEMA and SEMA results
[bookmark: _Toc73933652]…
Conclusion
…
[bookmark: _Toc457828967][bookmark: _Toc482602549][bookmark: _Toc482606064][bookmark: et_icc][bookmark: _Ref309219912][bookmark: _Toc309229834][bookmark: _Ref342997498][bookmark: _Toc343087993][bookmark: _Ref367098285][bookmark: _Ref367098289][bookmark: _Toc530667133]ET.6: Installing a Bug in the ICC reader slot (widening for flex PCB or wire hook)
…
[bookmark: as_iccr]This kind of attack is not or feasible/feasible.
[bookmark: et_rng][bookmark: _Toc343850167][bookmark: _Ref367176521][bookmark: _Toc530667134]ET.7: Analysis of Random Numbers
…
Conclusion
…


[bookmark: et_SW][bookmark: _Toc343850168][bookmark: _Ref367176569][bookmark: _Ref367176658][bookmark: _Ref367176681][bookmark: _Ref367176692][bookmark: _Toc530667135]ET.8: Design and code analysis
[bookmark: _Toc530667136]Overview on architecture
…

[bookmark: _Toc343848559][bookmark: _Ref343863402][bookmark: _Ref343863407][bookmark: _Toc530667137]Security Commands of the Firmware of ##TOE name (long)
…
[bookmark: _Toc425408867][bookmark: _Toc425408868][bookmark: _Toc425408869][bookmark: _Toc425408870][bookmark: _Toc425408871][bookmark: _Toc425408873][bookmark: _Toc425408884][bookmark: _Toc425408885][bookmark: _Toc425408887][bookmark: _Toc425408903][bookmark: _Toc425408904][bookmark: _Toc425408906][bookmark: _Toc425408924][bookmark: _Toc425408947][bookmark: _Toc425408948][bookmark: _Toc425408957][bookmark: _Toc425408964][bookmark: _Toc425408965][bookmark: _Toc425408977][bookmark: _Toc425408985][bookmark: _Toc425408999][bookmark: _Toc425409007][bookmark: _Toc425409011][bookmark: _Toc425409022][bookmark: _Toc425409023][bookmark: _Toc425409034][bookmark: _Toc425409035][bookmark: _Toc425409048][bookmark: _Toc425409051][bookmark: _Toc425409060][bookmark: _Toc425409062][bookmark: _Toc425409063][bookmark: _Toc425409066][bookmark: _Toc425409072][bookmark: _Toc425409078][bookmark: _Toc425409083][bookmark: _Toc425409084][bookmark: _Toc425409092][bookmark: _Toc425409103][bookmark: _Toc425409104][bookmark: _Toc425409131][bookmark: _Toc425409132][bookmark: _Toc425409134][bookmark: _Toc425409143][bookmark: _Toc425409144][bookmark: _Toc425409145][bookmark: _Toc425409146][bookmark: _Toc425409154][bookmark: _Toc425409169][bookmark: _Toc425409170][bookmark: _Toc343848560][bookmark: _Ref427245629][bookmark: _Toc530667138]Buffer Overflow
To prevent Buffer Overflows there are mechanisms implemented in the Source Code. In the following the findings of a code analysis are described for the external and internal interfaces.
Smart Card Reader (ICCR)
Add logical analysis or result of source code review
1.1.1.1 SAM Slots
[bookmark: _Toc343848563]Add logical analysis or result of source code review
Magnetic Stripe Reader (MSR)
Add logical analysis or result of source code review
Keypad
[bookmark: _Toc482606071][bookmark: _Toc482606072][bookmark: _Toc482606073][bookmark: _Toc482606074][bookmark: _Toc482606075][bookmark: _Toc482606076][bookmark: _Toc482606077][bookmark: _Toc482606078][bookmark: _Toc482606079][bookmark: _Toc482606080][bookmark: _Toc482606081][bookmark: _Toc482606082][bookmark: _Toc425409172][bookmark: _Toc425409174][bookmark: _Toc425409175][bookmark: _Toc425409176][bookmark: _Toc425409188][bookmark: _Toc425409189][bookmark: _Toc425409190][bookmark: _Toc425409192][bookmark: _Toc425409205][bookmark: _Toc425409206][bookmark: _Toc425409207][bookmark: _Toc425409208][bookmark: _Toc425409210][bookmark: _Toc425409222][bookmark: _Toc425409225][bookmark: _Toc425409226][bookmark: _Toc425409227][bookmark: _Toc425409228][bookmark: _Toc425409230][bookmark: _Toc425409231][bookmark: _Toc425409233][bookmark: _Toc425409235][bookmark: _Toc425409240][bookmark: _Toc425409246][bookmark: _Toc425409247][bookmark: _Toc425409248][bookmark: _Toc425409256][bookmark: _Toc425409258][bookmark: _Toc425409261][bookmark: _Toc425409263][bookmark: _Toc425409273][bookmark: _Toc425409275][bookmark: _Toc425409278][bookmark: _Toc425409286][bookmark: _Toc425409289][bookmark: _Toc425409292][bookmark: _Toc425409298][bookmark: _Toc425409313][bookmark: _Toc425409315][bookmark: _Toc425409317][bookmark: _Toc425409318][bookmark: _Toc425409325][bookmark: _Toc425409330][bookmark: _Toc425409334][bookmark: _Toc425409335][bookmark: _Toc425409338][bookmark: _Toc425409339][bookmark: _Toc425409340][bookmark: _Toc425409342][bookmark: _Toc425409347][bookmark: _Toc425409348][bookmark: _Toc425409350][bookmark: _Toc425409352][bookmark: _Toc425409354][bookmark: _Toc425409367][bookmark: _Toc425409370][bookmark: _Toc425409371][bookmark: _Toc425409373][bookmark: _Toc425409379][bookmark: _Toc425409380][bookmark: _Toc425409383][bookmark: _Toc343848567]Add logical analysis or result of source code review
[bookmark: _Toc530667139]Buffer Cleaning
[bookmark: _Toc343848568]Add logical analysis or result of source code review
Secure PIN and Password entry 
[bookmark: _Toc482606085][bookmark: _Toc457828984][bookmark: _Toc482602566][bookmark: _Toc482606096][bookmark: _Toc425409385][bookmark: _Toc425409386][bookmark: _Toc425409388][bookmark: _Toc425409389][bookmark: _Toc425409394][bookmark: _Toc425409395][bookmark: _Toc425409397][bookmark: _Toc425409406][bookmark: _Toc425409407][bookmark: _Toc425409411][bookmark: _Toc425409415][bookmark: _Toc425409416][bookmark: _Toc425409422][bookmark: _Toc425409425][bookmark: _Toc425409426][bookmark: _Toc425409429][bookmark: _Toc425409433][bookmark: _Toc425409439][bookmark: _Toc425409441][bookmark: _Toc425409443][bookmark: _Toc425409449][bookmark: _Toc425409457][bookmark: _Toc425409459][bookmark: _Toc425409462][bookmark: _Toc425409464][bookmark: _Toc425409468][bookmark: _Toc425409472][bookmark: _Toc425409474][bookmark: _Toc425409477][bookmark: _Toc425409488][bookmark: _Toc425409489][bookmark: _Toc425409493][bookmark: _Toc425409504][bookmark: _Toc425409820][bookmark: _Toc425409822][bookmark: _Toc343848571][bookmark: _Ref421530477]Add logical analysis or result of source code review
[bookmark: _Toc530667140]Firmware
Self-Test
Add logical analysis or result of source code review
Secure FW Update
Add logical analysis or result of source code review

[bookmark: _Toc425409824][bookmark: _Toc530667141]Conclusion
[bookmark: as_software]No or An attack path has been found. 
[bookmark: _Toc530667142][bookmark: _Toc309229836][bookmark: _Toc343087996]Interface Penetration
The device exposes the following logic/physical interfaces:
· Wi-Fi / Ethernet 
· Bluetooth
· USB / Serial interface
· …
All these interfaces were tested as follows:
Add result of logical interface penetration tests
[bookmark: _Toc530667143]General code review 
1. [bookmark: _Toc461795975][bookmark: _Toc530667144]Evaluator checks and verifications applicable for each product Add reference to current version of Common.SECC source code analysis document
	No
	General

	1. [bookmark: _Ref413248858]
	The evaluators shall check whether the implementation is well-structured and has sufficient comments in order that the evaluators can understand the implementation.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check compiler settings in order that test or debug settings are deactivated.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check whether third party software is used according to related security guidelines if such security guidelines are available.

Add analysis result

Add the conclusion

	1. [bookmark: Hardware_Guidance][bookmark: _Ref413248155]
	The evaluators shall verify the requirements of the underlying security hardware (setting and reading of security related flags, correct parameters of sensitive hardware calls, ...) according to the hardware security guideline. This holds especially for switches to turn on counter measures against side channel analysis or glitches.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall verify the self-test mechanisms of the payment terminal by code analysis.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall verify mechanisms to perform updates of the firmware by code analysis.

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data because of a data buffer misuse.

	1. 
	The evaluators shall check that dependent on the security architecture of the implementation any confidential data is not stored or used (as far as possible) in cleartext.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check that erasure of confidential data is done in a way that the compiler does not deactivate the erasure procedure. The corresponding risk is that the compiler may deactivate the erasure procedure because the deleted buffer is not used anymore afterwards.  
This holds for PINs (after verification) and private keys as well as symmetric keys (after usage).

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check for external interfaces input/output buffer management (byte counters, boundary checks, ...). Alternatively penetration tests can be applied.

Add analysis result

Add the conclusion



1. [bookmark: _Toc461795976][bookmark: _Toc530667145]Evaluator checks and verifications typical for payment terminals
	No
	The attacker discloses confidential data or manipulates the security related process flow by a timing attack.

Add analysis result

Add the conclusion

	1. [bookmark: _Ref413248905]
	The evaluators shall verify by code analysis that any verification of PINs and password is implemented timing independent. Thus e.g. the full data shall pass the verification procedure.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall verify by code analysis that any verification of authentication codes (like MAC, …) is implemented timing independent. 
Thus e.g. the full data shall pass the verification procedure.
Compiler optimization shall not lead to timing dependence (compiler flags to be checked).

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data because of a data buffer misuse.

	1. 
	The evaluators shall check by code analysis that any confidential data is explicitly erased after usage (e.g. by overwriting the buffer).
This holds for PINs (after verification) and as well as private and symmetric keys (after usage).

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check that well defined memory areas are used to store PINs, private keys and symmetric keys. Whenever possible pointers are to be used instead of copy them from one memory area to another.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check PIN block padding as well as PIN formatting by code analysis if random data is used for padding.

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data, manipulates sensitive data or manipulates the security related process flow sending fuzzy data to the terminal.

	1. 
	The evaluators shall identify at least functions processing cryptographic data, PINs, security verification results, security related counters, security related flags and PINs in the design specifications and shall check the implementation of these functions.

Add analysis result

Add the conclusion



	1. 
	The evaluators shall check that only specified commands are allowed to be implemented. This holds especially for smartcard APDU commands and online authorisation commands (if they are controlled by the platform).

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data, manipulates sensitive data or manipulates the security related process flow by analysis of the random number generator (RNG)

	1. 
	The evaluators shall check by code analysis whether the noise source (e.g. generated by a security processor) is processed in order that the evaluators are convinced that unpredictable random numbers are generated.

Add analysis result

Add the conclusion

	1. 
	The evaluators shall check that security functions use randoms only provided by RNGs examined by the code analysis.

Add analysis result

Add the conclusion



1. [bookmark: _Toc461795977][bookmark: _Ref461778267][bookmark: _Toc530667146]Recommendations
1. [bookmark: _Toc461795978][bookmark: _Toc530667147]Evaluator checks and verifications applicable for each product
	No
	General

	1. 
	Compiler settings should be taken into consideration in order to see whether code optimization may lead to vulnerabilities in the executable code or the setting of warnings during compilation.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check whether the used compiler creates vulnerabilities and whether e.g. a newer version not creating vulnerabilities exist.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check that third party software is free of known vulnerabilities.

Add analysis result

Add the conclusion

	1. 
	Make files or similar configuration files should be taken into consideration in order to check whether only the intended source code files, libraries etc. are linked together to the final product.

Add analysis result

Add the conclusion

	1. 
	The evaluators should consider static code analysis tools or the vendors should use them and the evaluators should check the results of these tools.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check the recommendations given in the CEM V3.1 R4, sections 1202 – 1204.
Add analysis result

Add the conclusion



1. [bookmark: _Toc461795979][bookmark: _Toc530667148]Evaluator checks and verifications typical for payment terminals
	No
	The attacker discloses confidential data, manipulates sensitive data or manipulates the security related process flow because of internal illegal code instructions.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check security related case switches in order to verify that only the specified functions are called with the specified parameter. In particular a default block should be always present. This holds especially for the command processing and its parameter dependent called functions.

Add analysis result

Add the conclusion

	1. 
	The evaluators should consider drawing "trees" of main security functions with the called functions as branches in order to see which subroutines are called to implement the main security function. This holds especially for functions working on cryptographic keys and PINs. 

Add analysis result

Add the conclusion



	1. 
	The evaluators should check whether the software is free of dead code or whether there is no branch to execute dead code.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check whether return values reflect the behavior of the security related function.

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data, manipulates sensitive data or manipulates the security related process flow sending fuzzy data to the terminal.

	1. 
	The evaluators should check that processing of input data is well-structured. 

Add analysis result

Add the conclusion

	1. 
	The evaluators should check based on functional specification that undocumented commands are not used. 

Add analysis result

Add the conclusion



	No
	The attacker discloses confidential data, manipulates sensitive data or manipulates the security related process flow performing a power interrupt.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check that sensitive data to be stored in non-volatile memory areas is written in a way being independent from a power interrupt.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check that error counters are decreased before operation and increased afterwards if no error appears.

Add analysis result

Add the conclusion

	1. 
	The evaluators should check that usage counters are increased before the operation, not afterwards.

Add analysis result

Add the conclusion



[bookmark: _Toc530658096][bookmark: _Toc530659676][bookmark: _Toc530667149]Annex
[bookmark: _Toc145320870][bookmark: _Toc145734174][bookmark: _Toc171928548][bookmark: _Toc530658097][bookmark: _Toc530659677][bookmark: _Toc530667150]Glossary and list of acronyms
	term
	definition / explanation

	…
	…

	…
	…



	abbreviation
	term
	definition / explanation

	ST
	Security Target
	…

	…
	…
	…

	
	
	


[bookmark: _Toc145320871][bookmark: _Toc145734175][bookmark: _Toc171928549][bookmark: _Ref523385675][bookmark: _Toc530658098][bookmark: _Toc530659678][bookmark: _Toc530667151]Bibliography
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Legislatives and Standards
Add reference or none
Evaluation Reports
Add reference
Developer Documents
Add reference
[ATECOV]	Developer test coverage..
…

Other documents
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Add reference
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