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1 Impact in case of a delta process
## In case of a delta process the impact resulting from the changes that have been applied to the product have to be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.

## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore the following chapters should not mention the previous TOE to obtain a consistent description allowing further delta processes.

## The current evaluation process is not a delta process.
2 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [1], [2] and [3]) and the Common Evaluation Methodology (see [4]) in accordance with the Security Target [ST]. 
TOE identification according to [ST]:

	Hardware Version 
	##HW version

	Firmware Version:
	##FW version

	Guidance documents
	##guidance docs


The subject of the current report is the evaluation of the life-cycle support of the TOE as required by the Assurance Class ALC. This Assurance Class at level EAL-POI comprises five Assurance Families: (ALC_CMC) CM capabilities, (ALC_CMS) CM scope, (ALC_DEL) Delivery, (ALC_DVS) Development security and (ALC_FLR) Flaw remediation, whereby each of them defines several Assurance Components, respectively, being dependent on the evaluation assurance package chosen.

The Developer Action Elements required for the developer are the following:

ALC_CMC.2.1D
ALC_CMC.2.2D
ALC_CMC.2.3D

ALC_CMS.2.1D

ALC_DEL.1.1D
ALC_DEL.1.2D

ALC_DVS.2.1D

ALC_FLR.1.1D
The developer contributions are listed in ETR.

There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a delta evaluation: The evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.

3 Evaluation objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether and how the document [ALC] provided by the developer meets the requirements given by the Common Criteria, [3]. If the documentation does not meet the requirements or if it contains inconsistencies or deficiencies, it is also treated in this report.

In detail, the following assurance components are analysed in this report:
	ALC_CMC.2
	Use of a CM system

	ALC_CMS.2
	Parts of the TOE CM coverage

	ALC_DEL.1
	Delivery procedures

	ALC_DVS.2
	Sufficiency of security measures

	ALC_FLR.1
	Basic flaw remediation


According to the Common Criteria, Part 3 these assurance components imply the following dependencies:

	ALC_CMC.2
	ALC_CMS.1 TOE CM coverage

	ALC_CMS.2
	No dependencies

	ALC_DEL.1
	No dependencies

	ALC_DVS.2
	No dependencies

	ALC_FLR.1
	No dependencies


4 Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [CEM]. The examinations conducted in this report are grouped into work units according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [CC_P3].

An evaluator action element shall be applied to the content and presentation of evidence element. The relevant application instructions are given in the respective work units as shown below:

	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement
	related evaluator work units according [CEM]
	Verdict

	
	ALC_CMC.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMC.2.1C
	yes
	ALC_CMC.2-1
	

	
	
	
	ALC_CMC.2-2
	

	
	
ALC_CMC.2.2C
	
	ALC_CMC.2-3
	

	
	
ALC_CMC.2.3C
	
	ALC_CMC.2-4
	

	
	ALC_CMS.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_CMS.2.1C
	
	ALC_CMS.2-1
	

	
	
ALC_CMS.2.2C
	yes
	ALC_CMS.2-2
	

	
	
ALC_CMS.2.3C
	
	ALC_CMS.2-3
	

	
	ALC_DEL.1.1E
	yes
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DEL.1.1C
	
	ALC_DEL.1-1
	

	
	Implied evaluator action
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DEL.1.2D
	yes
	ALC_DEL.1-2
	

	
	ALC_DVS.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ALC_DVS.2.1C
	yes
	ALC_DVS.2-1
	

	
	
ALC_DVS.2.2C
	
	ALC_DVS.2-2
	

	
	
	
	ALC_DVS.2-3
	

	
	ALC_DVS.2.2E
	yes
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ALC_DVS.2-4
	

	
	ALC_FLR.1.1E
	
	
	##PASS ##FAIL ##INCONCLUISVE

	
	
ALC_FLR.1.1C
	
	ALC_FLR.1-1
	

	
	
ALC_FLR.1.2C
	yes
	ALC_FLR.1-2
	

	
	
	
	ALC_FLR.1-3
	

	
	
ALC_FLR.1.3C
	yes
	ALC_FLR.1-4
	

	
	
ALC_FLR.1.4C
	
	ALC_FLR.1-5
	


Table 1: Requirements for evidence and evaluation
5 Evaluation results
Summary Verdict for the Assurance Class ALC:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ALC) is assessed with PASS.

##if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ALC_CMC.2, ALC_CMS.2, ALC_DEL.1, ALC_DVS.2 and ALC_FLR.1. For further details please refer to section below.
5.1 ALC_CMC.2 Use of a CM system

Summary Verdict for the Assurance Component ALC_CMC.2:
##PASS ##FAIL ##INCONCLUSIVE
The TOE meets all requirements of the assurance component ALC_CMC.2. This result bases on the results provided by the evaluator actions and performed work units below.
5.1.1 ALC_CMC.2.1E

Evaluator action element:

ALC_CMC.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
5.1.1.1 ALC_CMC.2.1C
ALC_CMC.2.1C
The TOE shall be labelled with its unique reference. 
Refinement from [PP]:


The unique identification shall also apply to the PED in order to comply with the following CAS requirement: 

PCIM7: Each device shall have a unique visible identifier affixed to it. 

The unique identifier applies to the tamper-resistant boundaries (e.g. PED, IC Card Reader). They must be visible without opening the terminal.

5.1.1.1.1 ALC_CMC.2.1C

[ALC_CMC.2-1] The evaluator shall check that the TOE provided for evaluation is labelled with its reference.
This work unit deals with the question, whether the TOE is aptly labelled with its reference. The labelling could be manifold as it could appear directly printed on the TOEs casing as well as electronical information retrievable via the interfaces, etc. (cf. also information provided in the CEM [CEM]).

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show the following:

· the TOE has been found being appropriately labelled by the (exact) label …

· fixed label parts when there are possible degrees of freedom within the labelling (e.g. part specific numbering or identification of dedicated TOE part identifier)

· where the TOE label was found and possibly what kind of label has been used (etc. electronical, engraved, printed, etc.).
The version of the TOE is uniquely referenced by the … that has been found on …

Assessment and Verdict:

The evaluator has checked that the TOE has (## not) been found correctly and appropriately labelled with its reference. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.1.1.1.2 ALC_CMC.2.2C

[ALC_CMC.2-2] The evaluator shall check that the TOE references used are consistent.

This work unit deals with the question, whether the TOE reference is consistently used to identify all parts comprising the TOE. E.g. this could be the SW or HW part as well as the documentation. Furthermore, the TOE might be addressed by its reference throughout the assurance requirement documentation.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], [ST] sec. ## …

Analysis:

The evaluator’s analysis description shall show that the labelling and identification of the TOE is consistent throughout the documentation and the TOE itself.
Assessment and Verdict:

The evaluator has checked for a consistent labelling that has (## not) been thoroughly found to be applied. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
5.1.1.2 ALC_CMC.2.2C
ALC_CMC.2.2C
The CM documentation shall describe the method used to uniquely identify the configuration items. 

5.1.1.2.1 ALC_CMC.2-3

[ALC_CMC.2-3] The evaluator shall examine the method of identifying configuration items to determine that it describes how configuration items are uniquely identified.

This work unit deals with the question, whether the method described is appropriate to identify the configuration items uniquely, i.e. to distinguish unambiguously between any differing versions of a TOE item.

Note, that 

· ALC_CMS.2-3 also stipulates the item’s developer to be indicated.

· Necessity for a configuration list is not directly stipulated in this work unit but is mentioned in the assurance components introduction and required by the dependent component ALC_CMS.2.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …
The evaluator shall list the summary of evidences including the actual configuration list. 
Analysis:

The evaluator’s analysis description shall show that unique identification of each configuration is described.
Assessment and Verdict:

The evaluator has (## not) found at least one method to identify the configuration items is appropriately described. The examination of the described method shows that it is suitable to uniquely identify the configuration items. Hence, the current work unit is fulfilled (pass) or not fulfilled (fail).

5.1.1.3 ALC_CMC.2.3C
ALC_CMC.2.3C
The CM system shall uniquely identify all configuration items. 

5.1.1.3.1 ALC_CMC.2-4
[ALC_CMC.2-4] The evaluator shall examine the configuration items to determine that they are identified in a way that is consistent with the CM documentation.

This work unit deals with the question, whether the described method is actually used and thus applied to concrete configuration items.

In case that there is more than one site involved in the TOE development process, there might be individual ways of identification methods for configuration items for each of several development sites utilising separate CM systems.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the configuration items are consistent with the documentation.
Assessment and Verdict:

For all examined configuration items the identification method has (## not) been thoroughly found to be applied without a contradiction. Hence, the current work unit is fulfilled (pass) or not fulfilled (fail).

Verdict for ALC_CMC.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.2 ALC_CMS.2 Parts of the TOE CM coverage

Summary Verdict for the Assurance Component ALC_CMS.2:
##PASS ##FAIL ##INCONCLUSIVE
The TOE meets all requirements of the assurance component ALC_CMS.2. This result bases on the results provided by the evaluator actions and performed work units below.
5.2.1 ALC_CMS.2.1E

Evaluator action element:

ALC_CMS.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence. 

In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
5.2.1.1 ALC_CMS.2.1.C

ALC_CMS.2.1C
The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs; and the parts that comprise the TOE. 

5.2.1.1.1 ALC_CMS.2-1

[ALC_CMS.2-1] The evaluator shall check that the configuration list includes the following set of items: 

a)
the TOE itself; 

b)
the parts that comprise the TOE; 

c)
the evaluation evidence required by the SARs. 

The evaluator has checked the configuration list [CLIST]. For a complete Configuration Items List please refer to work units ALC_CMC.2-3 and ALC_CMC.2-4.
Summary and Analysis:

	Set of items
	Evaluator’s comment

	a)
the TOE itself
	The TOE itself (labelled) in accordance with work unit ALC_CMC.2-1 is listed in [CLIST], section ##.

	b)
the parts that comprise the TOE
	The parts comprising the TOE (as identified by the ST) i.e. the complete set of guidance documentation is listed in [CLIST], section ##.

	c)
the evaluation evidence required by the SARs
	the evaluation evidence documentation as delivered during the evaluation process are contained in section ## of [CLIST]


Table 5.1: Identified sets of configuration items (cf. respective sections in [CLIST])

Assessment and Verdict:

The evaluators have (##not) successfully checked that the configuration item list includes the set of items required by the CC. Hence, the current work unit is fulfilled (pass) or not fulfilled (fail).

5.2.1.2 ALC_CMS.2.2.C
ALC_CMS.2.2C
The configuration list shall uniquely identify the configuration items. 
Refinement from [PP]:


PCIB3: The firmware, and any changes thereafter, have been inspected and reviewed using a documented and auditable process, and certified as being free from hidden and unauthorized or undocumented functions.

5.2.1.2.1 ALC_CMS.2-2

[ALC_CMS.2-2] The evaluator shall examine the configuration list to determine that it uniquely identifies each configuration item.

The method of unique identification of the configuration items has been examined in one of the following work unit (ALC_CMC 2-3). The evaluator shall examine whether the necessary details for each configuration item are applied as described in the CM documentation.

Additional information may be found in the CM system documentation such as a description how the configuration list is generated, or how e.g. the numbering method ensures uniqueness. This information may not be apparent from the configuration list itself.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …(refer to work units ALC_CMC.2-3 and ALC_CMC.2-4).
Analysis:

The evaluator’s analysis description shall show that the configuration list uniquely identifies each configuration item.
Assessment and Verdict:

The evaluators have (## not) successfully checked that to determine that the configuration list (## does not) uniquely identifies each configuration item. Thus, this current work unit is fulfilled (pass) or is not fulfilled (fail).
5.2.1.3 ALC_CMS.2.3.C

ALC_CMS.2.3C
For each TSF relevant configuration item, the configuration list shall indicate the developer of the item. 

5.2.1.3.1 ALC_CMS.2-3
[ALC_CMS.2-3] The evaluator shall check that the configuration list indicates the developer of each TSF relevant configuration item.

In case that a configuration item has been developed by more than one developer, the configuration list can only indicate either the creator of each item or the developer who has lastly changed the item unless there is not the complete history for each item.

Summary:

The evaluator found the related information that will be summarised in the following in [CLIST], sec. ## …(refer to work units ALC_CMC.2-3 and ALC_CMC.2-4).
Analysis:

The evaluator’s analysis description shall show that the configuration list indicates the developer of each TSF relevant configuration item.
Assessment and Verdict:

The evaluator has (## not) successfully checked the configuration list to determine that for each configuration item listed in the configuration list, there is an indication of the item’s developer. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ALC_CMS.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

5.3 ALC_DEL.1
Delivery procedures

Summary Verdict for the Assurance Component ALC_DEL.1:
##PASS ##FAIL ##INCONCLUSIVE 
The TOE meets all requirements of the assurance component ALC_DEL.1. This result bases on the results provided by the evaluator actions and performed work units below.
5.3.1 ALC_DEL.1.1E

Evaluator action element:

ALC_DEL.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Refinement from [PP]:


The evaluator shall confirm the use of the delivery procedures by examination of the developer's documentation and evidences. The delivery procedures involving the Initial Key Loading Facility, shall be also checked during a site visit (cf. ALC_DVS.2).

In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.

5.3.1.1 ALC_DEL.1.1C

ALC_DEL.1.1C
The delivery documentation shall describe all procedures that are necessary to maintain security when distributing versions of the TOE to the consumer.

5.3.1.1.1 ALC_DEL.1-1

[ALC_DEL.1-1] The evaluator shall examine the delivery documentation to determine that it describes all procedures that are necessary to maintain security when distributing versions of the TOE or parts of it to the consumer. 
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the procedures of distributing the TOE are well and consistently documented.
## Therefore the evaluators have created the following table:

	Item 
	Security to be maintained
	Delivery method and security measures
	Eval. note

	Documentation
	integrity, authenticity
	Delivery by … .
	

	Terminal batch
	integrity, authenticity, confidentiality
	Delivery by… 
	

	…
	
	
	


Table 5.2: Delivery procedures for the TOE items.

Assessment and Verdict:

The evaluator has examined the delivery documentation and determines that for each TOE part the security needs during delivery to the customer are formulated. The delivery documentation (##does not) describes all procedures that are necessary to maintain security when distributing versions of the TOE or parts of it to the consumer. The adopted procedures are sufficient to meet the formulated security needs. Hence, the current work unit is fulfilled (pass) or not fulfilled (fail).

Verdict for ALC_DEL.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

5.3.2 Implied evaluator action

In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.

5.3.2.1 ALC_DEL.1.2D
ALC_DEL.1.2D
The developer shall use the delivery procedures.

5.3.2.1.1 ALC_DEL.1-2
[ALC_DEL.1-2] The evaluator shall examine aspects of the delivery process to determine that the delivery procedures are used.

This work unit searches for evidence demonstrating that the delivery procedures are applicable resp. applied. This can either be done in connection with the site visit (cf. ALC_DVS and ALC_CMC) as well as by using the experiences gathered during the evaluation process (e.g. delivery of developer deliverables). 

In case of a development process accompanying evaluation process, concrete evidence for the delivery processes might not be at hand, since no TOE has already been delivered. Here, it might be helpful to look for evidence that the premises for the documented delivery processes are available.

Summary:

The evaluator shall list the related developer documentation and evidences that describes and indicates the used delivery procedures. 
Analysis:

The evaluator’s analysis description shall show that the described delivery process already examined by in work unit ALC_DEL.1-1 are used or at least available.

Assessment and Verdict:

The evaluators have examined aspects of the delivery process and determine that the delivery procedures are (##not) used as described for the delivery process. Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for implied evaluator action:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided meet all requirements for content and presentation of evidence.

5.4 ALC_DVS.2 Sufficiency of security measures

Summary Verdict for the Assurance Component ALC_DVS.2:
##PASS ##FAIL ##INCONCLUSIVE
The TOE meets all requirements of the assurance component ALC_DVS.2. This result bases on the results provided by the evaluator actions and performed work units below.
5.4.1 ALC_DVS.2.1E

ALC_DVS.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.ALC_DVS.2.1C

In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.

5.4.1.1 ALC_DVS.2.1C

ALC_DVS.2.1C
The development security documentation shall describe all the physical, procedural, personnel, and other security measures that are necessary to protect the confidentiality and integrity of the TOE design and implementation in its development environment.
Refinement from [PP]:


In the following requirements ‘device’ reflects the PED and the POI security-related components. In terms of Common Criteria security-related means SFR-enforcing.

The development security documentation shall meet the following requirements:

· The development security documentation shall describe the entire device manufacturing lifecycle, up to and including Initial Key Loading, and shall identify the sites involved in each lifecycle stage.

· PCIL2: The certified firmware is protected and stored in such a manner as to preclude unauthorized modification during its entire manufacturing life-cycle e.g., by using dual control or standardized cryptographic authentication procedures. This requirement addresses the firmware of the device. (Certified here means that the Firmware has been checked by the developer. Hence the Firmware that is part of the configuration items has been checked in integrity. )

· PCIL3: The device is assembled in a manner that the components of the device used in the manufacturing process are those components that were certified by the requirements of this PP (not to be applied for SRED and SFR-supporting features for Open Protocols) in the scope of the evaluation and unauthorized substitutions have not been made.

· Application Note: These components belong to the TOE configuration list.

· PCIL4: Production software (e.g., firmware) that is loaded to devices at the time of manufacture is transported, stored, and used under the principle of dual control, preventing unauthorized modifications and/or substitutions.

· PCIL5: Subsequent to production but prior to shipment from the manufacturer's or reseller’s facility, the device and any of its components are stored in protected, access-controlled area or sealed within tamper-evident packaging to prevent undetected unauthorized access to the device or its components.

· PCIL6: If the device will be authenticated at the key-loading facility of initial deployment by means of secret information placed in the device during manufacturing, then this secret information is unique to each device, unknown and unpredictable to any person, and installed in the device under dual control to ensure that it is not dis-closed during installation.

· PCIL7: Security measures are taken during development and maintenance of POI security-related components. The manufacturer must maintain a development security documentation describing all the physical, procedural, personnel, and other security measures that are necessary to protect the integrity of the design and implementation of the POI security-related components in their development environment. The development security documentation shall provide evidence that these security measures are followed during the development and maintenance of the POI security-related components. The evidence shall justify that the security measures provide the necessary level of protection to maintain the integrity of the POI security-related components.

· PCIL8: Controls exist over the repair process and the inspection/testing process subsequent to repair to ensure that the device has not been subject to unauthorized modification.

· PCIM3: While in transit from the manufacturer's facility to the initial key-loading facility, the device is: 

· Shipped and stored in tamper-evident packaging; and/or, 

· Shipped and stored containing a secret that is immediately and automatically erased if any physical or functional alteration to the device is attempted, that can be verified by the initial key-loading facility, but that cannot feasibly be deter-mined by unauthorized personnel. 

· PCIM4: The device’s development security documentation must provide means to the initial key-loading facility to assure the authenticity of the TOE’s security relevant components.

· PCIM5: If the manufacturer is in charge of initial key-loading, then the manufacturer must verify the authenticity of the POI security-related components.

· PCIM6: If the manufacturer is not in charge of initial key-loading, the manufacturer must provide the means to the initial key-loading facility to assure the verification of the authenticity of the POI security-related components.

· The development security documentation shall describe all the delivery procedures necessary to maintain the security of the TOE components before assembling, subsequent to production and prior to shipment and on the way to the Initial Key Loading Facility. The delivery procedures shall contribute enforcing the following requirements:

· PCIL4: Production software (e.g., firmware) that is loaded to devices at the time of manufacture is transported, stored, and used under the principle of dual control, preventing unauthorized modifications and/or substitutions.

· PCIM1: The POI should be protected from unauthorized modification with tamper-evident security features, and customers shall be provided with documentation (both shipped with the product and available securely online) that provides instruction on validating the authenticity and integrity of the POI. 

· Where this is not possible, the POI is shipped from the manufacturer’s facility to the initial key-loading facility or to the facility of initial deployment and stored en route under auditable controls that can account for the location of every POI at every point in time. 

· Where multiple parties are involved in organizing the shipping, it is the responsibility of each party to ensure that the shipping and storage they are managing is com-pliant with this requirement.

· PCIM2: Procedures are in place to transfer accountability for the device from the manufacturer to the initial-key-loading facility.
The items of the refinement above are individually assessed by the evaluator in section 5.4.1.1.2
5.4.1.1.1 ALC_DVS.2-1

[ALC_DVS.2-1] The TOE development environment stands for the design, manufacturing, assembling and maintenance environments of the TOE components, including the final assembly and the initial key loading facilities. 

The evaluator shall examine the development security documentation to determine that it details all security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the evidence assesses all security measures used in the development environment that are necessary to protect the confidentiality and integrity of the TOE design and implementation. 
The evaluator shall provide the analysis of how the development security of the TOE meet all the refinements of ALC_DVS.2.1.C. Such analysis is detailed in section  5.4.1.1.2.
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.4.1.1.2 ALC_DVS.2-1 Refinements from the [PP]

The development security documentation shall describe the entire device manufacturing lifecycle, up to and including Initial Key Loading, and shall identify the sites involved in each lifecycle stage.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL2: The certified firmware is protected and stored in such a manner as to preclude unauthorized modification during its entire manufacturing life-cycle e.g., by using dual control or standardized cryptographic authentication procedures. This requirement ad-dresses the firmware of the device. (Certified here means that the Firmware has been checked by the developer. Hence the Firmware that is part of the configuration items has been checked in integrity.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL3: The device is assembled in a manner that the components of the device used in the manufacturing process are those components that were certified by the requirements of this PP (not to be applied for SRED and SFR-supporting features for Open Protocols) in the scope of the evaluation and unauthorized substitutions have not been made.

Application Note: These components belong to the TOE configuration list.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL4: Production software (e.g., firmware) that is loaded to devices at the time of manufacture is transported, stored, and used under the principle of dual control, pre-venting unauthorized modifications and/or substitutions.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL5: Subsequent to production but prior to shipment from the manufacturer's or re-seller’s facility, the device and any of its components are stored in protected, access-controlled area or sealed within tamper-evident packaging to prevent undetected un-authorized access to the device or its components.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL6: If the device will be authenticated at the key-loading facility of initial deployment by means of secret information placed in the device during manufacturing, then this secret information is unique to each device, unknown and unpredictable to any person, and installed in the device under dual control to ensure that it is not dis-closed during installation.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL7: Security measures are taken during development and maintenance of POI security-related components. The manufacturer must maintain a development security documentation describing all the physical, procedural, personnel, and other security measures that are necessary to protect the integrity of the design and implementation of the POI security-related components in their development environment. The development security documentation shall provide evidence that these security measures are followed during the development and maintenance of the POI security-related components. The evidence shall justify that the security measures provide the necessary level of protection to maintain the integrity of the POI security-related components.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIL8: Controls exist over the repair process and the inspection/testing process sub-sequent to repair to ensure that the device has not been subject to unauthorized modification.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM3: While in transit from the manufacturer's facility to the initial key-loading facility, the device is: 

Shipped and stored in tamper-evident packaging; and/or, 

Shipped and stored containing a secret that is immediately and automatically erased if any physical or functional alteration to the device is attempted, that can be verified by the initial key-loading facility, but that cannot feasibly be determined by unauthorized personnel. 

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM4: The device’s development security documentation must provide means to the initial key-loading facility to assure the authenticity of the TOE’s security relevant components.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM5: If the manufacturer is in charge of initial key-loading, then the manufacturer must verify the authenticity of the POI security-related components.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM6: If the manufacturer is not in charge of initial key-loading, the manufacturer must provide the means to the initial key-loading facility to assure the verification of the authenticity of the POI security-related components.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

The development security documentation shall describe all the delivery procedures necessary to maintain the security of the TOE components before assembling, sub-sequent to production and prior to shipment and on the way to the Initial Key Loading Facility. The delivery procedures shall contribute enforcing the following requirements:

PCIL4: Production software (e.g., firmware) that is loaded to devices at the time of manufacture is transported, stored, and used under the principle of dual control, pre-venting unauthorized modifications and/or substitutions.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM1: The POI should be protected from unauthorized modification with tamper-evident security features, and customers shall be provided with documentation (both shipped with the product and available securely online) that provides instruction on validating the authenticity and integrity of the POI. 

Where this is not possible, the POI is shipped from the manufacturer’s facility to the initial key-loading facility or to the facility of initial deployment and stored en route under auditable controls that can account for the location of every POI at every point in time. 

Where multiple parties are involved in organizing the shipping, it is the responsibility of each party to ensure that the shipping and storage they are managing is com-pliant with this requirement.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

PCIM2: Procedures are in place to transfer accountability for the device from the manufacturer to the initial-key-loading facility.

Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

Evaluator analysis 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.4.1.2 ALC_DVS.2.2C

ALC_DVS.2.2C
The development security documentation shall justify that the security measures provide the necessary level of protection to maintain the confidentiality and integrity of the TOE. 

5.4.1.2.1 ALC_DVS.2-2

[ALC_DVS.2-2] The evaluator shall examine the development security documentation to determine that an appropriate justification is given why the security measures provide the necessary level of protection to maintain the confidentiality and integrity of the TOE.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that sufficient security measures are implemented at (development/manufacturing facility) to provide the necessary level of protection to maintain the confidentiality and integrity of the TOE. 
Only a small summery is provided here, details are described in the site audit report.
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.4.1.2.2 ALC_DVS.2-3

[ALC_DVS.2-3] The evaluator shall examine the development confidentiality and integrity policies in order to determine the sufficiency of the security measures employed.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that that development confidentiality and integrity policies are sufficiently defined and employed. 
Only a small summery is provided here, details are described in the site audit report. 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_DVS.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.
5.4.2 ALC_DVS.2.2E

ALC_DVS.2.2E
The evaluator shall confirm that the security measures are being applied.

Refinement from [PP]:



EPC PlusL0: The evaluator shall confirm that the security measures are being applied by examination of the developer's documentation and evidences. The security measures involving the final assembly and the Initial Key Loading facilities shall be checked during a site visit to each relevant site (as determined by the lifecycle description for ALC_DVS.2.1C).
5.4.2.1.1 ALC_DVS.2-4
[ALC_DVS.2-4] The evaluator shall examine the development security documentation and associated evidence to determine that the security measures are being applied.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the described security measures are applied. 
Only a small summery is provided here, details are described in the site audit report.
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_DVS.2.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.5 ALC_FLR.1 Basic flaw remediation

Summary Verdict for the Assurance Component ALC_FLR.1:
##PASS ##FAIL ##INCONCLUSIVE
The TOE meets all requirements of the assurance component ALC_FLR.1. This result bases on the results provided by the evaluator actions and performed work units below.
5.5.1 ALC_FLR.1.1E

Evaluator action element:
ALC_FLR.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
5.5.1.1 ALC_FLR.1.1C

ALC_FLR.1.1C
The flaw remediation procedures documentation shall describe the procedures used to track all reported security flaws in each release of the TOE.
5.5.1.1.1 ALC_FLR.1-1

[ALC_FLR.1-1] The evaluator shall examine the development security documentation and associated evidence to determine that the security measures are being applied.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the procedures describe the actions that are taken by the developer from the time each suspected security flaw is reported to the time that it is resolved. This includes the flaw's entire time frame, from initial detection through ascertaining that the flaw is a security flaw, to resolution of the security flaw. 

Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.5.1.2 ALC_FLR.1.2C

ALC_FLR.1.2C
The flaw remediation procedures shall require that a description of the nature and effect of each security flaw be provided, as well as the status of finding a correction to that flaw.
Refinement from [PP]:


The flaw remediation procedures shall ensure a timely distribution of information about newly found vulnerabilities and mitigations for the vulnerabilities; this information includes identification, description, and assessment of the vulnerabilities. The procedures shall ensure timely creation of mitigation measures for newly found vulnerabilities that may impact POI security.
5.5.1.2.1 ALC_FLR.1-2

[ALC_FLR.1-2] The evaluator shall examine the flaw remediation procedures to determine that the application of these procedures would produce a description of each security flaw in terms of its nature and effects.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the application of the flaw remediation procedures produces a description of each security flaw in terms of its nature and effects. Refinement of ALC_FLR.1.2C shall be taken into consideration.
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.5.1.2.2 ALC_FLR.1-3

[ALC_FLR.1-3] The evaluator shall examine the flaw remediation procedures to determine that the application of these procedures would identify the status of finding a correction to each security flaw.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the status of the security flaw is clearly defined from the moment of assignment until closure. 
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.5.1.3 ALC_FLR.1.3C

ALC_FLR.1.3C
The flaw remediation procedures shall require that corrective actions be identified for each of the security flaws.
Refinement from [PP]:


The flaw remediation procedures shall ensure timely detection of vulnerabilities that apply to the device by periodical execution of a vulnerability assessment that includes activities such as: analysis, survey of information available in the public domain, and testing.
5.5.1.3.1 ALC_FLR.1-4

[ALC_FLR.1-4] The evaluator shall check the flaw remediation procedures to determine that the application of these procedures would identify the corrective action for each security flaw.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that the application of the remediation procedures identify the corrective action for each security flaw. Refinement of ALC_FLR.1.3C shall be taken into consideration
Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

5.5.1.4 ALC_FLR.1.4C

ALC_FLR.1.1C
The flaw remediation procedures documentation shall describe the methods used to provide flaw information, corrections and guidance on corrective actions to TOE users.

5.5.1.4.1 ALC_FLR.1-5

[ALC_FLR.1-5] The evaluator shall examine the flaw remediation procedures documentation to determine that it describes a means of providing the TOE users with the necessary information on each security flaw.
Summary:

The evaluator found the related information that will be summarised in the following in [ALC], sec. ## …

Analysis:

The evaluator’s analysis description shall show that a flaw remediation process is stated in the documents and that the evidences also include a procedure where the customers are informed about the security related firmware updates.

Assessment and Verdict:

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ALC_FLR.1.1E:
##PASS ##FAIL ##INCONCLUISVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.6 Indications for Potential Vulnerabilities
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
5.7 Missing Information

##There is no further information, which the developer/sponsor has to provide.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.8 Questions to / Conditions on the Developer

##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.9 Necessary Changes/Improvements

##There are no changes should be done by the developer.

##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his/her single evaluation report, cf. AIS14.

5.10 Effects on other Documents

##There are no effects on other documents.

6 Annex

6.1 Glossary and list of acronyms

	term
	definition / explanation

	## …
	

	
	


	abbreviation
	term
	definition / explanation

	ST
	Security Target
	see [1]

	## …
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