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1 Impact in case of a re-evaluation

## In case of a re-evaluation process the impact resulting from the changes having been applied to the product shall be discussed in this chapter only. Therefore, the evaluator might use the suitable parts of the Impact Analysis Report.

## The differences between the certified and the changed TOE should solely be discussed in this chapter. The remaining resp. following chapters should contain the appropriately marked changes with respect to the previous evaluation process. Furthermore, the following chapters should not mention the previous TOE to obtain a consistent description allowing further re-evaluation processes.

##The current evaluation process is ##not a re-evaluation process.
2 Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [CC_P1], [CC_P2] and [CC_P3]) and the Common Evaluation Methodology (see [CEM]). The subject of the current report is the assessment of the Security Target for the TOE as required by the Assurance Class ASE. This Assurance Class comprises the following Assurance Families: ASE_CCL, ASE_ECD, ASE_INT, ASE_OBJ, ASE_REQ, ASE_SPD and ASE_TSS, whereby the families ASE_OBJ, ASE_REQ and ASE_TSS define more than one Assurance Components, being dependent on the evaluation assurance package chosen.

Please note that the sequence of the assurance families below does not stick to the alphabetic, but to the logical order as used in [CEM], chap. 10.
The Developer Action Elements required for the developer are the following:

ASE_INT.1.1D

ASE_CCL.1.1D

ASE_CCL.1.2D

ASE_SPD.1.1D

ASE_OBJ.1.1D

ASE_OBJ.2.1D

ASE_OBJ.2.2D

ASE_ECD.1.1D

ASE_ECD.1.2D

ASE_REQ.2.1D

ASE_REQ.2.2D

ASE_TSS.1.1D

ASE_TSS.2.1D.

The following contributions were provided:


Security Target, [ST],


the PP [POI PP] that the ST claims conformance to.
There are no further references to former evaluations of the TOE or to any observation reports.

##Or, in case of a re-evaluation: The evaluator should here refer to the previous certification process and, optionally, give a short description of the main impacting factors.
3 Evaluation Objective / Dependencies

The objective of this particular Single Evaluation Report is to find out, whether the ST is sound and internally consistent. This is important, as the ST represents a special description form of the general security policy for the TOE and is used as the basis of the entire evaluation process. Additionally, if the ST is based on one or more PPs or packages, the objective of this particular Single Evaluation Report is to find out, whether the ST is a correct instantiation of these PPs and packages. These properties are necessary for the ST to be suitable for use as the basis for a TOE evaluation.
Hereby the requirements given by the Common Criteria, [CC_P3] are to apply.
In detail, the following assurance components are analysed in this report:

	ASE_INT.1
	ST introduction

	ASE_CCL.1
	Conformance claims

	ASE_SPD.1
	Security problem definition

	ASE_OBJ.2
	Security objectives

	ASE_ECD.1
	Extended components definition

	ASE_REQ.2
	Derived security requirements

	ASE_TSS.1
	TOE summary specification


According to the Common Criteria, Part 3 these assurance components imply the following dependencies:
	ASE_INT.1
	No dependencies

	ASE_CCL.1
	ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.2 Derived security requirements

	ASE_SPD.1
	No dependencies

	ASE_OBJ.2
	ASE_SPD.1 Security problem definition

	ASE_ECD.1
	No dependencies

	ASE_REQ.2
	ASE_OBJ.2 Security objectives
ASE_ECD.1 Extended components definition

	ASE_TSS.1
	ASE_INT.1 ST introduction
ASE_REQ.2 Derived security requirements


4 Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [CEM]. The examinations conducted in this report are grouped into work units according to the CEM. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [CC_P3].

An evaluator action element shall be applied to the content and presentation of evidence element. The relevant application instructions are given in the respective work units as shown below:

	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement
	related evaluator work units according to [CEM]
	Verdict

	
	ASE_INT.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_INT.1.1C
	
	ASE_INT.1-1
	

	
	
ASE_INT.1.2C
	
	ASE_INT.1-2
	

	
	
ASE_INT.1.3C
	
	ASE_INT.1-3
	

	
	

	
	ASE_INT.1-4
	

	
	
ASE_INT.1.4C
	
	ASE_INT.1-5
	

	
	
ASE_INT.1.5C
	
	ASE_INT.1-6
	

	
	
	
	ASE_INT.1-7
	

	
	
ASE_INT.1.6C
	
	ASE_INT.1-8
	

	
	
ASE_INT.1.7C
	
	ASE_INT.1-9
	

	
	
ASE_INT.1.7C
	
	ASE_INT.1-10
	

	
	ASE_INT.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_INT.1-11
	

	
	ASE_CCL.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_CCL.1.1C
	
	ASE_CCL.1-1
	

	
	
ASE_CCL.1.2C
	
	ASE_CCL.1-2
	

	
	
ASE_CCL.1.3C
	
	ASE_CCL.1-3
	

	
	
ASE_CCL.1.4C
	
	ASE_CCL.1-4
	

	
	
	
	ASE_CCL.1-5
	

	
	
ASE_CCL.1.5C
	
	ASE_CCL.1-6
	

	
	
	
	ASE_CCL.1-7
	

	
	
ASE_CCL.1.6C
	
	ASE_CCL.1-8
	

	
	
ASE_CCL.1.7C
	
	ASE_CCL.1-9
	

	
	
ASE_CCL.1.8C
	
	ASE_CCL.1-10
	

	
	
ASE_CCL.1.9C
	
	ASE_CCL.1-11
	

	
	
ASE_CCL.1.10C
	
	ASE_CCL.1-12
	

	
	ASE_SPD.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_SPD.1.1C
	
	ASE_SPD.1-1
	

	
	
ASE_SPD.1.2C
	
	ASE_SPD.1-2
	

	
	
ASE_SPD.1.3C
	
	ASE_SPD.1-3
	

	
	
ASE_SPD.1.4C
	
	ASE_SPD.1-4
	

	
	ASE_OBJ.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_OBJ.2.1C
	
	ASE_OBJ.2-1
	

	
	
ASE_OBJ.2.2C
	
	ASE_OBJ.2-2
	

	
	
ASE_OBJ.2.3C
	
	ASE_OBJ.2-3
	

	
	
ASE_OBJ.2.4C
	
	ASE_OBJ.2-4
	

	
	
ASE_OBJ.2.5C
	
	ASE_OBJ.2-5
	

	
	
ASE_OBJ.2.6C
	
	ASE_OBJ.2-6
	

	
	ASE_ECD.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_ECD.1.1C
	
	ASE_ECD.1-1
	

	
	
ASE_ECD.1.2C
	
	ASE_ECD.1-2
	

	
	
ASE_ECD.1.3C
	
	ASE_ECD.1-3
	

	
	
	
	ASE_ECD.1-4
	

	
	
ASE_ECD.1.4C
	
	ASE_ECD.1-5
	

	
	
	
	ASE_ECD.1-6
	

	
	
	
	ASE_ECD.1-7
	

	
	
	
	ASE_ECD.1-8
	

	
	
	
	ASE_ECD.1-9
	

	
	
	
	ASE_ECD.1-10
	

	
	
	
	ASE_ECD.1-11
	

	
	
ASE_ECD.1.5C
	
	ASE_ECD.1-12
	

	
	ASE_ECD.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_ECD.1-13
	

	
	ASE_REQ.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_REQ.2.1C
	
	ASE_REQ.2-1
	

	
	
	
	ASE_REQ.2-2
	

	
	
ASE_REQ.2.2C
	
	ASE_REQ.2-3
	

	
	
ASE_REQ.2.3C
	
	ASE_REQ.2-4
	

	
	
ASE_REQ.2.4C
	
	ASE_REQ.2-5
	

	
	
	
	ASE_REQ.2-6
	

	
	
	
	ASE_REQ.2-7
	

	
	
	
	ASE_REQ.2-8
	

	
	
ASE_REQ.2.5C
	
	ASE_REQ.2-9
	

	
	
ASE_REQ.2.6C
	
	ASE_REQ.2-10
	

	
	
ASE_REQ.2.7C
	
	ASE_REQ.2-11
	

	
	
ASE_REQ.2.8C
	
	ASE_REQ.2-12
	

	
	
ASE_REQ.2.9C
	
	ASE_REQ.2-13
	

	
	ASE_TSS.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ASE_TSS.1.1C
	
	ASE_TSS.1-1
	

	
	ASE_TSS.1.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
no element assigned
	
	ASE_TSS.1-2
	


5 Evaluation results

Summary Verdict for the Assurance Class ASE:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ASE) is assessed with PASS.

##if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.2, ASE_ECD.1, ASE_REQ.2, and ASE_TSS.1. For further details please refer to sec. 5.9, 5.10 and 5.11 below.

5.1 ASE_INT.1 ST Introduction
Summary Verdict for the Assurance Component ASE_INT.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_INT.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.1.1 ASE_INT.1.1E

Evaluator action element:

ASE_INT.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_INT.1.1C
The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE description.
[ASE_INT.1-1] The evaluator shall check that the ST introduction contains an ST reference, a TOE reference, a TOE overview and a TOE description.
Summary:

The ST reference states “##” as the title of the ST in the current version ##, cf. [ST], sec. ##.

The TOE reference is addressed as “##”, cf. [ST], sec. ##.

The TOE type is addressed as “##” within the TOE overview, cf. [ST], sec. ##.

The version is defined in [ST], in sec. ##. The version numbers of the ##TOE name (short) are defined as following:

· ##TOE name (long) Hardware Version: ##
· ##TOE name (long) Firmware Version: ##
	Variables in
##aa.bb.cc.dd.ee
	Description

	a
	

	b
	

	c
	

	d
	

	e
	


Table 1: Explanation of variables in the hardware version number
	Variables in
##aa.bb.cc.dd.ee
	Description

	a
	

	b
	

	c
	

	d
	

	e
	


Table 2: Explanation of variables in the firmware version number
The Target of Evaluation (TOE) addressed by the ST is the ##TOE name (long). The TOE provides the following applications / services: ##, cf. [ST], sec. ## (TOE overview) and ## (TOE description).

The evaluator shall give a short overview of the TOE as of the actual version number, hardware components and communication interfaces.

The Security Target [ST] contains the ST introduction part in its section ##.

Analysis:

The following statements as listed below were found within the ST introduction part, sec. ##:
· The ST reference: in sec. ##,

· the TOE reference: in sec. ##,
· the TOE overview: in sec. ##, and
· the TOE description: in sec. ##.
Assessment and Verdict:

The evaluator’s analysis yielded that the information in question is present (##or missing) in the ST (##or cannot be identified by a potential customer).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.2C
The ST reference shall uniquely identify the ST.
[ASE_INT.1-2] The evaluator shall examine the ST reference to determine that it uniquely identifies the ST.
Summary:

The evaluator found the related information in ##… . The evaluated items of the representation were the following: ##... .

Analysis:

The ST reference has (##not) the following structure: title, version of ST, author, CC version, assurance level and date.

The current ST can (##cannot)  be easily distinguished from previous or subsequent versions of the ST by its version number and date.

The current ST can (##not) be easily distinguished from security targets of other, similar products by its title, which includes the TOE reference.
Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the ST reference (##or not) uniquely identifies the ST.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.3C
The TOE reference shall identify the TOE.
[ASE_INT.1-3] The evaluator shall examine the TOE reference to determine that it identifies the TOE.
Summary:

The evaluator found the related information in ##… . The evaluated items of the representation were the following ##... .

Analysis:

The TOE reference has (##not)  the following structure: ##

The complete TOE reference is given by: ## 

and is unique (##or not) for every version of the TOE.
## non compliance
Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE reference (##or not) uniquely identifies the TOE.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-4] The evaluator shall examine the TOE reference to determine that it is not misleading.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

1. In sec. ## the following is indicated: ##
2. In sec. ## the following is stated: ## 

The TOE named as ##TOE name (long) is a POI ##ex-/including applications. However, POI is as synonym for the TOE. The evaluator compared similar introducing of the TOE in [POI PP] and stated that the PP does also not differentiate between TOE and POI (e.g. sec. 1.1). Comparison of sec. 1.3 and e.g. sec. 1.2 gives the same impression. Therefore the evaluators accepted that POI and TOE may be used as synonyms although the TOE excludes applications.

Since the TOE references in ST are (##not) exactly identical to the TOE references in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

##
Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE reference is (##or not) clearly stated and is not (##or is) misleading.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.4C
The TOE overview shall summarise the usage and major security features of the TOE.
[ASE_INT.1-5] The evaluator shall examine the TOE overview to determine that it describes the usage and major security features of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator analysed the TOE overview and found (##or did not find) a clear statement for the TOE usage and its major security functionality. They are briefly summarized below:

##
The evaluator took the point of view of a potential consumer and analysed the TOE overview from this angle. The TOE overview is obviously (##not) appropriate to enables potential consumers to quickly decide, whether the TOE may be suitable for their security needs.

Assessment and Verdict:

Based on the analysis above the evaluator confirms (##or disproves) that the TOE overview describes the usage and major security features of the TOE. He also confirms (##or disproves) that this description is clear enough for consumers and sufficient to give them a general understanding of the TOE. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.5C
The TOE overview shall identify the TOE type.
[ASE_INT.1-6] The evaluator shall check that the TOE overview identifies the TOE type.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST states the following TOE type: ##.

It is (##not) a readily available TOE type which can easily be conceived by potential consumers.
The TOE has the particular characteristics of the POI-COMPREHENSIVE configuration. The TOE provides protection for both IC and Magnetic Stripe card based transactions, provides payment transaction data management and external communication facilities for interaction with the Acquirer. The POI-COMPREHENSIVE configuration is extended by the SRED PP-Module and the Open Protocol SFR-supporting features.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE overview identifies a TOE type.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_INT.1-7] The evaluator shall examine the TOE overview to determine that the TOE type is not misleading.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The TOE type has already been reproduced in the previous work unit. As already stated there, it is a readily available, well-known TOE type which can easily be conceived by potential consumers. Functionality being expected of the TOE because of its TOE type is also in scope of the evaluation. The TOE is expected to operate in certain operational environments because of its TOE type, and it is intended to be operated in such a one.

## Discussion about discrepancies, if any, between the expected (due to the TOE type) and intended (by ST) TOE security functionality and its operational environment. 
Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE type is not misleading.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.6C
The TOE overview shall identify any non-TOE hardware/software/firmware required by the TOE.
[ASE_INT.1-8] The evaluator shall examine the TOE overview to determine that it identifies any non-TOE hardware/software/firmware required by the TOE.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The TOE is ‘self-sufficient’, i.e. is able to run stand-alone and, hence, does not need to use any additional IT components. 

##Or: The developer provided a list of the TOE external IT components needed for its operation. The evaluator analysed these components and came to the conclusion ##

Then the evaluator considered the relevant developer’s description from the angle of view of potential consumer. The evaluator is of opinion that the developer’s statement makes it possible (##impossible) for potential consumers to decide, if their current IT components support use of the TOE, or which additional components are needed.

Assessment and Verdict:

The TOE can be operated without any additional TOE-external IT components. Hence, the current work unit is not applicable and is considered to be satisfied.

##Or: The TOE overview identifies (##not) all additional hardware, software, and firmware needed by the TOE to operate. The list of additional hardware, software, or firmware needed to operate the TOE is (##not) detailed enough in order to makes it possible for potential consumers to decide, if their current IT components support use of the TOE, or which additional components are needed.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.7C
The TOE description shall describe the physical scope of the TOE.
[ASE_INT.1-9] The evaluator shall examine the TOE description to determine that it describes the physical scope of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

All physical parts constituting the TOE are listed in [ST], sec. ## (##or: are cited below:)
The evaluator analysed this list and did not find any component which seems to be missing.

##Or: The evaluator analysed this list and is of the opinion that the following components are missing: ##.

##Or: The evaluator analysed this list and cannot determine due to lack of details, whether the following components belong to the TOE or not: ##.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the list of parts constituting the TOE is complete.

The evaluator confirms (##or disproves) that the description of each part is clear and detailed enough in order (i) to give a general understanding what these parts are and (ii) to determine, whether a part belongs to the TOE or not.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_INT.1.8C
The TOE description shall describe the logical scope of the TOE.

[ASE_INT.1-10] The evaluator shall examine the TOE description to determine that it describes the logical scope of the TOE.
The current work unit deals with the logical security features offered by the TOE, i.e. those security features being in scope of the evaluation. It does not explicitly deal with any security feature may be implemented by the TOE, but being not in the scope of evaluation. Logical security features offered by the TOE are to understand as TOE security services.

Summary:

The evaluator found the related information in ##… .

Analysis:

The logical scope of the TOE is stated in [ST], sec. ## by itemizing the TOE security services being in scope of the evaluation (##or: is cited below:)
The evaluator analysed this list and did not find any TOE security services which seems to be missing.

##Or: The evaluator analysed this list and is of the opinion that the following TOE security services are missing: ##.

##Or: The evaluator analysed this list and cannot determine due to lack of details, whether the following TOE security services are part of the evaluated functionality or not: ##.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the list of logical security features offered by the TOE (TOE security services) is complete.
The evaluator confirms (##or disproves) that the description of each TOE security service is clear and detailed enough in order (i) to give a general understanding what services offer and (ii) to determine, whether a service is in scope of the evaluation or not.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_INT.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.1.2 ASE_INT.1.2E

Evaluator action element:

ASE_INT.1.2E
The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description are consistent with each other.
Content and presentation of evidence elements:


No element assigned.
 [ASE_INT.1-11] The evaluator shall examine the TOE reference, TOE overview and TOE description to determine that they are consistent with each other.
Summary:

The evaluator found that the TOE reference, TOE overview and TOE description as considered in the previous work units are (##not) consistent with each other.

Analysis:

In order to facilitate the relevant analysis and to produce verifiable evidence, the evaluator created the following table:
	Statement in the TOE overview
(major security feature),
[ST], sec. ##
	Statement in the TOE description
(the logical scope of the TOE),
[ST], sec. ##
	Evaluator’s Comments

	Confidentiality of PIN
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.

	Confidentiality, authenticity and integrity of PIN processing keys
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.

	Authenticity and integrity of PIN processing software. 

Authenticity and integrity of POI management and transaction data
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.

	Confidentiality, authenticity and integrity of TOE data protection keys
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.

	Protection of IC Card Reader against tampering
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.

	Protection of Magnetic Stripe Reader against tampering
	##
	The TOE description and the major security features are ##not consistent with the TOE reference.


Table 3: TOE overview and description consistency

Assessment and Verdict:

The evaluator has examined the facts stated in the TOE overview and confirms (##or disproves) that they are consistent with the facts stated in the TOE description, especially, the overview does not state any TOE security feature being not addressed in the TOE description.

The evaluator confirms (##or disproves) that the TOE reference, TOE overview, and TOE description are consistent with each other.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_INT.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.2 ASE_CCL.1 Conformance claims
Summary Verdict for the Assurance Component ASE_CCL.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_CCL.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.2.1 ASE_CCL.1.1E

Evaluator action element:

ASE_CCL.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_CCL.1.1C
The conformance claim shall contain a CC conformance claim that identifies the version of the CC to which the ST and the TOE claim conformance.
[ASE_CCL.1-1] The evaluator shall check that the conformance claim contains a CC conformance claim that identifies the version of the CC to which the ST and the TOE claim conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim cited above identifies the version of the CC having been used for developing the ST by ##. 

This identification cannot (##or can) be confused with any other instantiation of the CC.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim is present in the ST.
The evaluator confirms (##or disproves) that the version of the CC to which the ST and the TOE claim conformance is unambiguously identified.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.2C
The CC conformance claim shall describe the conformance of the ST to CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.
[ASE_CCL.1-2] The evaluator shall check that the CC conformance claim states a claim of either CC Part 2 conformant or CC Part 2 extended for the ST.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim declares the ST being CC part 2 extended. 

##Or: The evaluator did not find any clear statement of this.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim states a claim of CC Part 2 extended for the ST.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.3C
The CC conformance claim shall describe the conformance of the ST to CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.
[ASE_CCL.1-3] The evaluator shall check that the CC conformance claim states a claim of either CC Part 3 conformant or CC Part 3 extended for the ST.
Summary:

The evaluator found the related information in ##… .

Analysis:

The CC conformance claim declares the ST being CC part 3 extended. 

##Or: The evaluator did not find any clear statement of this.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the CC conformance claim states a claim of CC Part 3 extended for the ST.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.4C
The CC conformance claim shall be consistent with the extended components definition.
[ASE_CCL.1-4] The evaluator shall examine the CC conformance claim for CC Part 2 to determine that it is consistent with the extended components definition.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-2 above.

Analysis:

The CC conformance claim declares the ST being CC part 2 conformant. 

The evaluator referred to sec. ## of [ST], where extended components definition is treated and found the following functional requirements being not defined in CC part 2:

· FCS_RND.1,

· FPT_EMSEC.1.

Then, he checked sec. ## of [ST] (security functional requirements) and found no additional functional requirements being neither in CC part 2 nor in ASE_ECD.

Assessment and Verdict:

The evaluator confirms that the ST is CC Part 2 extended. The extended components definition (ASE_ECD) defines at least one extended functional component.

The evaluator confirms (##or disproves) that ASE_ECD and ASE_REQ parts of the ST do not contradict this conclusion.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-5] The evaluator shall examine the CC conformance claim for CC Part 3 to determine that it is consistent with the extended components definition.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-3 above.

Analysis:

The CC conformance claim declares the ST being CC part 3 extended.

The evaluator referred to sec. ## of [ST], where extended components definition is treated, and found the following assurance requirements being not defined in CC part 3:

· AVA_POI.1,

Then, he checked sec. ## of [ST] (security assurance requirements) and found no additional assurance requirements being neither in CC part 3 nor in ASE_ECD.
Assessment and Verdict:

The evaluator confirms that the ST is CC Part 3 extended. The extended components definition (ASE_ECD) defines at least one extended assurance component.

The evaluator confirms (##or disproves) that ASE_ECD and ASE_REQ parts of the ST do not contradict this conclusion.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.5C
The conformance claim shall identify all PPs and security requirement packages to which the ST claims conformance.
[ASE_CCL.1-6] The evaluator shall check that the conformance claim contains a PP claim that identifies all PPs for which the ST claims conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST is declared to be strictly conformant with the following Protection Profiles:

· “Point of Interaction Protection Profile – COMPREHENSIVE configuration”, ANSSI-CC-PP-POI-COMPREHENSIVE, version 4.0, 6th March, 2015

The underlying PP does not indirectly claim conformance or require further conformance claims to any other Protection Profiles.
Assessment and Verdict:

The evaluator confirms (##or disproves) that conformance claim contains a PP claim that identifies all PPs for which the ST claims conformance.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_CCL.1-7] The evaluator shall check that the conformance claim contains a package claim that identifies all packages to which the ST claims conformance.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST is declared to be conformant to the following assurance packages:

· EAL POI (defined in [POI PP] section 9.2)

The ST does not declare conformance to any functional package.

Assessment and Verdict:

The evaluator confirms (##or disproves) that conformance claim contains a package claim that identifies all packages to which the ST claims conformance.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.6C
The conformance claim shall describe any conformance of the ST to a package as either package-conformant or package-augmented.
[ASE_CCL.1-8] The evaluator shall check that, for each identified package, the conformance claim states a claim of either package-name conformant or package-name augmented.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The ST is declared to be conformant to the EAL POI assurance package. These components are defined in [POI PP] section 9.2.

The evaluator checked sec. ## of the ST (security assurance requirements) and found no components being additional comparing with the definition of the [POI PP] assurance package. Also all assurance requirements from the EAL POI assurance package are included in section ## of the ST.

The ST is not declared to be conformant to a functional package.

Assessment and Verdict:

The evaluator confirms that the ST conformance to the packages is (##not) as follows:

· to the assurance package EAL POI: package-name conformant;

· no functional packages were defined in the ST.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.7C
The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type in the PPs for which conformance is being claimed.
[ASE_CCL.1-9] The evaluator shall examine the conformance claim rationale to determine that the TOE type of the TOE is consistent with all TOE types of the PPs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the PP [POI PP] to which the ST is claimed to be conformant. The TOE type stated there in introduction, sec. 3.1 of [POI PP] is “a product of type PIN Entry Device (PED) or Point of Interaction (POI), either without shielding capabilities or with privacy shielding compliant with EPC guidelines [EPC Shield]”.

The TOE type stated in sec. ## of [ST] is ## (cf. ASE_INT.1-6). 

The TOE type of the ST is one of the possible TOE types stated in [POI PP]. It is compatible with the chosen ##POI-COMPREHENSIVE configuration.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the TOE type stated in the ST is consistent with the TOE types stated in the PP(s) to which the ST is claimed to be conformant.

##Or: the ST does not claim conformance to a PP, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.8C
The conformance claim rationale shall demonstrate that the statement of the security problem definition is consistent with the statement of the security problem definition in the PPs for which conformance is being claimed.
[ASE_CCL.1-10] The evaluator shall examine the conformance claim rationale to determine that it demonstrates that the statement of security problem definition is consistent, as defined by the conformance statement of the PP, with the statements of security problem definition stated in the PPs to which conformance is being claimed.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the PP [POI PP] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict (##or demonstrable) one.

Then the evaluator referred to the conformance claim rationale in [ST], sec. ##, to the SPD in [ST], chap. ## and to the SPD in [POI PP], chap. ##. 

The SPD in the ST and in [POI PP] is (##not) identical. All applicable threats, OSPs and assumptions in the ST have (##not) been taken over from [POI PP].

The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [ST], sec. 3.4 and verified (or: ## could not verify) the completeness of the SPD as required by [CEM].

Assessment and Verdict:

The evaluator assessed, that 

– the PPs threats are identical to the ST threats,

– the PPs OSPs are identical to the ST OSPs, and

– the PPs assumptions are identical to the ST assumptions.

The evaluator confirms (##or disproves) that the conformance claim rationale demonstrates that the statement of security problem definition is consistent, as defined by the conformance statement of the PP, with the statements of security problem definition stated in the PPs to which conformance is being claimed.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.9C
The conformance claim rationale shall demonstrate that the statement of security objectives is consistent with the statement of security objectives in the PPs for which conformance is being claimed.
[ASE_CCL.1-11] The evaluator shall examine the conformance claim rationale to determine that the statement of security objectives is consistent, as defined by the conformance statement of the PP, with the statement of security objectives in the PPs to which conformance is being claimed.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The evaluator referred to the PP [POI PP] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict one.

Then the evaluator referred to the conformance claim rationale in [ST], sec. ##, to the statement of security objectives in [ST], chap. ## and to the statement of security objectives in [POI PP], chap. 6. 

The security objectives in the ST and in [POI PP] are identical. All security objectives for the TOE and all security objectives for its operational environment have been taken over from [POI PP].

The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [ST], sec. ##.

Assessment and Verdict:

The evaluator assessed, that

– the PPs security objectives for the TOE are identical to the ST equivalent, and,

– the PPs security objectives for the operational environment are identical to the ST equivalent.
The evaluator confirms (##or disproves) that the conformance claim rationale to determine that the statement of security objectives is consistent, as defined by the conformance statement of the PP, with the statement of security objectives in the PPs.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_CCL.1.10C
The conformance claim rationale shall demonstrate that the statement of security requirements is consistent with the statement of security requirements in the PPs for which conformance is being claimed.
[ASE_CCL.1-12] The evaluator shall examine the ST to determine that it is consistent, as defined by the conformance statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_CCL.1-10.

Analysis:

The evaluator referred to the PP [POI PP] to which the ST is claimed to be conformant. He checked for kind of conformance is required there, namely the strict one.

Then the evaluator referred to the conformance claim rationale in [ST], sec. ##, to the statement of security requirements in [ST], chap. ## and to the statement of security requirements in [POI PP], chap. 9. 

The security requirements in the ST and in [POI PP] are (##not) identical. All security requirements have (##not) been taken over from [POI PP].

The evaluator could (##not) follow the essential arguments of the developer as stated in the conformance claim rationale in [ST], sec. ##.
During the execution of the work units ASE_CCL.1-9 to ASE_CCL.1-12 the evaluator also examined the application notes in the [POI PP] to verify that they have been followed by the ST author. (##Not all / All) Application notes were taken into account. Additionally the evaluator examined the additional application notes in the ST. There, additional information, e.g. about SFRs, is given. These application notes are (##not) contradictory to the ones of the PP.
Assessment and Verdict:

The evaluator assessed, that

– the PPs security requirements for the TOE are (##not) identical to the ST equivalent.

The evaluator confirms (##or disproves) that the ST is consistent, as defined by the conformance statement of the PP, with all security requirements in the PPs for which conformance is being claimed.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_CCL.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.3 ASE_SPD.1 Security problem definition
Summary Verdict for the Assurance Component ASE_SPD.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_SPD.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.3.1 ASE_SPD.1.1E

Evaluator action element:

ASE_SPD.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_SPD.1.1C
The security problem definition shall describe the threats.
[ASE_SPD.1-1] The evaluator shall check that the security problem definition describes the threats.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the treats that must be countered by the TOE and its operational environment. They are (##not) exactly identical to the threats in [POI PP] and cited below:

· 
T.MerchUsurp

· 
T.CardholderUsurpEPIN

· T.CardholderUsurpCiphPPIN

· 
T.CardholderUsurpClearPPIN

· T.PromptControl

· T.Transaction

· T.FundsAmount

· T.BadDebt

· T.SecureCommunicationLines

· T.Magstripe

· T.IllegalCodeInstall

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the threats.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_SPD.1.2C
All threats shall be described in terms of a threat agent, an asset, and an adverse action.
[ASE_SPD.1-2] The evaluator shall examine the security problem definition to determine that all threats are described in terms of a threat agent, an asset, and an adverse action.
Summary:

The evaluator found the related information in ##… , see also the previous work unit.

Analysis:

The evaluator analysed each of the threats identified in order to determine, whether they are defined in terms of asset, agent and adverse action. Since all threats are (##not) exactly identical to the threats in [POI PP], the evaluator decided to (##not) reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that all threats are described in terms of a threat agent, an asset, and an adverse action.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_SPD.1.3C
The security problem definition shall describe the OSPs.
[ASE_SPD.1-3] The evaluator shall examine that the security problem definition describes the OSPs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the OSPs that must be met by the TOE and its operational environment. They are (##not) exactly identical to the OSPs in [POI PP] and cited below:

· OSP.WellFormedPayApp

· OSP.ApplicationSeparation

· OSP.POISurvey

· OSP.MerchantSurvey

· OSP.KeyManagement

The evaluator analysed each of the OSP described in order to determine, whether they are defined in terms of rules, procedures or guidelines. He paid a special attention to the question whether each OSP is explained and/or interpreted in sufficient detail to permit tracing security objectives to them:

Since all OSPs are (##not) exactly identical to the OSPs in [POI PP], the evaluator decided (##not) to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the OSPs.
Based on the analysis above, the evaluator confirms (##or disproves) that each OSP is stated in terms of rules, procedures or guidelines and explained and/or interpreted in sufficient detail to permit tracing security objectives to them.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_SPD.1.4C
The security problem definition shall describe the assumptions about the operational environment of the TOE.
[ASE_SPD.1-4] The evaluator shall examine the security problem definition to determine that it describes the assumptions about the operational environment of the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST describes the assumptions that must be fulfilled by the TOE’s operational environment. They are cited below:

· A.UserEducation

· A.SecureDevices

· A.PinAndCardManagement

The evaluator analysed each of the assumption described in order to determine, whether it is sufficiently explained to enable consumers to determine that their operational environment matches the assumption.

Since all assumptions are (##not) exactly identical to the assumptions in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security problem definition describes the assumptions.
Based on the analysis above, the evaluator confirms (##or disproves) that each assumption is sufficiently explained to enable consumers to determine that their operational environment matches the assumption.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_SPD.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.4 ASE_OBJ.2 Security objectives
Summary Verdict for the Assurance Component ASE_OBJ.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_OBJ.2. This result is based on the results provided by the evaluator actions and performed work units below.
5.4.1 ASE_OBJ.2.1E

Evaluator action element:

ASE_OBJ.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_OBJ.2.1C
The statement of security objectives shall describe the security objectives for the TOE and the security objectives for the operational environment.
[ASE_OBJ.2-1] The evaluator shall check that the statement of security objectives defines the security objectives for the TOE and the security objectives for the operational environment.
Summary:

The evaluator found the related information in ##… .

Analysis:

The ST defines (##does not define) the security objectives for the TOE. They are cited below to verify completeness to the claimed PP configuration “POI-COMPREHENSIVE” as defined in sec. 6.1 of [POI PP]:
· O.PINEntry

· O.EncPIN

· 
O.CipherPPIN

· O.ClearPPIN

· O.CoreSWHW

· O.PEDMiddleSWHW

· O.ICCardReader

· O.PaymentTransaction

· O.POI_SW

· O.PaymentApplicationDownload

· O.POIApplicationSeparation

· O.PromptControl

· O.MSR

· O.PANConfidentiality

· O.PANDeduction

· O.PANOperatingMode

The ST defines the security objectives for the operational environment. They are cited below:

· OE.POISurvey

· OE.MerchantSurvey

· OE.UserEducation

· OE.SecureDevices

· OE.KeyManagement

· OE.PinAndCardManagement

· OE.WellFormedPayApp

· OE.LocalDevices

The categorisation of the security objectives according to their assignment either to the TOE or to its operational environment is made noticeable by the objective identifier “O” for the TOE and “OE” for the operational environment.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security objectives defines the security objectives for the TOE and the security objectives for the operational environment.
The evaluator confirms (##or disproves) that each security objective can unambiguously be assigned either to the security objectives for the TOE or to them for its operational environment.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_OBJ.2.2C
The security objectives rationale shall trace each security objective for the TOE back to threats countered by that security objective and OSPs enforced by that security objective.
[ASE_OBJ.2-2] The evaluator shall check that the security objectives rationale traces all security objectives for the TOE back to threats countered by the objectives and/or OSPs enforced by the objectives.
Summary:

The evaluator found the related information in ##… .

Analysis:
## 

The overview which is given by the developer shows how the security problem definition is covered by the security objectives (TOE and environment). This overview comprises, amongst other, all security objectives for the TOE, and (##not) each such security objective is traced back to either a threat or an OSP.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security objectives rationale traces all security objectives for the TOE back to threats countered by the objectives and/or OSPs enforced by the objectives.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_OBJ.2.3C
The security objectives rationale shall trace each security objective for the operational environment back to threats countered by that security objective, OSPs enforced by that security objective, and assumptions upheld by that security objective.
[ASE_OBJ.2-3] The evaluator shall check that the security objectives rationale traces the security objectives for the operational environment back to threats countered by that security objective, to OSPs enforced by that security objective, and to assumptions upheld by that security objective.
Summary:

The evaluator found the related information in ##… .

Analysis:
##

The overview which is given by the developer shows how the security problem definition is covered by the security objectives (TOE and environment). This overview comprises, amongst other, all security objectives for the TOE’s operational environment, and (##not) each such security objective is traced back to either a threat or an OSP or an assumption.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the security objectives rationale traces all security objectives for the TOE’s operational environment back to threats countered by that security objective, to OSPs enforced by that security objective, and to assumptions upheld by that security objective.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_OBJ.2.4C
The security objectives rationale shall demonstrate that the security objectives counter all threats. 
[ASE_OBJ.2-4] The evaluator shall examine the security objectives rationale to determine that it justifies for each threat that the security objectives are suitable to counter that threat.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each threat.

In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [ST], where the threats are identified, and determined that (##not) all threats identified are also addressed in the justification.

Since the security objectives rationale in the ST is (##not) exactly identical to the security objectives rationale in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].
Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no threats (##or: there are threats) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each threat is removed, sufficiently diminished or mitigated, if all security objectives traced back to the threat are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the threats actually contributes to their removing, diminishing or mitigating, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies for each threat that the security objectives are suitable to counter the threats.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_OBJ.2.5C
The security objectives rationale shall demonstrate that the security objectives enforce all OSPs.
[ASE_OBJ.2-5] The evaluator shall examine the security objectives rationale to determine that for each OSP it justifies that the security objectives are suitable to enforce that OSP.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each OSP.

In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [##ST], where the OSPs are defined, and determined that (##not) all OSPs defined are also addressed in the justification.

Since the security objectives rationale in the ST is (##not) exactly identical to the security objectives rationale in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].
Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no OSPs (##or: there are OSPs) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each OSP is enforced, if all security objectives traced back to the OSP are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the OSPs actually contributes to their enforcing, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies that the security objectives are suitable to enforce the OSPs.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_OBJ.2.6C
The security objectives rationale shall demonstrate that the security objectives for the operational environment uphold all assumptions.
[ASE_OBJ.2-6] The evaluator shall examine the security objectives rationale to determine that for each assumption for the operational environment it contains an appropriate justification that the security objectives for the operational environment are suitable to uphold that assumption.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided (##or not) a relevant justification for each assumption.

In order to verify it, the evaluator referred to the SPD-statement in chap. ## of [##ST], where the assumptions are made, and determined that (##not) all assumptions made are also addressed in the justification.

Since the security objectives rationale in the ST is (##not) exactly identical to the security objectives rationale in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].
Assessment and Verdict:

Based on the analysis above, the evaluator determined that there are no assumptions (##or: There are assumptions) of the SPD-statement being not addressed by at least one security objective (sufficiency).

He also determined that (##not) each assumption is upheld by the operational environment, if all security objectives traced back to the assumption are achieved (suitability).

Further, the evaluator decided that (##not) each security objective traced back to the assumptions actually contributes to their upholding, i.e. is not dispensable (necessity).

Overall, the evaluator confirms (##or disproves) that the security objectives rationale justifies that the security objectives for the operational environment are suitable to uphold the assumptions.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_OBJ.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.5 ASE_ECD.1 Extended components definition
Summary Verdict for the Assurance Component ASE_ECD.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_ECD.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.5.1 ASE_ECD.1.1E

Evaluator action element:

ASE_ECD.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_ECD.1.1C
The statement of security requirements shall identify all extended security requirements.
 [ASE_ECD.1-1] The evaluator shall check that all security requirements in the statement of security requirements that are not identified as extended requirements are present in CC Part 2 or in CC Part 3.
Summary:

The evaluator referred to the statement of security requirements (chap. ## of [ST]) in order to determine, which art of identification for the extended components, if any, is used by the developer: 
Then, evaluator referred to the results of the work units ASE_CCL.1-4 and ASE_CCL.1-5: 

There are the following extended functional requirements taken from [POI PP]:

· FCS_RND.1,

· FPT_EMSEC.1.

And there are the following extended assurance requirements taken from [POI PP]:

· AVA_POI.1

Analysis:

In order to perform the analysis the evaluator compared each single component used by the ST (chap. ##) with the related component, if any, defined in CC Part 2 and Part 3.

a) Assurance components

Concerning the assurance components the evaluator referred to the statement of the security assurance requirements (sec. ## of [ST]).

	#
	Assurance elements (identifiers) used in [ST], sec. ##
	Presence of the related component in
[CC_P3]
	Comments

	1
	ADV_ARC.1
	sec. 13.1
	Refined in [POI PP]

	2
	ADV_FSP.2
	sec. 13.2
	Refined in [POI PP]

	3
	ADV_TDS.1
	sec. 13.6
	Refined in [POI PP]

	4
	AGD_OPE.1
	sec. 14.1
	Refined in [POI PP]

	5
	AGD_PRE.1
	sec. 14.2
	Refined in [POI PP]

	6
	ALC_CMC.2
	sec. 15.1
	Refined in [POI PP]

	7
	ALC_CMS.2
	sec. 15.2
	Refined in [POI PP]

	8
	ALC_DEL.1
	sec. 15.3
	Refined in [POI PP]

	9
	ALC_DVS.2
	sec. 15.4
	Refined in [POI PP]

	10
	ATE_COV.1
	sec. 16.1
	-

	11
	ATE_FUN.1
	sec. 16.3
	-

	12
	ATE_IND.2
	sec. 16.4
	Refined in [POI PP]

	13
	AVA_POI.1
	-
	Declared as extended in [POI PP]



Table 3: SARs used

b) Functional components

Concerning the functional components the evaluator referred to the statement of the security functional requirements (sec. ## of [ST]).

In order to make this analysis traceable the evaluator decided to create the following table, which he will also continue to use (in the work units ASE_REQ.2-4 to ASE_REQ.2-9; though it is not necessary in the current work unit, the evaluator uses the ‘element’ level of detail here in order to reuse the table later on).

	#
	Functional elements (identifiers) used in [ST], sec. ##
	Presence of the related component in
[CC_P2]
	Comments

	1
	FCS_COP.1
	sec.10.2
	-

	2
	FCS_RND.1
	-
	Declared as extended in [POI PP]

	3
	FDP_ACC.1
	sec.11.1
	-

	4
	FDP_ACF.1
	sec.11.2
	-

	5
	FDP_IFC.1
	sec.11.5
	

	6
	FDP_IFF.1
	sec.11.6
	

	7
	FDP_ITC.1
	sec.11.7
	-

	8
	FDP_ITC.2
	sec.11.7
	-

	9
	FDP_ITT.1
	sec.11.8
	-

	10
	FDP_RIP.1
	sec.11.9
	-

	11
	FDP_UCT.1
	sec.11.12
	-

	12
	FDP_UIT.1
	sec.11.13
	-

	13
	FIA_UAU.2
	sec. 12.4
	

	14
	FIA_UID.1
	sec. 12.5
	

	15
	FMT_MSA.1
	sec. 13.2
	

	16
	FMT_MSA.3
	sec. 13.2
	

	17
	FMT_SMR.1
	sec. 13.7
	

	18
	FPT_EMSEC.1
	-
	Declared as extended in [POI PP]

	19
	FPT_FLS.1
	sec.15.1
	-

	20
	FPT_PHP.3
	sec.15.6
	-

	21
	FPT_TDC.1
	sec.15.11
	-

	22
	FPT_TST.1
	sec.15.14
	-

	23
	FTA_SSL.3
	sec. 17.3
	

	24
	FTP_ITC.1
	sec.18.1
	-

	25
	FTP_TRP.1
	sec.18.2
	



Table 4: SFRs used

Since the set of functional security requirements chosen also contains functional components being not in CC Part 2 and the developer has declared them as extended, the current work unit is partially fulfilled for the functional components.

Assessment and Verdict:

Based on the analysis above the evaluator determines that 

· there is no (##or: there is) functional component used in the ST being either {as not extended declared and not in the CC Part 2} or {as extended declared and in the CC Part 2}. Therefore, the current fork unit is partially (##not) fulfilled for the functional components.

· there is no (##or: there is) assurance component used in the ST being either {as not extended declared and not in the CC Part 3} or {as extended declared and in the CC Part 3}. Therefore, the current fork unit is partially (##not) fulfilled for the assurance components.

Since the current fork unit is partially (##not) fulfilled for the assurance and for the functional components, the evaluator decided that the current work unit is also (##not) fulfilled as a whole (pass / ##fail).

Further, since this work unit is (##not) fulfilled and the work units ASE_CCL.1-4 and ASE_CCL.1-5 determined that there is (##not) at least one extended component used within the PP, the evaluator determines that the PP definitely uses (##does not use) one extended component.

Hence, the evaluator decided that the remaining work units of the assurance family ASE_ECD are (##not) applicable and have (##not) to be performed.

ASE_ECD.1.2C
The extended components definition shall define an extended component for each extended security requirement.
[ASE_ECD.1-2] The evaluator shall check that the extended components definition defines an extended component for each extended security requirement.
Summary:

The evaluator found the related information in ##… . 
Analysis:

The activity in the context of the previous work unit showed that the following extended functional components are used in the statement of security requirements:

· FCS_RND.1

· FPT_EMSEC.1
The activity in the context of the previous work unit showed that the following extended assurance components are used in the statement of security requirements:

· AVA_POI.1

The evaluator then referred to sec. ## of [ST] and found, for each extended component listed above, that it is defined there.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition defines an extended component for each extended security requirement.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_ECD.1.3C
The extended components definition shall describe how each extended component is related to the existing CC components, families, and classes.
[ASE_ECD.1-3] The evaluator shall examine the extended components definition to determine that it describes how each extended component fits into the existing CC components, families, and classes.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each extended component concerning the question how they fit into the existing CC structure.

The activity in the context of the previous work unit showed that the following extended components were defined in the ST:

	#
	Extended component as defined in sec. ## of [ST]
	Is the related family in the CC catalogues (Part 2 or Part 3) or not?
	Is the related class in the CC catalogues (Part 2 or Part 3) or not?

	1
	
FCS_RND.1
	No
	Yes (Part 2 sec. 10)

	2
	FPT_EMSEC.1
	No
	Yes (Part 2 sec. 15)

	3
	AVA_POI.1
	No
	Yes (Part 3 sec. 17)


Table 4: Extended components
Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition describes how each extended component fits into the existing CC components, families, and classes.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-4] The evaluator shall examine the extended components definition to determine that each definition of an extended component identifies all applicable dependencies of that component.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 
Analysis:

In the following, the evaluator analysed each extended component concerning the question whether the dependencies identified are also complete.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended components were defined in the ST with the dependencies as listed below:

	Extended component as defined in sec. ## of [ST]
	Related dependencies as defined in sec. ## of [ST]
	Evaluator’ comments (on plausibility and completeness of the dependencies)

	
FCS_RND.1
	None
	##

	FPT_EMSEC.1
	None
	##

	AVA_POI.1
	ADV_ARC.1

ADV_FSP.2

ADV_TDS.1

AGD_OPE.1

AGD_PRE.1
	##


Table 5: Dependencies of the extended components

The evaluator analysed the definition of each of the extended components and could follow the developer’s definition.
Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition identifies all applicable dependencies of the components in question.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_ECD.1.4C
The extended components definition shall use the existing CC components, families, classes, and methodology as a model for presentation.
[ASE_ECD.1-5] The evaluator shall examine the extended components definition to determine that each extended functional component uses the existing CC Part 2 components as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each extended functional component concerning the question whether the ST definition uses the relevant CC definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended functional components were defined in the ST:

	#
	Extended functional component as defined in sec. ## of [ST]

	1
	
FCS_RND.1

	2
	FPT_EMSEC.1


The definitions of these components in the ST are as follows:

Ad 1) 

FCS_RND.1 
Quality metric for random numbers

Hierarchical to: No other components.




Dependencies: No dependencies.

FCS_RND.1.1 The TSF shall provide a mechanism to generate random numbers that meet [assignment: a defined quality metric].

Ad 2)

FPT_EMSEC.1 TOE emanation




Hierarchical to: No other components.




Dependencies: No dependencies.
FPT_EMSEC.1.1 The TOE shall not emit [assignment: types of emissions] in excess of [assignment: specified limits] enabling access to [assignment: list of types of TSF data] and [assignment: list of types of user data].

FPT_EMSEC.1.2 The TSF shall ensure [assignment: type of users] are unable to use the following interface [assignment: type of connection] to gain access to [assignment: list of types of TSF data] and [assignment: list of types of user data].
Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended functional components definition uses the existing CC Part 2 components as a model for presentation.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-6] The evaluator shall examine the extended components definition to determine that each definition of a new functional family uses the existing CC functional families as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each new functional family as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 2 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new functional families were defined in the ST:

	#
	New functional families as defined in sec. ## of [ST]

	1
	FCS_RND

	2
	FPT_EMSEC


The specifications of these families in the ST are as follows:

Ad 1) 

Definition of the Family FCS_RND

To define the IT security functional requirements of the TOE an additional family (FCS_RND) of the Class FCS (cryptographic support) is defined here. This family describes the functional requirements for random number generation used for cryptographic purposes.

The family “Quality metric for random numbers (FCS_RND)” is specified as follows.

FCS_RND Quality metric for random numbers




Family behaviour

This family defines quality requirements for the generation of random numbers which are intended to be used for cryptographic purposes.




Component levelling:


[image: image1]
FCS_RND.1 Generation of random numbers, requires that random numbers meet a defined quality metric.




Management: FCS_RND.1

There are no management activities foreseen.




Audit: FCS_RND.1

There are no actions defined to be auditable.
Ad 2)

Definition of the Family FPT_EMSEC 

The additional family FPT_EMSEC (TOE Emanation) of the class FPT (Protection of the TSF) is defined here to describe the IT security functional requirements of the TOE. The TOE shall prevent attacks against secret data when the attack is based on external observable physical phenomena of the TOE. This family describes the functional requirements for the limitation of intelligible emanations which are not directly addressed by any other component of CC part 2.

The family “TOE Emanation (FPT_EMSEC)” is specified as follows.

FPT_EMSEC TOE Emanation




Family behaviour:

This family defines requirements to mitigate intelligible emanations. 




Component levelling:


[image: image2]
FPT_EMSEC.1 TOE emanation 




Management: FPT_EMSEC.1 

There are no management activities foreseen. 




Audit: FPT_EMSEC.1

There are no actions defined to be auditable.

Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new functional family uses the existing CC functional families as a model for presentation.
#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-7] The evaluator shall examine the extended components definition to determine that each definition of a new functional class uses the existing CC functional classes as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each new functional class as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 2 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the no new functional classes were defined in the ST.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new functional class uses the existing CC functional classes as a model for presentation.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-8] The evaluator shall examine the extended components definition to determine that each definition of an extended assurance component uses the existing CC Part 3 components as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each extended assurance component concerning the question whether the ST definition uses the relevant CC definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-2 showed that the following extended assurance components were defined in the ST:

	#
	Extended assurance component as defined in sec. ## of [ST]

	1
	AVA_POI.1


The definitions of these components in the ST are as follows:

Ad 1) 

AVA_POI.1 Basic POI vulnerability analysis

Dependencies: ADV_ARC.1 Security architecture description 

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification 

ADV_TDS.1 Basic design 

AGD_OPE.1 Operational user guidance 

AGD_PRE.1 Preparative procedures

Objectives

A vulnerability analysis is performed by the evaluator to ascertain the presence of potential vulnerabilities.

The evaluator performs penetration testing on the POI or POI components, to confirm that the potential vulnerabilities cannot be exploited in the operational environment of the POI. Penetration testing is performed by the evaluator assuming the attack potential assigned within the requirement definition. 

Developer action elements:

AVA_POI.1.1D The developer shall provide the [selection: POI, [assignment: list of POI components]] for testing.

AVA_POI.1.2D The developer shall provide the implementation representation and a mapping of SFRs to the implementation representation of [selection: POI, [assignment: list of POI components among those in the scope of this requirement], none].

Content and presentation elements:

AVA_POI.1.1C The [selection: POI, [assignment: list of POI components]] shall be suitable for testing.

Evaluator action elements:

AVA_POI.1.1E The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.

AVA_POI.1.2E The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the [selection: POI, [assignment: list of POI components]].

AVA_POI.1.3E The evaluator shall perform an independent vulnerability analysis of the [selection: POI, [assignment: list of POI components]] using the guidance documentation, the functional specification, the design, the security architecture description [selection: as well as the implementation representation and the mapping of SFRs to the implementation representation, none] to identify potential vulnerabilities. 

AVA_POI.1.4E The evaluator shall conduct penetration testing, based on the identified potential vulnerabilities, to determine that the [selection: POI, [assignment: list of POI components]] is resistant to attacks performed by an attacker possessing [assignment: attack potential equal or higher than POI-Basic attack potential] [selection: with a minimum attack potential for the [assignment: identification phase, exploitation phase, attack potential factor and phase names] of [assignment: value and (where applicable) units], empty].

Application note:

· The ‘empty’ value in the selection at the end of AVA_POI.1.4E indicates that if there are no additional constraints on minimum attack potential in either identification or exploitation phase then no text need be added at the end of the element. 

· If more than one constraint is required at the end of AVA_POI.1.4E, then these may be concatenated with the word “and” between instances of the constraint assignment, e.g. “…with a minimum attack potential of 10 for the exploitation phase and a minimum elapsed time attack potential factor of 8 hours in the exploitation phase.” 
Since the extended components in the ST are (#not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended assurance components definition uses the existing CC Part 3 components as a model for presentation.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-9] The evaluator shall examine the extended components definition to determine that, for each defined extended assurance component, applicable methodology has been provided.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each extended assurance component concerning the question whether the ST definition also comprises an appropriate evaluation methodology for each related evaluator action element. 

The activity in the context of the work unit ASE_ECD.1-8 showed that the following extended assurance components were defined in the ST with related evaluator action elements:

	#
	Extended assurance component as defined in sec. ## of [ST]
	evaluator action element related
	work units related (defined in [POI CEM])

	1
	AVA_POI.1
	AVA_POI.1.1E
	AVA_POI.1-1
AVA_POI.1-2

	2
	
	AVA_POI.1.2E
	AVA_POI.1-3

	3
	
	AVA_POI.1.3E
	AVA_POI.1-4
AVA_POI.1-5

	4
	
	AVA_POI.1.4E
	AVA_POI.1-6

to AVA_POI.1-12


Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator analysed these definitions of the related evaluation methodology and came to the conclusion that successfully performing these work units for the related evaluator action element will (##not) demonstrate that the element has actually been achieved.

Based on the analysis above, the evaluator confirms (##or disproves) that for each defined extended assurance component, applicable methodology has been provided.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-10] The evaluator shall examine the extended components definition to determine that each definition of a new assurance family uses the existing CC assurance families as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

the following, the evaluator analysed each new assurance family as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 3 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that the following new assurance families were defined in the ST:

	#
	New assurance families as defined in sec. ## of [ST]

	1
	AVA_POI


The specifications of these families in the ST are as follows:

Ad 1) 

Definition of the Family AVA_POI

The family “Vulnerability analysis of POI (AVA_POI)” defines requirements for evaluator independent vulnerability search and penetration testing of POI. 

The main characteristics of the new family, compared to AVA_VAN, are the following: 

· The scope of the requirements in AVA_POI can be either the whole POI (the TOE) or a consistent set of POI components. Indeed, the AVA_VAN approach that addresses the TOE as a whole is not suitable for products with heterogeneous security levels.

· In contrast to AVA_VAN, the assurance activities for vulnerability assessment do not vary depending on the attack potential.

· Consequently, AVA_POI only includes a single component AVA_POI.1, which is based on AVA_VAN.2 with addition of POI-related specificities.

· The attack potential is not fixed in the definition of the component. The PP/ST author shall directly assign the potential that corresponds to the POI or POI components to which the component applies.

· The attack potential calculation table and the admissible attack potentials are defined in [POI AttackPot] which provides also a catalogue of POI-specific attack methods. The minimum attack potential is POI-Basic. The generic AVA_VAN attack potential calculation table defined in CEM and the resulting scale do not meet the POI specificities. 

· AVA_POI has dependencies on ADV_FSP, ADV_TDS and AGD. AVA_POI allows to require (partial) implementation representation and the mapping of SFR into the implementation. The aim is not to evaluate the implementation representation but to use it to make penetration testing more efficient and more effective. The mapping shall allow the evaluator to easily find pieces of hardware drawings and source code that implement the security functionality. In comparison, the evaluation of the TOE implementation representation is required from AVA_VAN.3. 

· AVA_POI does not mandate any particular independent vulnerability analysis method for the evaluator. 

As usual, the ST author is allowed to refine AVA_POI if needed, in accordance with [CC P1]. 

The evaluator refers to ST; Section 14 for a detailed explanation of the relationship between AVA_VAN.2 and AVA_POI.

The actual set of AVA_POI requirements shall cover the whole TOE under evaluation, i.e. all the POI components that contribute to the TSF being evaluated. A mapping between the SFR and the implementation representation shall be required to help the evaluator to understand the relation between the POI components and the TSF parts under evaluation and gain confidence that the set of POI components are well-defined. 

The family “Vulnerability analysis of POI (AVA_POI)” is defined as follows. Underlined text stands for additions with respect to AVA_VAN.2, thus allowing easy traceability.
The actual set of AVA_POI requirements shall cover the whole TOE under evaluation, i.e. all the POI components that contribute to the TSF being evaluated. A mapping between the SFR and the implementation representation shall be required to help the evaluator to understand the relation between the POI components and the TSF parts under evaluation and gain confidence that the set of POI components are well-defined. 

The family “Vulnerability analysis of POI (AVA_POI)” is defined as follows. Underlined text stands for additions with respect to AVA_VAN.2, thus allowing easy traceability. Bold text shows the differences between two consecutive requirements in the family.

AVA_POI Vulnerability analysis of POI




Objectives

POI vulnerability analysis is an assessment to determine whether potential vulnerabilities identified in the POI could allow attackers to violate the SFRs and thus to perform unauthorized access or modification to data or functionality. 

The vulnerabilities may arise either during the evaluation of the development, manufacturing or assembling environments, during the evaluation of the POI specifications and guidance, during anticipated operation of the POI components or by other methods, for instance statistical methods. 

Each of the security requirements of the new family AVA_POI applies either to the whole TOE (POI) under evaluation or to a well-defined set of TOE components selected by the developer. A set of POI components can be the target of a requirement provided it defines the physical and logical boundary of a TSF portion, closed by SFR dependencies. Hence, the vulnerabilities identified on a set of POI components could compromise one or more of the SFRs within its boundary. 

When more than one instantiation of AVA_POI.1 is used in a PP or ST, to apply to different sets of abstract components, then it may be that the separate instantiations map to the same concrete physical or logical components in a particular TOE (i.e. more than one of the abstract components maps to one of the concrete components). In this case the more demanding requirement applies to the concrete component.



Component Levelling

AVA_POI includes a single component; the attack potential required by an attacker to identify and exploit the potential vulnerabilities has to be assigned by the PP or ST author within the SAR definition. 
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Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new assurance family uses the existing CC assurance families as a model for presentation.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_ECD.1-11] The evaluator shall examine the extended components definition to determine that each definition of a new assurance class uses the existing CC assurance classes as a model for presentation.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2 (list of all extended components). 

Analysis:

In the following, the evaluator analysed each new assurance class as identified in the work unit ASE_ECD.1-3 concerning the question whether the ST definition uses the CC Part 3 definition rules as a model for presentation.

The activity in the context of the work unit ASE_ECD.1-3 showed that ##no new assurance classes were defined in the ST.
Assessment and Verdict:

The evaluator confirms (##or disproves) that the extended components definition of a new assurance class uses the existing CC assurance classes as a model for presentation.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_ECD.1.5C
The extended components shall consist of measurable and objective elements such that conformance or nonconformance to these elements can be demonstrated.
[ASE_ECD.1-12] The evaluator shall examine the extended components definition to determine that each element in each extended component is measurable and states objective evaluation requirements, such that conformance or nonconformance can be demonstrated.
Since it is impossible to make an objective evaluator verdict about avoiding or minimising subjectivity of evaluator judgement, the existing CC functional and assurance components / elements shall be used as a model for determining what constitutes conformance with this requirement.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2. 

Analysis:

In the following, the evaluator analysed firstly each extended functional component with the related elements as identified in the work unit ASE_ECD.1-5 concerning the question whether the ST definition is measurable.

Since the extended components in the ST are exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP ac-cording to [CEM].

Then, the evaluator analysed each extended assurance component with the related elements as identified in the work unit ASE_ECD.1-8 concerning the question whether the ST definition is ‘objective’.

Since the extended components in the ST are (##not) exactly identical to the extended components in [POI PP], the evaluator decided to reuse the evaluation result of the PP ac-cording to [CEM].
Assessment and Verdict:

Based on the analysis above, the evaluator determines that each extended functional component and each related element is (##not) sufficiently measurable. Furthermore, he decided that each extended assurance component and each related element minimises (##does not minimise) the need for subjective evaluator judgement.

#Or: The ST does not contain extended security requirements, hence, this work unit is not applicable and therefore considered to be satisfied.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_ECD.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.5.2 ASE_ECD.1.2E

Evaluator action element:

ASE_ECD.1.2E
The evaluator shall confirm that no extended component can be clearly expressed using existing components.
Content and presentation of evidence elements:


No elements assigned.
 [ASE_ECD.1-13] The evaluator shall examine the extended components definition to determine that each extended component cannot be clearly expressed using existing components.
The evaluator activity here has a generalising character and is called to document the evaluator’s opinion having been formed whilst performing the work units ASE_ECD.1-3 to ASE_ECD.1-11.
Summary:

The evaluator found the related information in ##… , see also the work unit ASE_ECD.1-2. 

Analysis:

In the execution of work units ASE_ECD.1-3 to ASE_ECD.1-11 the evaluator considered for each extended component if it could be expressed existing components (functional components as defined in CC Part 2, assurance components as defined in CC Part 3, already existing extended components).
Assessment and Verdict:

Based on this permanent analysis, the evaluator determined that no extended component defined in the ST could actually be clearly expressed using existing components.

I.e. (##not) all extended components defined are in fact necessary in order to define the SFRs and SARs as made in the ST.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_ECD.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.6 ASE_REQ.2 Derived security requirements
Summary Verdict for the Assurance Component ASE_REQ.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_REQ.2. This result is based on the results provided by the evaluator actions and performed work units below.
5.6.1 ASE_REQ.2.1E

Evaluator action element:

ASE_REQ.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_REQ.2.1C
The statement of security requirements shall describe the SFRs and the SARs.
[ASE_REQ.2-1] The evaluator shall check that the statement of security requirements describes the SFRs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for each SFR chosen, whether it is unambiguously described.

The SFRs are reproduced in the [ST]. (##Not) All the listed SFRs are drawn either from Part 2 of the Common Criteria or from the ECD part of the [ST] (Chapter ##). For denotation of iterations, the original names of the SFRs and their elements in the CC are supplemented by "/" and the iteration indicator. Please note that "/" is also used to indicate the package name to which the SFR belongs, which should not be confused with an iteration operation.
The evaluator checked if the SFRs are reproduced correctly in the ST. The result of the comparing procedure by the evaluator is that (##not) all used functional components taken from CC Part 2 and all used functional components taken from the ECD part of the ST are reproduced correctly. On some functional components the allowed operations (refinement, selection, assignment and iteration) were performed.

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SFRs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
[ASE_REQ.2-2] The evaluator shall check that the statement of security requirements describes the SARs.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator checked, for the entire assurance package EAL POI, whether it is unambiguously described.

The EAL POI package is defined in [POI PP] and has already been evaluated. For reference the SARs are reproduced exactly in the ST. Therefore, the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

The evaluator confirms (##or disproves) that all SARs are described by approved means.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ASE_REQ.2.2C
All subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs shall be defined.
[ASE_REQ.2-3] The evaluator shall examine the ST to determine that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.
According to the [CEM], ‘The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding may occur due to the introduction of vague terms’. The security requirements not allowing any developer-performed operation do not contain any vague terms. It means in the reverse that merely those terms (subjects, objects, security attributes, operations) shall explicitly be defined in ST, which are used within the SFRs and SARs containing developer-performed operations, especially assignment and refinement.

Summary:

The evaluator found the related information in ##… .

Analysis:

Firstly, the evaluator referred to sec. ## of ST, where SFRs are described.

The SFRs are reproduced in the ST. All listed SFRs are drawn either from Part 2 of the Common Criteria or from the ECD part of the [ST] (Chapter ##). The evaluator checked for each SFR defined in the ST, whether it used subjects, objects, operations, security attributes, external entities and other terms. The result is that all terms used in the SFRs are clearly defined. The assets are listed in sec. ## of the [ST]. The user and subjects acting for users are described in sec. ## of the [ST]. The subjects, objects, operations, security attributes, external entities and other terms are exactly denoted, so the evaluator decided not to repeat the definitions. Particularly, the work unit ASE_REQ.2-5 contains the SFRs with all used terms.

Secondly, the evaluator referred to sec. ## of ST, where SARs are described.

The SARs are reproduced in the ST. All listed SARs are drawn either from Part 3 of the Common Criteria or from the ECD part of the [ST] (Chapter ##). The evaluator checked for each SAR defined in the ST, whether it used subjects, objects, operations, security attributes, external entities and other terms. The result is that all terms used in the SFRs are clearly defined.

All SFRs and SARs were evaluated in the PP evaluation, thus, these evaluation results of the PP evaluation can be re-used according to [CEM], since the ST is claimed as strictly conformant. Additionally, the evaluator performed a consistency examination of the SFR usage during the work unit ASE_ECD.1-1.

Assessment and Verdict:

Based on the analysis above the evaluator determined that (##not) all terms used within the operations on SFRs are sufficiently explained. ##The related SFRs using these terms could be misleading.
Secondly, the evaluator determined that no dedicated definitions are necessary for SARs used.

The evaluator confirms (##or disproves) that all subjects, objects, operations, security attributes, external entities and other terms that are used in the SFRs and the SARs are defined.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ASE_REQ.2.3C
The statement of security requirements shall identify all operations on the security requirements.
[ASE_REQ.2-4] The evaluator shall check that the statement of security requirements identifies all operations on the security requirements.
Summary:

The developer used the following identification types for operations performed:

· Assignments and selections of the PP author are noted in bold letters.

· Assignments of the ST author are noted in bold letters and italic.

· Selections of the ST author are noted in bold letters and underlined.

· Refinements of the ST author are noted in bold letters and double underlined.

· Refinements of the ST author are noted in bold letters and struck out if not applicable

· Iterations are denoted by a slash “/” and the iteration indicator after the component identifier. Please note that "/" is also used to indicate the package name to which the SFR belongs, which should not be confused with an iteration operation.
Analysis:

The evaluator decided to perform this work unit together with the work units ASE_REQ.2-5 to ASE_REQ.2-8, where correctness of each performed operation shall be examined: such an examination represents an appropriate frame for verification of whether all developer-performed operations are identified.

While performing the work units ASE_REQ.2-5 to ASE_REQ.2-8 and moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the current work unit.

a) SFRs

The evaluator compared each SFR containing a developer-performed operation with the formulation for the related functional component in CC Part 2 or in the statement for extended components definition in the ST. He found no deviation. ##Or: The deviations found are documented in the work unit ASE_REQ.2-5.

b) SARs

No SAR contains a developer-performed operation. Hence, this activity is not applicable to SARs and is considered to be satisfied for them.

Assessment and Verdict:

The evaluator confirms (##or disproves) that the statement of security requirements identifies all operations on the security requirements.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.4C
All operations shall be performed correctly.
[ASE_REQ.2-5] The evaluator shall examine the statement of security requirements to determine that all assignment operations are performed correctly.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator decided to perform the work units ASE_REQ.2-5 to ASE_REQ.2-8 not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations. Depended on the kind of the current operation, supplemented he related work unit from ASE_REQ.2-5 to ASE_REQ.2-8.

a) SFRs

As the first step, the evaluator regarded to the SFR statement (sec. ##) and analysed there each developer-performed operation independently of what kind this operation is. The results of this analysis are represented in the following table:

	#
	Functional elements (identifiers) used in the current [ST], sec. ##
	Original definition of functional elements, - CC Part 2 or
- ASE_ECD or
- PP to which the current ST is claimed to be conformant
	Functional elements as used in the cur-rent [ST], sec. ##
	Operation required by - CC Part 2 or

- ASE_ECD or
- PP to which the current ST is claimed to be conformant
	Operation performed in the current [ST], sec. ##
	Evaluator’s comments

	1
	FDP_IFC.1.1/PIN_ENTRY
	The TSF shall enforce the PIN ENTRY Information Flow Control SFP on

· subjects: Cardholder, PED keypad
· information: PIN, non-PIN data
· operations: PIN entry, non-PIN data entry.
	##
	none
	##
	##

	2
	FDP_ITC.1.1/PIN_ENTRY
	The TSF shall enforce the PIN ENTRY Information Flow Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	3
	FDP_ITC.1.2/PIN_ENTRY
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	4
	FDP_ITC.1.3/PIN_ENTRY
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· PCI B15: PIN is only allowed to be entered at the PED keypad assigned to CoreTSF. The entry of any other data must be separate from the PIN entry process avoiding accidental display of PIN at the PED display. If any other data and PIN are entered at the same keypad, the data entry and the PIN entry shall be clearly separate operations.
· [assignment: additional control rules].
	##
	assignment: additional control rules
	##
	##

	5
	FPT_EMSEC.1.1/PIN_ENTRY
	The TOE shall not emit 

· PCIA11: audible tones during PIN entry, that, if used, could allow to distinguish the entered PIN digits,

· PCIA5: sound, electro-magnetic emissions, power consumption or any other external characteristic available for monitoring,

· PCIB5: the entered PIN digits at the display (any array related to PIN entry displays only non-significant symbols, e.g. asterisks)
in excess of none enabling access to entered and internally transmitted PIN digit and none.
	##
	none
	##
	##

	6
	FPT_EMSEC.1.2/PIN_ENTRY
	The TSF shall ensure that users are unable to use the following interface 

· PCI A11: audible tones, if used,

· PCI A5: sound, electro-magnetic emissions, power consumption or any other external characteristic available for monitoring,

· PCI B5: the entered PIN digits at the display (any array related to PIN entry displays only non-significant symbols, e.g., asterisks)
to gain access to entered and internally transmitted PIN digit and none.
	##
	none
	##
	##

	7
	FIA_UAU.2.1/PIN_ENTRY
	The TSF shall require each user to be successfully authenticated before allowing access to sensitive services on behalf of that user.
	##
	none
	##
	##

	8
	FIA_UID.1.1/PIN_ENTRY
	The TSF shall allow access to non sensitive services on behalf of the user to be performed before the user is identified.
	##
	none
	##
	##

	9
	FIA_UID.1.2/PIN_ENTRY
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	##
	none
	##
	##

	10
	FTA_SSL.3.1/PIN_ENTRY
	The TSF shall terminate an interactive session after a limited number of actions that can be performed and after an imposed time limit after which the PED is forced to return to its normal mode.
	##
	none
	##
	##

	11
	FDP_IFC.1.1/ENC_PIN
	The TSF shall enforce the ENC_PIN Information Flow Control SFP on

· subjects: PED, IC Card Reader
· information: ENC_PIN, ENC_PIN_SK
· operations: send.
	##
	none
	##
	##

	12
	FDP_IFF.1.1/ENC_PIN
	The TSF shall enforce the ENC_PIN Information Flow Control SFP based on the following types of subject and information security attributes:

· subjects: PED, IC Card Reader
· information: ENC_PIN, ENC_PIN_SK
· status of ENC_PIN: online encrypted, offline encrypted
· status of ENC_PIN_SK: validity, purpose [assignment: other ENC_PIN_SK security attributes].
	##
	assignment: other ENC_PIN_SK security attributes
	##
	##

	13
	FDP_IFF.1.2/ENC_PIN
	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules hold:

The PED sends the ENC_PIN in encrypted form to the IC Card Reader (offline) or to the Acquirer (online).
· PCI B6: The PED enciphers ENC_PIN with the appropriate dedicated online or offline encryption key immediately after ENC_PIN entry is complete and has been signified as such by the Cardholder.
· PCI D4.1: If the PED and IC Card Reader are not integrated into the same tamper-responsive boundary, and the Cardholder verification method (i.e., the IC Card requires) is determined to be Enciphered PIN, then the PIN block shall be enciphered between the PED and the IC Card Reader using either an authenticated encipherment key or the IC Card, or in accordance with ISO 9564.
· PCI D4.3: If the PED and the IC Card Reader are integrated in the same tamper-responsive boundary and the Cardholder verification method is determined to be an Enciphered PIN, then the PIN block shall be enciphered using an authenticated encipherment key of the IC Card.
· PCI B10 EPCPlusB10.a: The PED uses cryptographic means to prevent the use of the PED for exhaustive PIN determination.
	##
	none
	##
	##

	14
	FDP_IFF.1.3/ENC_PIN
	The TSF shall enforce the [assignment: additional information flow control SFP rules].
	##
	assignment: additional information flow control SFP rules
	##
	##

	15
	FDP_IFF.1.4/ENC_PIN
	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	##
	assignment: rules, based on security attributes, that explicitly authorise information flows
	##
	##

	16
	FDP_IFF.1.5/ENC_PIN
	The TSF shall explicitly deny an information flow based on the following rules:

· The PED does not send ENC_PIN or ENC_PIN_SK before being encrypted to any other subject outside CoreTSF.

· PCI B13: It is not possible to encrypt or decrypt any arbitrary data using any PIN encrypting key or key encrypting key contained in the PED. The PED must enforce that data keys, key encipherment keys, and PIN encryption keys have different values.

· PCI B14: There is no mechanism in the PED that would allow the outputting of a private or secret cleartext key or cleartext PIN, the encryption of a key or PIN under a key that might itself be disclosed, or the transfer of a cleartext key from a component of high security into a component of lesser security.
	##
	none
	##
	##

	17
	FMT_MSA.1.1/ENC_PIN
	The TSF shall enforce the ENC_PIN Information Flow Control SFP to restrict the ability to modify the security attributes of ENC_PIN resp. of ENC_PIN_SK to Risk Manager resp. [selection: Terminal Management System and/or Terminal Administrator].
	##
	selection: Terminal Management System and/or Terminal Administrator
	##
	##

	18
	FMT_SMR.1.1/ENC_PIN
	The TSF shall maintain the roles [selection: Terminal Management System and/or Terminal Administrator] and Risk Manager.
	##
	selection: Terminal Management System and/or Terminal Administrator
	##
	##

	19
	FMT_SMR.1.2/ENC_PIN
	The TSF shall be able to associate users with roles.
	##
	none
	##
	##

	20
	FIA_UID.1.1/ENC_PIN
	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	##
	assignment: list of TSF-mediated actions
	##
	##

	21
	FIA_UID.1.2/ENC_PIN
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	##
	none
	##
	##

	22
	FDP_RIP.1.1/ENC_PIN
	The TSF shall ensure that any previous information content of a resource is made unavailable upon the deallocation of the resource from the following objects: ENC_PIN immediately after being encrypted, temporary cryptographic keys [assignment: sensitive objects with residual information].

Deallocation may occur upon completion of the transaction or if the PED has timed-out waiting from the Cardholder or merchant.
	##
	assignment: sensitive objects with residual information
	##
	##

	23
	FDP_ITT.1.1/ENC_PIN
	The TSF shall enforce the ENC_PIN Information Flow Control SFP to prevent the disclosure of ENC_PIN and ENC_PIN_SK [assignment: other secret information, like administration passwords] when they are transmitted between physically-separated parts of the CoreTSF and when they are processed by the CoreTSF.
	##
	assignment: other secret information, like administration passwords
	##
	##

	24
	FTP_TRP.1.1/ENC_PIN
	The TSF shall provide a communication path between itself and remote users that is logically distinct from other communication paths and provides assured identification of its end points and protection of the communicated data from unauthorized ENC_PIN_SK replacement and ENC_PIN_SK misuse.
	##
	none
	##
	##

	25
	FTP_TRP.1.2/ENC_PIN
	The TSF shall permit remote users to initiate communication via the trusted path.
	##
	none
	##
	##

	26
	FTP_TRP.1.3/ENC_PIN
	The TSF shall require the use of the trusted path for ENC_PIN_SK replacement and ENC_PIN_SK usage.
	##
	none
	##
	##

	27
	FDP_IFC.1.1/PLAIN_PIN
	The TSF shall enforce the PLAIN_PIN Information Flow Control SFP on

· subjects: PED, IC Card Reader
· information: PLAIN_PIN, PLAIN_PIN_SK
· operations: send.
	##
	none
	##
	##

	28
	FDP_IFF.1.1/PLAIN_PIN
	The TSF shall enforce the PLAIN_PIN Information Flow Control SFP based on the following types of subject and information security attributes:

· subjects: PED, IC Card Reader
· information: PLAIN_PIN, PLAIN_PIN_SK
· status of PLAIN_PIN_SK: validity, purpose [assignment: other PLAIN_PIN_SK security attributes]
	##
	assignment: other PLAIN_PIN_SK security attributes
	##
	##

	29
	FDP_IFF.1.2/PLAIN_PIN
	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules hold: [selection: PCI_D4.2, PCI_D4.4] where
· PCI D4.2 If the PED and the ICC reader are not integrated into the same secure module, and the cardholder verification method is determined to be: A Plaintext PIN, the PIN block shall be enciphered from the PED to the ICC reader (the ICC reader will then decipher the PIN for transmission in plaintext to the IC card) in accordance with ISO 9564.,
· PCI D4.4 If the PED and the ICC reader are integrated into the same secure module, and the cardholder verification method is determined to be: A Plaintext PIN, then encipherment is not required if the PIN block is transmitted wholly through a protected environment (as defined in ISO 9564). If the plaintext PIN is transmitted to the ICC reader through an unprotected environment, the PIN block shall be enciphered in accordance with ISO 9564.
	##
	selection: PCI_D4.2, PCI_D4.4
	##
	##

	30
	FDP_IFF.1.3/PLAIN_PIN
	The TSF shall enforce the [assignment: additional information flow control SFP rules]
	##
	assignment: additional information flow control SFP rules
	##
	##

	31
	FDP_IFF.1.4/PLAIN_PIN
	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	##
	assignment: rules, based on security attributes, that explicitly authorise information flows
	##
	##

	32
	FDP_IFF.1.5/PLAIN_PIN
	The TSF shall explicitly deny an information flow based on the following rules:

· The PED does not send Ciphertext PLAIN_PIN (encrypted or in cleartext) or Cleartext PLAIN_PIN to any other subject than the IC Card Reader.
· The PED does not send the Ciphertext PLAIN_PIN to any subject before being encrypted.

· The PED does not send PLAIN_PIN_SK (if any) before being encrypted to any other subject before being encrypted.

· PCI B14: There is no mechanism in the PED that would allow the outputting of a private or secret cleartext key or cleartext PIN, the encryption of a key or PIN under a key that might itself be disclosed, or the transfer of a cleartext key from a component of high security into a component of lesser security.
	##
	None
	##
	##

	33
	FDP_RIP.1.1/PLAIN_PIN
	The TSF shall ensure that any previous information content of a resource is made unavailable upon the deallocation of the resource from the following objects:

· [selection: Ciphertext PLAIN_PIN immediately after being encrypted, Cleartext PLAIN_PIN immediately after being sent to the IC Card Reader]
· temporary cryptographic keys,

· [assignment: sensitive objects with residual information].

Deallocation may occur upon completion of the transaction or if the PED has timed-out waiting from the Cardholder or merchant.
	##
	selection: Ciphertext PLAIN_PIN immediately after being encrypted, Cleartext PLAIN_PIN immediately after being sent to the IC Card Reader

assignment: sensitive objects with residual information
	##
	##

	34
	FDP_ITT.1.1/PLAIN_PIN
	The TSF shall enforce the PLAIN_PIN Information Flow Control SFP to prevent the disclosure of [selection: Cleartext PLAIN_PIN, (Ciphertext PLAIN_PIN, PLAIN_PIN_SK)] when they are transmitted between physically-separated parts of PED or to the IC Card Reader.
	##
	selection: Cleartext PLAIN_PIN, (Ciphertext PLAIN_PIN, PLAIN_PIN_SK)
	##
	##

	35
	FMT_MSA.1.1/PLAIN_PIN
	The TSF shall enforce the PLAIN_PIN Information Flow Control SFP to restrict the ability to modify the security attributes status of PLAIN_PIN_SK to [selection: Terminal Management System and/or Terminal Administrator]
	##
	selection: Terminal Management System and/or Terminal Administrator
	##
	##

	36
	FIA_UID.1.1/PLAIN_PIN
	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	##
	assignment: list of TSF-mediated actions
	##
	##

	37
	FIA_UID.1.2/PLAIN_PIN
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	##
	none
	##
	##

	38
	FDP_IFC.1.1/ICCardReader
	The TSF shall enforce the IC Card Reader Information Flow Control SFP on

· subjects: IC Card Reader
· information: PLAIN_PIN, PLAIN_PIN_SK
· operations: receive, send.
	##
	none
	##
	##

	39
	FDP_IFF.1.1/ICCardReader
	The TSF shall enforce the IC Card Reader Information Flow Control SFP based on the following types of subject and information security attributes:

· subjects: IC Card Reader
· information: PLAIN_PIN, PLAIN_PIN_SK
· status of PLAIN_PIN_SK: validity, purpose [assignment: other PLAIN_PIN_SK security attributes]
	##
	assignment: other PLAIN_PIN_SK security attributes
	##
	##

	40
	FDP_IFF.1.2/ICCardReader
	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules hold: [selection: PCI D4.2, PCI D4.4] where

· PCI D4.2 (PED and IC Card Reader are not integrated into the one tamper-responsive boundary): the IC Card Reader receives the Ciphertext PLAIN_PIN, deciphers it and sends it to the IC Card,

· PCI D4.4 (PED and IC Card Reader are integrated into one tamper-responsive boundary): the IC Card Reader receives the Cleartext PLAIN_PIN and sends it to the IC Card.
	##
	selection: PCI D4.2, PCI D4.4
	##
	##

	41
	FDP_IFF.1.3/ICCardReader
	The TSF shall enforce the [assignment: additional information flow control SFP rules].
	##
	assignment: additional information flow control SFP rules
	##
	##

	42
	FDP_IFF.1.4/ICCardReader
	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	##
	assignment: rules, based on security attributes, that explicitly authorise information flows
	##
	##

	43
	FDP_IFF.1.5/ICCardReader
	The TSF shall explicitly deny an information flow based on the following rules:

· The IC Card Reader does not send PLAIN_PIN (neither Ciphertext PLAIN_PIN nor Cleartext PLAIN_PIN) to any other entity than the IC Card. The IC Card Reader does not send PLAIN_PIN_SK (if any) to any entity.

· PCI B14: There is no mechanism in the PED that would allow the outputting of a private or secret cleartext key or cleartext PIN, the encryption of a key or PIN under a key that might itself be disclosed, or the transfer of a cleartext key from a component of high security into a component of lesser security.
	##
	none
	##
	##

	44
	FDP_RIP.1.1/ICCardReader
	The TSF shall ensure that any previous information content of a resource is made unavailable upon the deallocation of the resource from the following objects:

· [selection: Ciphertext PLAIN_PIN immediately after being decrypted and sent to the IC Card, Cleartext PLAIN_PIN immediately after being sent to the IC Card]

· temporary cryptographic keys,

· [assignment: sensitive objects with residual information].

Deallocation may occur upon completion of the transaction or if the PED has timed-out waiting from the Cardholder or merchant.
	##
	selection: Ciphertext PLAIN_PIN immediately after being decrypted and sent to the IC Card, Cleartext PLAIN_PIN immediately after being sent to the IC Card

assignment: sensitive objects with residual information
	##
	##

	45
	FDP_ITT.1.1/ICCardReader
	The TSF shall enforce the IC Card Reader Information Flow Control SFP to prevent the disclosure of [selection: Cleartext PLAIN_PIN, (Ciphertext PLAIN_PIN, PLAIN_PIN_SK)] when they are transmitted to the IC Card or when they are processed by the IC Card Reader.
	##
	selection: Clear-text PLAIN_PIN, (Ciphertext PLAIN_PIN, PLAIN_PIN_SK)
	##
	##

	46
	FDP_ACC.1.1/ICCRLoader
	The TSF shall enforce the ICCR Loader Access Control SFP on

subject: ICCR Loader
objects: ICCR_SW, [assignment: list of data, in particular cryptographic keys, controlled under this policy]
operation: download.
	##
	assignment: list of data, in particular cryptographic keys, controlled under this policy
	##
	##

	47
	FDP_ITC.1.1/ICCRLoader
	The TSF shall enforce the ICCR Loader Access Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	48
	FDP_ITC.1.2/ICCRLoader
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	49
	FDP_ITC.1.3/ICCRLoader
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· The ICCR Loader downloads only authentic and integrity-protected objects coming from the Terminal Management System. 

· Downloading is an atomic operation. Either it succeeds or the TSF rollbacks to the previous state and all downloaded data is cleared or if the rollback is not possible all ICCR TSF secret data are erased.
· PIN encryption keys are only stored in the Security Module of the device or encrypted. 

· [assignment: additional importation control rules]
	##
	assignment: additional importation control rules
	##
	##

	50
	FDP_ACC.1.1/POI_DATA
	The TSF shall enforce the POI Management and Payment Transaction Data Access Control SFP on

· subjects: POI and its Payment Application Logic

· objects: Payment Transaction Data, POI Management Data, POI_SK, Cardholder communication interface, [assignment: list of payment application internal data]

· operations: send, receive, access.
	##
	assignment: list of payment application internal data
	##
	##

	51
	FDP_ACF.1.1/POI_DATA
	The TSF shall enforce the POI Management and Payment Transaction Data Access Control SFP based on the following:

· subjects: POI and its Payment Application Logic
· objects: Payment Transaction Data, POI Management Data, POI_SK, Cardholder communication interface, [assignment: list of payment application internal data]
· security attribute of POI_SK: purpose and validity

· security attribute of Payment Transaction Data, POI Management Data: access right of Payment Application and authenticity status

· [assignment: list of security attributes]
	##
	assignment: list of payment application internal data

assignment: list of security attributes
	##
	##

	52
	FDP_ACF.1.2/POI_DATA
	The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed:

· EPCN2.1: The security of payment application in the POI must not be impacted by any other application. Payment application isolation shall be ensured: no other application shall have unauthorized access to application data (Payment Transaction Data, POI Management Data, POI_SK).

· EPCN2.2: The security of payment application in the POI must not be impacted by any other application. Payment application isolation shall be ensured: it shall not be possible for another application to interfere with the execution of the payment application, by accessing internal data (such as state machine or internal variables).

· EPCN2.3: Payment application isolation shall be ensured: it shall not be possible for another application to deceive the Cardholder during execution of the payment application, by accessing Cardholder communication interface (e.g. display, beeper, printer) used by the payment application.

· PCIB17: If the POI supports multiple applications, it must enforce the separation between applications. It must not be possible that one application interferes with or tampers with another application or the OS of the POI including, but not limited to, modifying data objects belonging to another application or the OS.
	##
	none
	##
	##

	53
	FDP_ACF.1.3/POI_DATA
	The TSF shall explicitly authorise access of subjects to objects based on the following additional rules: 

· POI Management Data and Payment Transaction Data shall be accepted if the data are authentic.

· POI Management Data and Payment Transaction Data are allowed to be accessed if Payment Application has access right to the data.

· [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects].
	##
	assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects
	##
	##

	54
	FDP_ACF.1.4/POI_DATA
	The TSF shall explicitly deny access of subjects to objects based on the following additional rules:

· POI Management Data and Payment Transaction Data shall not be accepted if the data are not authentic.

· The POI does not send POI_SK in cleartext to any external IT entity.
· [assignment: rules, based on security attributes, that explicitly deny information flows].
	##
	assignment: rules, based on security attributes, that explicitly deny information flows
	##
	##

	55
	FDP_ITT.1.1/POI_DATA
	The TSF shall enforce the POI Management and Payment Transaction Data Access Control SFP to prevent the modification of POI Management Data and Payment Transaction Data and to prevent the disclosure of POI_SK when it is transmitted between physically-separated parts of the TOE.
	##
	none
	##
	##

	56
	FDP_UIT.1.1/POI_DATA
	The TSF shall enforce the POI Management and Payment Transaction Data Access Control SFP to transmit and receive POI Management Data in a manner protected from modification errors.
	##
	none
	##
	##

	57
	FDP_UIT.1.2/POI_DATA
	The TSF shall be able to determine on receipt of user data, whether modification has occurred.
	##
	none
	##
	##

	58
	FDP_UCT.1.1/POI_DATA
	The TSF shall enforce the POI Management and Payment Transaction Data Access Control SFP to transmit and receive POI_SK and to be able to transmit and receive Payment Transaction Data in a manner protected from unauthorised disclosure.
	##
	none
	##
	##

	59
	FDP_RIP.1.1/POI_DATA
	The TSF shall ensure that any previous information content of a resource is made unavailable upon the deallocation of the resource from the following objects: temporary cryptographic keys, [assignment: sensitive objects with residual information, temporary payment transaction data].
	##
	assignment: sensitive objects with residual information, temporary payment transaction data
	##
	##

	60
	FTP_ITC.1.1/POI_DATA
	The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
	##
	none
	##
	##

	61
	FTP_ITC.1.2/POI_DATA
	The TSF shall permit Acquirer System to initiate communication via the trusted channel.
	##
	none
	##
	##

	62
	FTP_ITC.1.3/POI_DATA
	The TSF shall initiate communication via the trusted channel for transmitting and receiving Payment Transaction Data and POI_SK in a manner protected from unauthorized disclosure, [assignment: list of functions for which a trusted channel is required].
	##
	assignment: list of functions for which a trusted channel is required
	##
	##

	63
	FPT_TST.1.1/CoreTSF
	The TSF shall run a suite of self tests at the conditions
· start-up
· at least once per day
to demonstrate the correct operation of the CoreTSF PED (CORE_SW and CORE_HW).
	##
	none
	##
	##

	64
	FPT_TST.1.2/CoreTSF
	The TSF shall provide authorised users with the capability to verify the integrity of [selection: [assignment: parts of TSF], TSF data]. 
	##
	selection: [assignment: parts of TSF], TSF data
	##
	##

	65
	FPT_TST.1.3/CoreTSF
	The TSF shall provide authorised users with the capability to verify the integrity of stored TSF executable code.
	##
	none
	##
	##

	66
	FPT_FLS.1.1/CoreTSF
	The TSF shall preserve a secure state when the following types of failures occur:

· failure of CoreTSF self-test 

· logical anomalies of CoreTSF
· [assignment: list of types of failures in CoreTSF].
	##
	assignment: list of types of failures in CoreTSF
	##
	##

	67
	FDP_ACC.1.1/CoreTSFLoader
	The TSF shall enforce the Core Loader Access Control SFP on

· subject: Core Loader
· objects: CORE_SW, [assignment: list of data, in particular cryptographic keys, controlled under this policy]
· operation: download.
	##
	assignment: list of data, in particular cryptographic keys, controlled under this policy
	##
	##

	68
	FDP_ITC.1.1/CoreTSFLoader
	The TSF shall enforce the Core Loader Access Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	69
	FDP_ITC.1.2/CoreTSFLoader
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	70
	FDP_ITC.1.3/CoreTSFLoader
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· The Core Loader downloads only authentic and integer objects coming from the Terminal Management System.
· Downloading is an atomic operation. Either it succeeds or the TSF rollbacks to the previous state and all downloaded data is cleared or if the rollback is not possible all CoreTSF secret data are erased.
· PIN encryption keys are stored in the Security Module of PED or encrypted.

· [assignment: additional importation control rules]
	##
	assignment: additional importation control rules
	##
	##

	71
	FPT_TST.1.1/PEDMiddleTSF
	The TSF shall run a suite of self tests at the conditions
· start-up
· at least once per day
to demonstrate the correct operation of the PEDMiddleTSF.
	##
	none
	##
	##

	72
	FPT_TST.1.2/PEDMiddleTSF
	The TSF shall provide authorised users with the capability to verify the integrity of [selection: [assignment: parts of TSF], TSF data].
	##
	selection: [assignment: parts of TSF], TSF data
	##
	##

	73
	FPT_TST.1.3/PEDMiddleTSF
	The TSF shall provide authorised users with the capability to verify the integrity of stored TSF executable code.
	##
	none
	##
	##

	74
	FPT_FLS.1.1/PEDMiddleTSF
	The TSF shall preserve a secure state when the following types of failures occur:

· failure of PEDMiddleTSF self-test
· logical anomalies of PEDMiddleTSF
· [assignment: list of types of failures in PEDMiddleTSF].
	##
	assignment: list of types of failures in PEDMiddleTSF
	##
	##

	75
	FDP_ACC.1.1/PEDMiddleTSFLoader
	The TSF shall enforce the PED Middle Loader Access Control SFP on

· subject: PED Middle Loader
· objects: PED_MIDDLE_SW, [assignment: list of data, in particular cryptographic keys, controlled under this policy]
· operation: download.
	##
	assignment: list of data, in particular cryptographic keys, controlled under this policy
	##
	##

	76
	FDP_ITC.1.1/PEDMiddleTSFLoader
	The TSF shall enforce the PED Middle Loader Access Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	77
	FDP_ITC.1.2/PEDMiddleTSFLoader
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	78
	FDP_ITC.1.3/PEDMiddleTSFLoader
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· The PED Middle Loader downloads only authentic and integer objects coming from the Terminal Management System.
· Downloading is an atomic operation. Either it succeeds or the TSF rollbacks to the previous state and all downloaded data is cleared or if the rollback is not possible all PEDMiddleTSF secret data are erased.

· [assignment: additional importation control rules]
	##
	assignment: additional importation control rules
	##
	##

	79
	FDP_ACC.1.1/ApplicationLoader
	The TSF shall enforce the Payment Application Loader Access Control SFP on

· subject: Payment Application Loader
· objects: PAYMENT_APP, [assignment: list of data, in particular cryptographic keys, controlled under this policy]
· operation: download.
	##
	assignment: list of data, in particular cryptographic keys, controlled under this policy
	##
	##

	80
	FDP_ITC.1.1/ApplicationLoader
	The TSF shall enforce the Payment Application Loader Access Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	81
	FDP_ITC.1.2/ApplicationLoader
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	82
	FDP_ITC.1.3/ApplicationLoader
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· The Payment Application Loader downloads only authentic and integer objects coming from the Terminal Management System.
· Payment application downloading is an atomic operation. Either it succeeds or the TSF rollbacks to the previous state and all downloaded code and data is cleared or if the rollback is not possible all MiddleTSF secret data are erased.

· [assignment: additional importation control rules]
	##
	assignment: additional importation control rules
	##
	##

	83
	FDP_ACC.1.1/MiddleTSFLoader
	The TSF shall enforce the Middle Loader Access Control SFP on

· subject: Middle Loader
· objects: POI_SW, [assignment: list of data, in particular cryptographic keys, controlled under this policy]
· operation: download.
	##
	assignment: list of data, in particular cryptographic keys, controlled under this policy
	##
	##

	84
	FDP_ITC.1.1/MiddleTSFLoader
	The TSF shall enforce the Middle Loader Access Control SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	85
	FDP_ITC.1.2/MiddleTSFLoader
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	86
	FDP_ITC.1.3/MiddleTSFLoader
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· The Middle Loader downloads only authentic and integer objects the Terminal Management System.

· Downloading is an atomic operation. Either it succeeds or the TSF rollbacks to the previous state and all downloaded data is cleared or if the rollback is not possible all MiddleTSF secret data are erased.

· [assignment: additional importation control rules]
	##
	assignment: additional importation control rules
	##
	##

	87
	FPT_FLS.1.1/MiddleTSF
	The TSF shall preserve a secure state when the following types of failures occur:

· logical anomalies of MiddleTSF
· [assignment: list of types of failures in MiddleTSF].
	##
	assignment: list of types of failures in MiddleTSF
	##
	##

	88
	FDP_ACC.1.1/PEDPromptControl
	The TSF shall enforce the PED Prompt Control SFP on

· subjects: POI components
· object: PED display, PED keypad, prompts, PIN, PED_MIDDLE_SK, PED_MIDDLE_PK
· operations: entry, display.
	##
	none
	##
	##

	89
	FDP_ACF.1.1/PEDPromptControl
	The TSF shall enforce the PED Prompt Control SFP to objects based on the following: 

· subjects: POI components
· status of PED display usage: PIN display, non-PIN display

· status of PED Keypad usage: PIN entry, non-PIN entry

· [assignment: list of security attributes]
	##
	assignment: list of security attributes
	##
	##

	90
	FDP_ACF.1.2/PEDPromptControl
	The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: If the PED keypad can be used to enter non-PIN data, then prompts demanding for PIN entry at the PED display shall never lead to a PIN disclosure (e.g. be processing the entered PIN data in clear in unprotected areas). The authenticity and proper use of prompts and use of the prompts shall be ensured and modification of the prompts or improper use of the prompts shall be prevented.
	##
	none
	##
	##

	91
	FDP_ACF.1.3/PEDPromptControl
	The TSF shall explicitly authorise access of subjects to objects based on the following additional rules: none.
	##
	none
	##
	##

	92
	FDP_ACF.1.4/PEDPromptControl
	The TSF shall explicitly deny access of subjects to objects based on the following rule: unauthorised modification access to the text of prompts shall always be prevented.
	##
	none
	##
	##

	93
	FCS_RND.1.1
	The TSF shall provide a mechanism to generate random numbers that meet [RNGPCI].
	##
	none
	##
	##

	94
	FCS_COP.1.1/MK_SK
	The TSF shall perform PIN encipherment/decipherment in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: ISO 9564.
	##
	



assignment: cryptographic algorithm


assignment: cryptographic key sizes
	##
	##

	95
	FCS_COP.1.1/DUKPT
	The TSF shall perform PIN encipherment/decipherment in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: ISO 9564.
	##
	



assignment: cryptographic algorithm


assignment: cryptographic key sizes
	##
	##

	96
	FCS_COP.1.1/EMV_OFF
	The TSF shall perform PIN encipherment/decipherment in accordance with a specified cryptographic algorithm [assignment: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: ISO 9564.
	##
	



assignment: cryptographic algorithm


assignment: cryptographic key sizes
	##
	##

	97
	FDP_ITC.2.1
	The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.
	##
	assignment: access control SFP(s) and/or information flow control SFP(s)
	##
	##

	98
	FDP_ITC.2.2
	The TSF shall use the security attributes associated with the imported user data.
	##
	none
	##
	##

	99
	FDP_ITC.2.3
	The TSF shall ensure that the protocol used provides for the unambiguous association between the security attributes and the user data received.
	##
	none
	##
	##

	100
	FDP_ITC.2.4
	The TSF shall ensure that interpretation of the security attributes of the imported user data is as intended by the source of the user data.
	##
	none
	##
	##

	101
	FDP_ITC.2.5
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE: ISO 11568 and/or ANSI X9.24, supporting the ANSI TR-31 key derivation methodology or an equivalent methodology for maintaining the TDEA Key Bundle.
	##
	none
	##
	##

	102
	FTP_ITC.1.1
	The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
	##
	none
	##
	##

	103
	FTP_ITC.1.2
	The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the trusted channel.
	##
	selection: the TSF, another trusted IT product
	##
	##

	104
	FTP_ITC.1.3
	The TSF shall initiate communication via the trusted channel for importing cryptographic keys, [assignment: list of functions for which a trusted channel is required].
	##
	assignment: list of functions for which a trusted channel is required
	##
	##

	105
	FPT_TDC.1.1
	The TSF shall provide the capability to consistently interpret cryptographic keys, [assignment: list of TSF data types] when shared between the TSF and another trusted IT product.
	##
	assignment: list of TSF data types
	##
	##

	106
	FPT_TDC.1.2
	The TSF shall use ISO 11568 and/or ANSI X9.24, supporting the ANSI TR-31 key derivation methodology or an equivalent methodology for maintaining the TDEA Key Bundle, and [assignment: list of interpretation rules to be applied by the TSF] when interpreting the TSF data from another trusted IT product.
	##
	assignment: list of interpretation rules to be applied by the TSF
	##
	##

	107
	FPT_PHP.3.1/CoreTSF
	The TSF shall resist the physical tampering scenarios
· PCI A1: Replacement of the front and rear casing, that shall be considered as part of any attack scenario.
· PCI A3: Operational or environmental conditions that are not within the specified PED operating range (e.g. temperature or operating voltage outside the state operating range).

· PCI A6: Penetration of the PED to disclose the PIN encryption keys.

· [assignment: additional physical tampering scenarios]
to the physical boundary of the CoreTSF by responding automatically such that the SFRs are always enforced.

Refinement: The automatic response shall ensure at least the following behaviour:
· PCI A1: The PED uses tamper detection and response mechanisms which cause the PED to become immediately inoperable and results in the automatic and immediate erasure of any secret information which may be stored in the PED (PIN, secret cryptographic keys, administration passwords, etc.).

· PCI A3: The PED makes inaccessible any PIN value, secret or private keys or other PED secret information when operational or environmental conditions occurs that are not within the specified PED operating range (e.g. temperature or operating voltage outside the state operating range)
	##
	assignment: additional physical tampering scenarios
	##
	##

	108
	FPT_EMSEC.1.1/CoreTSF
	The TOE shall not emit measurable signals including power fluctuations (PCI A6) in excess of none enabling access to PIN encryption keys and none.
	##
	none
	##
	##

	109
	FPT_EMSEC.1.2/CoreTSF
	The TSF shall ensure all users are unable to use the following interface emanations (including power fluctuations) (PCI A6) to gain access to PIN encryption keys and none.
	##
	none
	##
	##

	110
	FPT_PHP.3.1/ICCardReader
	The TSF shall resist the physical tampering scenarios
· PCI D1: Penetration of the IC Card Reader to make any additions, substitutions or modifications to either the IC Card Reader’s hardware or software, in order to determine or modify any sensitive data. 

· [assignment: additional physical tampering scenarios]
to the physical boundary of the IC Card Reader by responding automatically such that the SFRs are always enforced.
	##
	assignment: additional physical tampering scenarios
	##
	##

	111
	FPT_PHP.3.1/MSR
	The TSF shall resist additions, substitutions, or modifications that would allow determination or modification of Magnetic Stripe data to the Magnetic Stripe read head and associated hardware and software by responding automatically such that the SFRs are always enforced.
	##
	none
	##
	##

	112
	FMT_SMR.1.1/SRED
	The TSF shall maintain the roles [selection: Terminal Management System and/or Terminal Administrator] and Risk Manager.
	##
	selection: Terminal Management System and/or Terminal Administrator
	##
	##

	113
	FMT_SMR.1.2/SRED
	The TSF shall be able to associate users with roles.
	##
	none
	##
	##

	114
	FIA_UID.1.1/SRED
	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	##
	assignment: list of TSF-mediated actions
	##
	##

	115
	FIA_UID.1.2/SRED
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user
	##
	none
	##
	##

	116
	FDP_ITC.1.1/SRED
	The TSF shall enforce the Application Separation SFP when importing user data, controlled under the SFP, from outside of the TOE.
	##
	none
	##
	##

	117
	FDP_ITC.1.2/SRED
	The TSF shall ignore any security attributes associated with the user data when imported from outside the TOE.
	##
	none
	##
	##

	118
	FDP_ITC.1.3/SRED
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE:

· PAN encryption keys (TOE_PAN_SK, E2E_PAN_SK/E2E_PAN_SK) are stored in the CoreTSF (Security Module of PED) or encrypted.
· the salt used to generate surrogate PAN (SURROGATE_PAN_SALT) is stored by MiddleTSF
· [assignment: additional importation control rules].
	##
	assignment: additional importation control rules].
	##
	##

	119
	FPT_FLS.1.1/SRED
	The TSF shall preserve a secure state when the following types of failures occur:

failure of TSF self-test
logical anomalies of TSF
[assignment: list of types of failures in TSF].


	##
	assignment: list of types of failures in TSF
	##
	##

	120
	FIA_UAU.2.1/SRED
	The TSF shall require each user to be successfully authenticated before allowing access to sensitive services on behalf of that user.
	##
	none
	##
	##

	121
	FDP_ACC.1.1/SRED
	The TSF shall enforce the Application Separation SFP on

· subjects: POI and its Payment Application Logic
· objects:
· Payment Transaction Data, POI Management Data, POI_SK, Cardholder communication interface
· TOE_CLEAR_PAN
· TOE_CIPHER_PAN and TOE_PAN_SK
· E2E_CIPHER_PAN and E2E_PAN_SK/E2E_PAN_PK
· SURROGATE_PAN and SURROGATE_PAN_SALT
· [assignment: list of payment application internal data] 
· operations: send, receive, access.


	##
	assignment: list of payment application internal data
	##
	##

	122
	FDP_ACF.1.1/SRED
	The TSF shall enforce the Application Separation SFP to objects based on the following:

· subjects: POI and its Payment Application Logic
· objects:
· Payment Transaction Data, POI Management Data, POI_SK, Cardholder communication interface
· TOE_CLEAR_PAN
· TOE_CIPHER_PAN and TOE_PAN_SK
· E2E_CIPHER_PAN and E2E_PAN_SK/E2E_PAN_PK
· SURROGATE_PAN and SURROGATE_PAN_SALT
· [assignment: list of payment application internal data]
· security attribute of POI_SK: purpose and validity

· security attribute of Payment Transaction Data, POI Management Data: access right of Payment Application and authenticity status

· security attribute of TOE_PAN_SK, E2E_PAN_SK, E2E_PAN_PK: purpose and validity

· security attribute of TOE_CLEAR_PAN, TOE_CIPHER_PAN, E2E_CIPHER_PAN, SURROGATE_PAN, SURROGATE_PAN_SALT: access right of Payment Application
· [assignment: list of security attributes]
	##
	assignment: list of payment application internal data
assignment: list of security attributes
	##
	##

	123
	FDP_ACF.1.2/SRED
	The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: 

· PCI K20: If the device supports multiple applications, it must enforce the separation between applications. It must not be possible that one application interferes with or tampers with another application or the firmware of the device including, but not limited to, modifying data objects belonging to another application or the firmware.
	##
	none
	##
	##

	124
	FDP_ACF.1.3/SRED
	The TSF shall explicitly authorise access of subjects to objects based on the following additional rules:

· POI Management Data and Payment Transaction Data shall only be accepted if the data are authentic.
· POI Management Data and Payment Transaction Data are only allowed to be accessed if Payment Application has access right to the data.
· [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects].
	##
	assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects
	##
	##

	125
	FDP_ACF.1.4/SRED
	The TSF shall explicitly deny access of subjects to objects based on the following additional rules:

· POI Management Data and Payment Transaction Data shall not be accepted if the data are not authentic.
· The POI does not send POI_SK in cleartext to any external IT entity.
· [assignment: rules, based on security attributes, that explicitly deny information flows].
	##
	assignment: rules, based on security attributes, that explicitly deny information flows
	##
	##

	126
	FTA_SSL.3.1/SRED
	The TSF shall terminate an interactive session after a limited number of actions that can be performed and after an imposed time limit after which the PED is forced to return to its normal mode.
	##
	none
	##
	##

	127
	FPT_PHP.3.1/SRED
	The TSF shall resist the physical tampering scenarios
· PCI K1.1: Penetration of the IC Card Reader to make any additions, substitutions or modifications to either the IC Card Reader's hardware or software, in order to determine or modify any sensitive data.
· PCI K1.1: Insertion of both an IC card and any other foreign object within the card insertion slot.
· PCI K1.1: Replacement of the front and rear casing, that shall be considered as part of any attack scenario.
· PCI A3: Operational or environmental conditions that are not within the specified PED operating range (e.g temperature or operating voltage outside the state operating range).
· PCI K3: Penetration of the PED to disclose the PAN encryption keys.
· PCI K3.1: Unauthorized modification or substitution of public keys stored in the device
· PCI K1.1: Additions, substitutions, or modifications on MSR that would allow determination or modification of Magnetic Stripe data
· PCI K1.1: If the MSR is part of an unattended devices, TSF shall contain an anti-removal mechanism to protect against unauthorized removal and/or unauthorized re-installation.
· [assignment: additional physical tampering scenarios]
to the physical boundary of the CoreTSF by responding automatically such that the SFRs are always enforced.

Refinement:
The automatic response shall ensure at least the following behaviour:

· The PED uses tamper detection and response mechanisms which cause the PED to become immediately inoperable and results in the automatic and immediate erasure of any secret information which may be stored in the PED (PAN, secret cryptographic keys, salt used to generate the surrogate PAN, administration passwords, etc.).

The PED makes inaccessible any PAN value, secret or private keys or other PED secret information when operational or environmental conditions occurs that are not within the specified PED operating range (e.g. temperature or operating voltage outside the state operating range).
	##
	assignment: additional physical tampering scenarios

	##
	##

	128
	FPT_EMSEC.1.1/SRED
	The TOE shall not emit

· PCI K3: sound, electro-magnetic emissions, power consumption or any other external characteristic available for monitoring,
in excess of none enabling access to to PAN encryption keys and none
	##
	none
	##
	##

	129
	FPT_EMSEC.1.2/SRED
	The TSF shall ensure all users are unable to use the following interface

· PCI K3: sound, electro-magnetic emissions, power consumption or any other external characteristic available for monitoring,
to gain access to PAN encryption keys and none.
	##
	none
	##
	##

	130
	FMT_MSA.1.1/SRED
	The TSF shall enforce the ENCRYPTING_MODE Information Flow Control SFP to restrict the ability to modify the security attributes operation mode to Risk Manager.
	##
	none
	##
	##

	131
	FPT_TST.1.1/SRED
	The TSF shall run a suite of self tests at the conditions
· start-up
· at least once per day
to demonstrate the correct operation of

· the CoreTSF PED (CORE_SW and CORE_HW).
the PEDMiddleTSF
	##
	none
	##
	##

	132
	FPT_TST.1.2/SRED
	The TSF shall provide authorised users with the capability to verify the integrity of [selection: [assignment: parts of TSF data], TSF data].
	##
	[selection: [assignment: parts of TSF data], TSF data]
	##
	##

	133
	FPT_TST.1.3/SRED
	The TSF shall provide authorised users with the capability to verify the integrity of stored TSF executable code.
	##
	none
	##
	##

	134
	FTP_ITC.1.1/SRED
	The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
	##
	none
	##
	##

	135
	FTP_ITC.1.2/SRED
	The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the trusted channel.
	##
	selection: the TSF, another trusted IT product
	##
	##

	136
	FTP_ITC.1.3/SRED
	The TSF shall initiate communication via the trusted channel for [assignment: list of functions for which a trusted channel is required].
	##
	assignment: list of functions for which a trusted channel is required]
	##
	##

	137
	FTP_ITC.1.1/SRED_CRYPTO
	The TSF shall provide a communication channel between itself and another trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
	##
	none
	##
	##

	138
	FTP_ITC.1.2/SRED_CRYPTO
	The TSF shall permit [selection: the TSF, another trusted IT product] to initiate communication via the trusted channel.
	##
	selection: the TSF, another trusted IT product
	##
	##

	139
	FTP_ITC.1.3/SRED_CRYPTO
	The TSF shall initiate communication via the trusted channel for importing cryptographic keys including E2E_CIPHER_PK/E2E_CIPHER_SK and TOE_CIPHER_SK, [assignment: list of functions for which a trusted channel is required].
	##
	assignment: list of functions for which a trusted channel is required
	##
	##

	140
	FPT_TDC.1.1/SRED_CRYPTO
	The TSF shall provide the capability to consistently interpret cryptographic keys including E2E_CIPHER_PK/E2E_CIPHER_SK and TOE_CIPHER_SK key derivation methodology or an equivalent methodology for maintaining the TDEA Key Bundle, and [assignment: list of TSF data types] when shared between the TSF and another trusted IT product.
	##
	assignment: list of TSF data types
	##
	##

	141
	FPT_TDC.1.2/SRED_CRYPTO
	The TSF shall use ISO 11568 and/or ANSI X9.24 and ANSI TR-31 or an equivalent methodology [assignment: list of interpretation rules to be applied by the TSF] when interpreting the TSF data from another trusted IT product.
	##
	assignment: list of interpretation rules to be applied by the TSF
	##
	##

	142
	FDP_ITC.2.1/SRED_CRYPTO
	The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] when importing user data, controlled under the SFP, from outside of the TOE.
	##
	assignment: access control SFP(s) and/or information flow control SFP(s)
	##
	##

	143
	FDP_ITC.2.2/SRED_CRYPTO
	The TSF shall use the security attributes associated with the imported user data.
	##
	none
	##
	##

	144
	FDP_ITC.2.3/SRED_CRYPTO
	The TSF shall ensure that the protocol used provides for the unambiguous association between the security attributes and the user data received.
	##
	none
	##
	##

	145
	FDP_ITC.2.4/SRED_CRYPTO
	The TSF shall ensure that interpretation of the security attributes of the imported user data is as intended by the source of the user data.
	##
	none
	##
	##

	146
	FDP_ITC.2.5/SRED_CRYPTO
	The TSF shall enforce the following rules when importing user data controlled under the SFP from outside the TOE: ISO 11568 and/or ANSI X9.24, supporting the ANSI TR-31 key derivation methodology or an equivalent methodology for maintaining the TDEA Key Bundle.
	##
	none
	##
	##

	147
	FCS_COP.1.1/SRED_CRYPTO/DUKPT
	The TSF shall perform encipherment/decipherment of PAN in accordance with a specified cryptographic algorithm [selection: cryptographic algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that meet the following: ANSI X9 or ISO-approved encryption algorithms (e.g., AES, TDES).
	##
	selection: cryptographic algorithm
assignment: cryptographic key sizes
	##
	##

	148
	FDP_IFC.1.1/SRED_E2E
	The TSF shall enforce the END_TO_END Information Flow Control SFP on

· subjects: PED (in the sense of the tamper responsive TOE part responsible for protection of the PAN)

· information: E2E_PAN_SK, E2E_PAN_PK

· operations: receive

· information: E2E_CIPHER_PAN

· operations: send.

· information: TOE_CIPHER_PAN, TOE_CLEAR_PAN, TOE_PAN_SK

· operations: receive.
	##
	none
	##
	##

	149
	FDP_IFF.1.1/SRED_E2E
	The TSF shall enforce the END_TO_END Information Flow Control SFP based on the following types of subject and information security attributes:

· subjects: PED (in the sense of the tamper responsive TOE part responsible for protection of the PAN)

· information: E2E_CIPHER_PAN, E2E_PAN_SK/E2E_PAN_PK

· status of E2E_PAN_SK/E2E_PAN_PK: validity, purpose

· operation mode of the PED: encrypting, non encrypting

· information: TOE_CIPHER_PAN, TOE_CLEAR_PAN, TOE_PAN_SK

· status of TOE_PAN_SK: validity, purpose

· operation mode of the PED: encrypting, non encrypting

· [assignment: other E2E_PAN_SK/E2E_PAN_PK security attributes].


	##
	assignment: other E2E_PAN_SK/E2E_PAN_PK security attributes
	##
	##

	150
	FDP_IFF.1.2/SRED_E2E
	The TSF shall permit an information flow between a controlled subject and controlled information via a controlled operation if the following rules hold:

· PCI K1: TOE_CLEAR_PAN is either encrypted immediately upon entry or entered in clear-text into the device and processed within the secure controller of the device.

· PCI K15.1: The PED can transfer a cleartext TOE_CLEAR_PAN to an authenticated application within the device.

· The PED can receive TOE_CIPHER_PAN from the Card Reader. The PED deciphers TOE_CIPHER_PAN into TOE_CLEAR_PAN with the appropriate dedicated key immediately after it is received from Card Reader (either IC Card Reader or MSR).

· The PED can receive TOE_CLEAR_PAN from the Card Reader. 

· If the operating mode is "encrypting" the PED enciphers TOE_CLEAR_PAN with the appropriate dedicated key before it is sent to external entities.
· FDP_IFF.1.3/SRED_E2E The TSF: shall enforce the [assignment: additional information flow control SFP rules].
	##
	assignment: additional information flow control SFP rules
	##
	##

	151
	FDP_IFF.1.4/SRED_E2E
	The TSF shall explicitly authorise an information flow based on the following rules: [assignment: rules, based on security attributes, that explicitly authorise information flows].
	##
	assignment: rules, based on security attributes, that explicitly authorise information flows
	##
	##

	152
	FDP_IFF.1.5/SRED_E2E
	The TSF shall explicitly deny an information flow based on the following rules:

· PCI K5: The PED do not receive E2E_PAN_SK or E2E_PAN_PK from any other subject than an authenticated key distribution host.

· PCI K15.1: If the operating mode is "encrypting" the PED does not send the TOE_CLEAR_PAN to any other subject than an authenticated application within the device

· The PED does not send E2E_PAN_SK to any subject before being encrypted.

· The PED does not accept a TOE_CLEAR_PAN or TOE_CIPHER_PAN from any other subject than the Card Reader (either IC Card Reader or MSR).

· PCI K18: The device has characteristics that prevent or significantly deter the use of the device for exhaustive PAN determination.

· PCI K8: Encryption or decryption of any arbitrary data using any account data-encrypting key or key-encrypting key contained in the device is not permitted. The device must enforce that account data keys, key-encipherment keys, and PIN-encryption keys have different values.

· PCI K15: there is no mechanism in the device that would allow the outputting of clear-text account data, which has been entered in operating mode "encrypting". Changing between an encrypting and non-encrypting mode of operation requires explicit authentication.


	##
	none
	##
	##

	153
	FMT_MSA.1.1/SRED_E2E
	The TSF shall enforce the END_TO_END Information Flow Control SFP to restrict the ability to modify the security attributes of E2E_CIPHER_PAN - and of E2E_PAN_SK/E2E_PAN_PK
to Risk Manager - and [selection: Terminal Management System and/or Terminal Administrator].


	##
	selection: Terminal Management System and/or Terminal Administrator
	##
	##

	154
	FIA_UID.1.1/SRED_E2E
	The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.
	##
	assignment: list of TSF-mediated actions
	##
	##

	155
	FIA_UID.1.2/SRED_E2E
	The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of that user.
	##
	none
	##
	##

	156
	FDP_RIP.1.1/SRED_E2E
	The TSF shall ensure that any previous information content of a resource is made unavailable upon the deallocation of the resource from the following objects:

· TOE_CIPHER_PAN immediately after being deciphered into TOE_CLEAR_PAN,

· TOE_CLEAR_PAN immediately after being enciphered into E2E_CIPHER_PAN,

· temporary cryptographic keys

· [assignment: sensitive objects with residual information]. 

Deallocation may occur upon completion of the transaction or if the IC Card Reader or MSR has timed-out waiting from the Cardholder or merchant
	##
	assignment: sensitive objects with residual information
	##
	##

	157
	FDP_ITT.1.1/SRED_E2E
	The TSF shall enforce the END_TO_END Information Flow Control SFP to prevent the disclosure of E2E_CIPHER_PAN and E2E_PAN_SK/E2E_PAN_PK [assignment: other secret information, like administration passwords] when they are transmitted between physically-separated parts of the CoreTSF and when they are processed by the CoreTSF.
	##
	assignment: other secret information, like administration passwords
	##
	##

	158
	FTP_TRP.1.1/SRED_E2E
	The TSF shall provide a communication path between itself and remote users that is logically distinct from other communication paths and provides assured identification of its end points and protection of the communicated data from unauthorized E2E_PAN_SK/E2E_PAN_PK replacement and E2E_PAN_SK/E2E_PAN_PK misuse.
	##
	none
	##
	##

	159
	FTP_TRP.1.2/SRED_E2E
	The TSF shall permit remote users to initiate communication via the trusted path.
	##
	none
	##
	##

	160
	FTP_TRP.1.3/SRED_E2E
	The TSF shall require the use of the trusted path for E2E_PAN_SK/E2E_PAN_PK replacement and E2E_PAN_SK/E2E_PAN_PK usage.
	##
	none
	##
	##


Table 8: SFR operations

b) SARs

In the second step, the evaluator referred to the result of the work unit ASE_REQ.2-3, where he determined that the SARs do not contain any developer-performed operations, so that this activity is not applicable to them.

Assessment and Verdict:

Based on the analysis above, the evaluator confirms (##or disproves) that all necessary operations – independently of what kind these valid operations are – on the functional and the assurance components have been performed correctly and none had been left uncompleted (this result is relevant for the current work unit and for the work units ASE_REQ.2-6 to ASE_REQ.2-8).

Additionally, this analysis showed, that (##not) all operations on the security requirements are identified (this result is relevant for the work unit ASE_REQ.2-4).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-6] The evaluator shall examine the statement of security requirements to determine that all iteration operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.2-5 to ASE_REQ.2-8 not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations. Depended on the kind of the current operation, supplemented the related work unit from ASE_REQ.2-5 to ASE_REQ.2-8.

Analysis:

The relevant analysis has already been performed in the context of the work unit respectively ASE_REQ.2-5 above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.2-5 above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-7] The evaluator shall examine the statement of security requirements to determine that all selection operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.2-5 to ASE_REQ.2-8 not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from respectively ASE_REQ.2-5 to ASE_REQ.2-8.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.2-5 above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.2-5 above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

[ASE_REQ.2-8] The evaluator shall examine the statement of security requirements to determine that all refinement operations are performed correctly.
Summary:

The evaluator decided to perform the work units ASE_REQ.2-5 to ASE_REQ.2-8 not sequentially, but parallel to each other. He kept thereby with the logical structure of the statement of security requirements. Moving through the logical structure of the statement of security requirements, the evaluator came across different kinds of developer-performed operations and, depended on the kind of the current operation, supplemented the related work unit from respectively ASE_REQ.2-5 to ASE_REQ.2-8.

Analysis:

The relevant analysis has already been performed in the context of the work unit ASE_REQ.2-5 above.

Assessment and Verdict:

The relevant assessment has already been given in the context of the work unit ASE_REQ.2-5 above.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.5C
Each dependency of the security requirements shall either be satisfied, or the security requirements rationale shall justify the dependency not being satisfied.
[ASE_REQ.2-9] The evaluator shall examine the statement of security requirements to determine that each dependency of the security requirements is either satisfied, or that a security requirements rationale is provided which justifies the dependency not being satisfied.
Summary:

The evaluator found the related information in ##… .

Analysis:

a) SFRs

Firstly, the evaluator analysed the dependencies concerning SFRs. Since the dependencies of the SFRs have already been checked during the evaluation of [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

b) SARs

The ST is claimed to be the following assurance package: EAL POI. The set of assurance requirements being part of EAL POI fulfils all dependencies a priori.

This analysis shows that the relevant dependencies have (##not) completely been fulfilled.
Assessment and Verdict:

Based on the analysis above the evaluator determines that for all dependencies the fol-lowing holds: either the dependency is satisfied, or the sponsor provides sufficient justification why a dependency is not satisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and no justification is given why the dependency remains unsatisfied.

##or:

Based on the analysis above the evaluator determines that there is at least one unsatisfied dependency and the justification why the dependency remains unsatisfied is insufficient.

Therefore the evaluator determines that dependencies required by the components used in the statement of security requirements statements are (##n)either satisfied (##n)or sufficiently justified. 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.6C
The security requirements rationale shall trace each SFR back to the security objectives for the TOE.
[ASE_REQ.2-10] The evaluator shall check that the security requirements rationale traces each SFR back to the security objectives for the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

Analysis:

There, the developer provided an overview how the security objectives for the TOE are covered by the SFRs.

All SFRs are (##not) traced back to at least one TOE security objective.

Assessment and Verdict:

The evaluator determined that (##not) all SFRs are traced back to the security objectives for the TOE.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.7C
The security requirements rationale shall demonstrate that the SFRs meet all security objectives for the TOE.
[ASE_REQ.2-11] The evaluator shall examine the security requirements rationale to determine that for each security objective for the TOE it demonstrates that the SFRs are suitable to meet that security objective for the TOE.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided a relevant justification for each security objective for the TOE.

In order to verify it, the evaluator referred to the statement of security objectives in Chapter ## of [ST], where they are defined, and determined that all security objectives for the TOE defined are also addressed in the justification.

Since the security requirements rationale of the ST is (##not) identical to the security requirements rationale of [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

Based on this analysis, the evaluator determined that there are (##no) security objectives for the TOE being not addressed by at least one SFR (sufficiency).

He also determined that (##not) each security objective for the TOE is achieved, if all SFRs traced back to the security objective are satisfied (suitability).

Further, the evaluator decided that (##not) each SFR traced back to the security objective actually contributes to its achieving (necessity).

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.8C
The security requirements rationale shall explain why the SARs were chosen.
[ASE_REQ.2-12] The evaluator shall check that the security requirements rationale explains why the SARs were chosen.
Summary:

The evaluator found the related information in ##… .

Analysis:

There, the developer provided a relevant explanation for choosing the SAR set.

This explanation can (##cannot) be followed by the evaluator.

In order to verify it, the evaluator referred to the statement of security problem definition in chap. ## of [ST]. He did not find any inconsistency between the security problem definition and the SAR set chosen. ##Or: He found the following inconsistencies between the security problem definition and the SAR set chosen: ##
Since the security requirements rationale of the ST is (##not) identical to the security requirements rationale of [POI PP], the evaluator decided to reuse the evaluation result of the PP according to [CEM].

Assessment and Verdict:

Based on this analysis, the evaluator confirms (##disproves) that the security requirements rationale sufficiently explains why the SARs were chosen.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ASE_REQ.2.9C
The statement of security requirements shall be internally consistent.
[ASE_REQ.2-13] The evaluator shall examine the statement of security requirements to determine that it is internally consistent.
Summary:

The evaluator analysed and positively assessed the internal consistency of the statement of security requirements. The details are given below.

Analysis:

a) SFRs

The evaluator analysed the SFRs as a whole set and searched for subjects and objects being impacted by different SFRs. Because of the clear structure of the SFRs it was easy to see for the evaluator that there is no item of that kind. In addition all SFRs were analysed in the PP evaluations and the evaluators determined that they are internally consistent.

b) SARs

Concerning the internal consistency of the assurance requirements, it is important here that the ST is claimed to be strictly conformant to [POI PP] and all dependencies required by the SAR set chosen are satisfied (cf. ASE_REQ.2-9). Hence, this SAR set is internally consistent a priori.
Assessment and Verdict:

Since the evaluator has not found any contradictions, he determines that the SFRs and the SARs are internally consistent. Hence, the current work unit is fulfilled (pass).

Verdict for ASE_REQ.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.7 ASE_TSS.1 TOE summary specification
Summary Verdict for the Assurance Component ASE_TSS.1:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ASE_TSS.1. This result is based on the results provided by the evaluator actions and performed work units below.
5.7.1 ASE_TSS.1.1E

Evaluator action element:

ASE_TSS.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
Content and presentation of evidence elements:

ASE_TSS.1.1C
The TOE summary specification shall describe how the TOE meets each SFR.
 [ASE_TSS.1-1] The evaluator shall examine the TOE summary specification to determine that it describes how the TOE meets each SFR.
Summary:

The evaluator found the related information in ##… .

Analysis:

The evaluator referred to the statement of security requirements in the ST, sec. ## and verified, whether each SFR defined there is also addressed in the TSS. The evaluator has not found any SFR being not addressed in the TSS.

Then the evaluator turned to the question, whether the TSS sufficiently describes how each SFR is met by the TOE security functionality (TSF).

The ST defines the following TOE security functions:

	TOE security function name

	##

	##

	##

	##



Table 6: TOE security functions
Furthermore, the developer associated each SFR from the SFR-statement with one or several TOE security functions, so that it is absolutely clear, in the context of which TOE security service each SFR is satisfied.

A detailed justification for suitability of the TSF to meet SFRs is given as a list in section 10.3.1 in which every SFR is addressed.

This justification is given by pointing to the description of the TSF in section 10.1, which describes for each TSF how the corresponding SFRs are implemented. Since the ICC card reader is integrated into the TOE there is no PLAIN_PIN_SK used. Hence there is no need for PLAIN_PIN_SK management functions and the SFRs FMT_MSA.1/PLAIN_PIN and FIA_UID.1/PLAIN_PIN are implicitly addressed by the TOE as well. The evaluator could easily follow the argumentation of the developer and assent to it.

The description of the security functionality the TOE provides is (##not) given in sufficient detail for the representation level of a Security Target. The evaluator did not have any difficulties to understand the content and intent of the TSF. The evaluator is also of opinion that a potential consumer will be able to perceive, how the developer intends to satisfy each SFR.
Assessment and Verdict:

Based on the analysis above the evaluator determines that:

a. each SFR defined in the SFR statement is (##not) addressed in the TOE summary specification, i.e. the TSS description is (##not) complete (sufficiency);

b. the TOE summary specification provides (##does not provide), for each SFR from the statement of security requirements, a sufficient description on how that SFR is met by the TSF, i.e. the TSS description is (##not) suitable (suitability); and

c. the TSS is (##not) clear and detailed enough, in order to enable a potential consumer to perceive, how the developer intends to satisfy each SFR.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_TSS.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.7.2 ASE_TSS.1.2E

Evaluator action element:

ASE_TSS.1.2E
The evaluator shall confirm that the TOE summary specification is consistent with the TOE overview and the TOE description.
Content and presentation of evidence elements:


No element assigned.
 [ASE_TSS.1-2] The evaluator shall examine the TOE summary specification to determine that it is consistent with the TOE overview and the TOE description.
Since the question of consistency between the TOE overview and the TOE description has already been treated in the work unit ASE_INT.1-11, it is sufficient to consider here only the question of consistency between the TOE description and the TSS.

Summary:

The evaluator analysed and positively assessed the consistency between the TOE description and the TSS. The details are given below.

Analysis:

The evaluator referred to the TOE overview in section ## and the TOE description in sec. ## of [ST], where security features offered by the TOE are described (cf. also the work unit ASE_INT.1-10), and compared the set of the security features with the TSS description, namely with the TOE security functions.

He analysed them focusing on search of any possible inconsistencies.

The evaluator has not found any inconsistencies.##Or: The evaluator found the following inconsistencies: ##.
Assessment and Verdict:

Based on the analysis above the evaluator determines that the facts stated in the TOE description are (##not) consistent with the facts stated in the TSS. Based on the results of the work unit ASE_INT.1-11 and using transitivity, the evaluator also concludes that the TSS is also (##not) consistent with the TOE overview.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ASE_TSS.1.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (##disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

5.8 Indications for Potential Vulnerabilities
Since the set of the assurance families ASE_INT, ASE_CCL, ASE_SPD, ASE_OBJ, ASE_ECD and ASE_REQ represents a definition of the TOE security policy, there cannot be – per definitionem – any indications for potential vulnerabilities within this set. The only assurance family which can give some clues of that ilk is ASE_TSS, namely due to lack of information about the implementation of the SFRs.
##The evaluator did not find any potential vulnerability indicated by the current evaluation aspect.
5.9 Missing Information

##There is no further information, which the developer/sponsor has to provide.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.10 Questions to / Conditions on the Developer

##There are no questions, recommendations to or conditions on the developer.

##In the case of the verdict ‘inconclusive’, the evaluator is expected to put some issues into the sections ‘Missing Information’ or ‘Questions to and Conditions on the Developer’ of his/her single evaluation report, cf. AIS14.

5.11 Necessary Changes/Improvements

##There are no changes should be done by the developer.

##In the case of the verdict ‘fail’, the evaluator is expected to put some issues into the section ‘Necessary Changes/Improvements’ of his/her single evaluation report, cf. AIS14.

5.12 Effects on other Documents

##There are no effects on other documents.

6 Annex

6.1 Glossary and list of acronyms

	term
	definition / explanation

	Firmware
	Software of the TOE excluding applications and prompts

	PCB
	Printed Circuit Board

	Acquirer
	A body acquiring card related transactions from Merchants or other parties, and transmitting these transactions to an Issuer. Usually, an Acquirer is represented by a bank or a financial institution. It can also be any body entitled to acquire card related transactions. It is responsible for the Merchant's compliance to the security rules.

	Acquirer Processor
	An entity acting for or on behalf of an Acquirer in acquiring card related transactions.

	Application
	The objective of a POI is to execute applications issued by different application providers (e.g. bank, health, loyalty, government, etc.). A POI may support a multi-application environment where several applications are executed simultaneously. The applications use functions provided by the core software of the POI. Applications may consist of data and software. The applications are excluded from the TOE.

	Attended
	In an attended POI, the Merchant typically provides a member of staff who processes purchased items and provides assistance to the Cardholder in using different payment applications.

	(Bank) card
	A card issued by a bank (or by a similar institution) to perform payment transactions.

	Cardholder
	A person using a (bank) card linked to an account to perform payment transactions.

	Card payment
	Any payment transaction originating from a (bank) card.

	CHV
	Cardholder Verification Devices (CHV): devices for Cardholder authentication, e.g. a PIN Entry Device (PED). A PED contains a keypad, a display, a Security Module (SM) for PIN encryption and may also include an IC Card Reader. POI as per this Protection Profile includes at least one PED thus allowing Cardholder PIN authentication.

	Device
	In contrast to distributed architectures an enclosed IT product with external communication interfaces.

	Enciphered
	Enciphered information.

	Enciphered PIN
	PIN that is only allowed to leave the POI in enciphered form when it has to be verified by the IC Card or by the Issuer.

	Encrypted
	Synonym for enciphered.

	Firmware
	All the software present in the POI at the delivery point.

	Hardware Security Module (HSM)
	Hardware Security Module. A physically and logically protected hardware device that provides a secure set of cryptographic services.

	Issuer
	A body issuing cards to Cardholders and authentic transactions initiated by this cards. Usually, an Issuer is represented by a bank or a financial institution. It can also be any body entitled to issue cards.

	JIL
	Joint Interpretation Library

	JTEMS
	JIL Terminal Evaluation Methodology Subgroup

	Magnetic Stripe
	Stripe containing magnetically encoded information.

	Merchant
	A retailer, or any other person, company, or corporation that agrees to accept (bank) cards in the framework of a contract with an Acquirer. In this Protection Profile the Merchant is also responsible for the TOE in order to protect the TOE against manipulations of the enclosure.

	Multi-application
	A POI that may be used for more than one (card) application.

	Offline
	Deferred processing without direct communication.

	Online
	Direct communication between devices with electronic capability (e.g. POI to hosts).

	Payment system
	Any system processing payment transaction data.

	Payment transaction
	The act between a Cardholder and a Merchant or Acquirer that results in the exchange of goods or services against payment. For the purpose of this ST also the process performing all steps of a card payment related to the POI. 

	Payment transaction data
	Data that are involved in a payment transaction. 

Examples for payment transaction data are the amount, the currency, the date of the payment transaction, cryptogram data, the data used to perform Dynamic Data Authentication and stored in the POI, any data which is transferred between Issuer and IC card as card script processing and card management, the Transaction Counter and any other payment transaction data processed by the POI. 

The Acquirer, the Cardholder and the attended performs operations on the payment transaction data.

	PCI
	Payment Card Industry. Issuer of security requirements. Jointly formed by MasterCard, Visa and other card payment schemes.

	PIN Entry Device (PED)
	A device for secure PIN entry and processing. The PED typically consists of a keypad for PIN entry, laid out in a prescribed format, a display for user interaction, a Security Module consisting of a processor and memory performing cryptographic operations with cryptographic keys on PINs and firmware. A PED has a clearly defined physical and logical boundary, and a tamper resistant or tamper evident shell. The PED is a CHV.

	Plaintext PIN
	PIN which is allowed to be sent to the IC card as plaintext in order to be verified by the IC card.

	POI
	A POI is an electronic transaction acceptance product. A POI consists of hardware and software and is hosted in an acceptance equipment to enable a Cardholder to perform a card transaction. Thereby the POI may be attended or unattended. POI transactions are IC card based payment transactions as well as any other payment transactions e.g. based on Magnetic Stripe or any non-payment transactions like health, loyalty or government. The TOE is at minimum a POI excluding applications.

	POI component
	Any physical or logical device involved in a card payment at a POI (e.g. beeper, Card Reader, display, printer, PED).

	POI management data
	All PIN related or security related data used to manage and administer the POI. Examples for POI Management data are the risk management data, POI Unique Identifier or the Merchant Identifier. The Terminal Administrator performs operations on POI management data.

	PIN related data
	All items related to the processing of a PIN, i.e. the PIN itself, the PIN encryption keys, etc.

	Private key
	That key of an entity’s asymmetric key pair that should only be used by that entity. In the case of a digital signature scheme, the private key defines the signature function.

	Public key
	That key of an entity’s asymmetric key pair that can be made public. In the case of a digital signature scheme, the public key defines the verification function.

	Public key certificate
	The public key and identity of an entity together with some other information, rendered unforgeable by signing with the private key of the certification authority that issued that certificate.

	Processor
	Any organisation or system processing card payment transactions. An entity operating a data or host processing centre as agent of an Acquirer, Issuer or Merchant to process card payment transactions.

	Prompts
	Prompts are the text shown on the PED display.

	Receipt
	A hard copy document recording a payment transaction that took place at the POI, with a description that usually includes: date, Merchant name/location, primary account number, amount, and reference number.

	Reconciliation
	An exchange of messages between two institutions (Acquirer, Issuer or their agents) to reach agreement on financial totals.

	Retailer protocol
	Protocol used between the sale system (electronic cash register, vending unit, service station infrastructure,..) and the POI.

	Reversal
	Cancellation of a previous transaction. There might be manual as well as automatic reversals.

	Secret (cryptographic) key
	A cryptographic key used with symmetric cryptographic techniques and usable only by a set of specified entities.

	Sensitive data
	Data that must be protected against unauthorized disclosure, alteration or destruction, especially PINs and secret and private cryptographic keys. Depending on the context of the functional requirement sensitive data may be restricted to Plaintext PIN or to Ciphertext PIN and to a subset of cryptographic keys.

	Sensitive functions
	Sensitive functions are those functions that process sensitive data such as cryptographic keys or PINs.

	Sensitive services
	Sensitive services provide access to the underlying sensitive functions.

	Session key
	A key established by a key management protocol, which provides security services to data transferred between the parties. A single protocol execution may establish multiple session keys, e.g., an encryption key and a MAC key.

	Settlement
	A transfer of funds to complete one or more prior transactions made, subject to final accounting and corresponding to reconciliation advices.

	Script
	A command or string of commands transmitted by the Issuer to the terminal for the purpose of being sent serially to the IC card.

	Secure Application Module (SAM)
	See Security Module.

	Secure software
	All software that are involved in the secure handling of IC card payment transaction, i.e. PIN encryption, parameter and software authentication, card and transaction data protection, etc.

	Security Module (SM)
	Any (physical or logical) device that manages secret cryptographic keys and cryptographic functions and performs cryptographic operations using keys that have a justified level of protection (e.g. a Hardware Security Modules (HSM) or an external Security Application Module (SAM) for a purse application (PSAM)).

	Security related data
	All items, other than PIN related data, related to security protection of the payment transaction. E.g. critical parameters, cryptographic keys, etc.

	Tamper-resistant
	A characteristic that provides passive physical protection against an attack.

	Tamper-Responsive
	A characteristic that provides an active response to the detection of an attack, thereby preventing a success.

	Terminal
	A POI is a terminal providing a man-machine to a human via display and keypad.

	Terminal Management System (TMS)
	A system used to administrate (installation, maintenance) a set of POIs. Used by a terminal manager.
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