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Basis of the evaluation and documentation used

The evaluation basis for the current ##TOE name (long) (TOE) is the version 3.1 of the Common Criteria (see [CC1], [CC2] and [CC3]) and the Common Evaluation Methodology (see [CEM]) in accordance with the Security Target [ST]. 
TOE identification according to [ST]:

	Hardware Version 
	##HW version

	Firmware Version:
	##FW version

	Guidance documents
	##guidance docs


The subject of the current report is the evaluation of the tests on the TOE as required by the Assurance Class ATE. This Assurance Class comprises four Assurance Families: (ATE_COV) Coverage, (ATE_DPT) Depth, (ATE_FUN) Functional Tests, and (ATE_IND) Independent Testing, whereby each of them defines several Assurance Components, respectively, being dependent on the evaluation assurance package chosen.

The Developer Action Elements required for the developer are the following:

ATE_COV.1.1D


ATE_FUN.1.1D
ATE_FUN.1.2D

ATE_IND.2.1D

The developer contributions are listed in section 4 of this document.
There are no further references to former evaluations of the TOE or to any observation reports.

Or, in case of a re-evaluation: The evaluator should add here refer to the previous certification process and, optionally, give a short description of the main impacting factors.

1 Evaluation objective / Dependencies

The objective of this particular Single Evaluation Report is to find out whether and how the [ATE] documentation provided by the developer meets the requirements given by the Common Criteria, [3]. If the documentation does not meet the requirements or if it contains inconsistencies or deficiencies, it is also treated in this report.

In detail, the following assurance components are analysed in this report:
	ATE_COV.1
	Evidence of coverage

	ATE_FUN.1
	Functional testing

	ATE_IND.2
	Independent testing - sample


According to the Common Criteria Part 3 these assurance components imply the following dependencies:
	ATE_COV.1
	ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Functional testing 

	ATE_FUN.1
	ATE_COV.1 Evidence of coverage 

	ATE_IND.2
	ADV_FSP.2 Security-enforcing functional specification
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing


2 Requirements for evidence and evaluation

The evaluation was performed on the basis of the Common Evaluation Methodology [CEM]. The examinations conducted in this report are grouped into work units according to the CEM and CEM POI. The following table shows the dependencies between the work units defined by the CEM and the Common Criteria assurance elements defined by [CC3].

An evaluator action element shall be applied to the content and presentation of evidence element. The relevant application instructions are given in the respective work units as shown below:

	No.
	evaluator action element (to be applied to content and presentation of evidence elements)
	Refinement according to PP
	related evaluator work units according [4] and [POI CEM]
	Verdict

	
	ATE_COV.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ATE_COV.1.1C
	
	ADV_COV.1-1
	

	
	ATE_FUN.1.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ATE_FUN.1.1C
	
	ATE_FUN.1-1
	

	
	
ATE_FUN.1.2C
	
	ATE_FUN.1-2
	

	
	
	
	ATE_FUN.1-3
	

	
	
	
	ATE_FUN.1-4
	

	
	
ATE_FUN.1.3C
	
	ATE_FUN.1-5
	

	
	
ATE_FUN.1.4C
	
	ATE_FUN.1-6
	

	
	
	
	ATE_FUN.1-7
	

	
	ATE_IND.2.1E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
ATE_IND.2.1C
	
	ATE_IND.2-1
	

	
	
	
	ATE_IND.2-2
	

	
	
ATE_IND.2.2C
	
	ATE_IND.2-3
	

	
	ATE_IND.2.2E
	
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ATE_IND.2-4
	

	
	
	
	ATE_IND.2-5
	

	
	ATE_IND.2.3E
	Refined in PP
	
	##PASS ##FAIL ##INCONCLUSIVE

	
	
	
	ATE_IND.2-6
	

	
	
	
	ATE_IND.2-7
	

	
	
	
	ATE_IND.2-8
	

	
	
	
	ATE_IND.2-9
	

	
	
	
	ATE_IND.2-10
	

	
	
	
	ATE_IND.2-11
	


3 Evaluation results

Summary Verdict for the Assurance Class ATE:
##PASS ##FAIL ##INCONCLUSIVE.
If all work units are met: Because all assurance requirements to be examined in this report have a positive evaluation result (PASS), the entire evaluation aspect (assurance class ATE) is assessed with PASS.

if a work unit is not fulfilled: The TOE does not fulfil all requirements of the assurance components ATE_COV.1, ATE_FUN.1, ATE_IND.2. For further details please see section below.

3.1 ATE_COV.1 Evidence of coverage
Summary Verdict for the Assurance Component ATE_COV.1:
##PASS ##FAIL ##INCONCLUSIVE.
If all work units are met: The TOE meets all requirements of the assurance component ATE_COV.1. This result is based on the results provided by the evaluator actions and performed work units below.
3.1.1 ATE_COV.1.1E

Evaluator action element:

ATE_COV.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
ATE_COV.1.1C

ATE_COV.1.1C
The evidence of the test coverage shall show the correspondence between the tests in the test documentation and the TSFIs in the functional specification.

ATE_COV.1-1
[ATE_COV.1-1] The evaluator shall examine the test coverage evidence to determine that the correspondence between the tests identified in the test documentation and the TSFIs described in the functional specification is accurate.
This work unit deals with the question, whether the TSF are tested accurately through the TSFIs as given in the functional specification. The coverage evidence reveals the extent of coverage, rather than shows completeness of coverage. In case of poor coverage by the developer, the tests performed by the evaluator should show appropriate test coverage of the TSF.

Summary:

The evaluator reviewed the following documentation provided by the developer in order to assess the correspondence between the TSFIs identified in document [ADVFSP] and the tests performed by the developer.
The evaluator shall add a list of documentation provided by the developer
Analysis:

[ATE] evidence details all the tests performed by the developer. All of the TSFIs are defined in the [ADVFSP].
The evaluator shall assess all of the tests and list all the tested TSFIs
The tests indicated by developer verify the functionality of their corresponding TSFI either directly or indirectly (using the interface to test other functionality).

The evaluator shall examine the inconsistencies between the tested behaviour and the described behaviour of the TSFIs in document [ADVFSP]
Assessment and Verdict:

Add evaluator assessment
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
Verdict for ATE_COV.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms / disproves that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.
3.2 ATE_FUN.1 Functional Testing
Summary Verdict for the Assurance Component ATE_FUN.1:
##PASS ##FAIL ##INCONCLUSIVE.
If all work units are met: The TOE meets all requirements of the assurance component ATE_FUN.1. This result is based on the results provided by the evaluator actions and performed work units below.
3.2.1 ATE_FUN.1.1E

Evaluator action element:

ATE_FUN.1.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
ATE_FUN.1.1C
ATE_FUN.1.1C
The test documentation shall consist of test plans, expected test results and actual test results.

ATE_FUN.1-1

[ATE_FUN.1-1] The evaluator shall check that the test documentation includes test plans, expected test results and actual test results.
This work unit deals with the question whether the developers test documentation includes test plans, expected test results and actual test results.
Summary:

The evaluator shall list the test documentation which includes the test plans, expected test results and actual test results. The evaluator shall clearly refer to all relevant chapters in these documents.
The evaluator shall clearly identify all relevant chapters in the documents

Analysis:

Evaluator shall assess the test documentation and check if the test documentation includes detailed test plans, expected test results and actual test results. Extract one test case from the test documentation as an example.
Assessment and Verdict:

Add evaluator assessment
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1.2C
ATE_FUN.1.2C
The test plans shall identify the tests to be performed and describe the scenarios for performing each test. These scenarios shall include any ordering dependencies on the results of other tests.

ATE_FUN.1-2
[ATE_FUN.1-2] The evaluator shall examine the test plan to determine that it describes the scenarios for performing each test.
This work unit deals with the question whether the developers test plan details the test configuration for the TOE and equipment used for the tests. 
Summary:

Identical to the summary in work unit ATE_FUN.1-1.
The test plan does not describes the scenarios for performing each test.

Analysis:

The evaluator can apply a sampling strategy when performing this work unit. The evaluator can perform this work unit together with the next work unit and take care of the requirements of the ATE_FUN.1-4 when this work unit is performed.

The evaluators examined the test plan for a sample of tests in detail (listed below). Detailed information is provided on the test configuration of the TOE and for the related test equipment used. Considering the level of the detail the evaluators determine that the test configuration can be reproduced using the test plan.

As an example the evaluators examined the test plan of the test ..., which shows the test plan description kept for all other tests:


describe the test plan of a sample test,

or:

All test plans are described in the following template:


describe the “standard” test plan description of the developer 

As presented above, the test plan includes all the details about the set-up procedures, inputs parameters, the privileges to run, the test procedure and about the execution of the tests.

To perform this work unit the evaluators selected the following tests:


test_1 ... test_n

test_1 to test_m are selected because ...

test_m+1 to test_n are selected because...

Thus the evaluators examined sufficient tests for each test category.

Assessment and Verdict:

The evaluators determined that the test plan does not describes the scenarios for performing each test and the description of examined tests were not sufficient to reproduce and re-run the tests.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1-3
[ATE_FUN.1-3] The evaluator shall examine the test plan to determine that the TOE test configuration is consistent with the ST.
This work unit deals with the question whether the TOE was configured as described in ST, when testing was performed. 

Summary:

The evaluator shall list the TOE configuration in the [ST]
The TOE test configuration of the developer tests is extracted from the evidence and shown in section 4.1 of this SER document. 

Analysis:

The evaluator shall compare the detailed configuration of the tested TOE with the TOE configuration in the [ST].
Assessment and Verdict:

Add evaluator assessment
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1-4
[ATE_FUN.1-4] The evaluator shall examine the test plans to determine that sufficient instructions are provided for any ordering dependencies.
This work unit deals with the question whether the tests were carried when the required conditions of the TOE or environment have been created previously. 

Summary:

Identical to the summary in work unit ATE_FUN.1-1. 
The test plan does not describes the ordering dependencies in Add reference.

Analysis:

For this work unit the evaluators examined the tests that are also investigated for previous work units (see ATE_FUN.1‑2 for sampling strategy). 

The evaluator shall review the documentation listed above and determine that it clearly indicates the test dependencies for each tests
Since the evaluators sampled Add number of tests for each test category, they came to conclusion that the tests have carefully been planned and executed. 

Assessment and Verdict:

Add evaluator assessment
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1.3C
ATE_FUN.1.3C
The expected test results shall show the anticipated outputs from a successful execution of the tests.

ATE_FUN.1-5
[ATE_FUN.1-5] The evaluator shall examine the test documentation to determine that all expected tests results are included.
This work unit deals with the expected test results. 

Summary:

Identical to the summary in work unit ATE_FUN.1-1
The test documentation does not describes all expected test results.

Analysis:

The evaluator shall assess the test documentation and check if the test documentation includes unambiguous expected test results. Extract one test case from the test documentation as an example and report it here.
The evaluator examined all test documentation and confirmed that expected results are not clearly described. The evaluator reviewed the expected results of the developer tests taking into account the knowledge of the TOE gained while performing evaluation activities of the ASE, ADV and AGD classes. In particular, the evaluator looked for:

· 
Completeness in the description of the expected TOE behaviour;

· 
Ambiguity in the description of the expected TOE behaviour;

· 
Inconsistencies between the expected TOE behaviour and the information presented by the developer in other documentation evidences (ST, design documentation, interface specification and user guidance).

By following this approach, the evaluator concluded that:

· 
the expected test results not completely describe the anticipated behaviour of the TOE (or of the specific TSFI);

· 
no the following ambiguities were found (Testing is automated. The test verdict ensures that the test passed) 

· 
no the following inconsistencies with other developer evidences were found.

Assessment and Verdict:

Examining the test documentation the evaluators confirmed that not all expected results are included in the test documentation and are meaningful.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1.4C
ATE_FUN.1.4C
The actual test results shall be consistent with the expected test results.

ATE_FUN.1-6
[ATE_FUN.1-6] The evaluator shall check that the actual test results in the test documentation are consistent with the expected test results in the test documentation.
This work unit deals with the confirmation that the actual test results are consistent with the expected test results. The evaluator can apply a sampling strategy when performing this work unit. Note that this work unit can be performed together with ATE_FUN.1‑5.

Summary:

Identical to the summary in work unit ATE_FUN.1-1
In the test documentation the actual test results are not consistent with the expected test results.

Analysis:

Note that the current work unit can better be performed together with the previous work unit.

For the tests examined the evaluators should describe how the actual test results are assessed whether they are matching the expected test results. Note that this comparison can be applied in different ways (direct comparison, implicit comparison etc.). In some cases a processing of the test data received from a test might be necessary to actually compare the test results to the expected results. For those cases the evaluator shall confirms that the developer provides sufficient details on how such processing was done.

The evaluator shall assess the test documentation and check if the actual test results are consistent with the expected test results in the test documentation. Extract one test case from the test documentation as an example to be shown in this report and report it here.
Assessment and Verdict:

The evaluator concludes that expected test results and actual test results are not consistent with each other.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_FUN.1-7
[ATE_FUN.1-7] The evaluator shall report the developer testing effort, outlining the testing approach, configuration, depth and results.
This work requires the evaluator to summarise the developer’s test effort that should help other evaluators and overseers to obtain an overview of the tests.
Summary:

The evaluator reviewed the test documentation provided by the vendor and reported in section 4.1 and 4.2 of this document a summary of the developer testing effort, testing approach, TOE configuration under test, depth of developer tests and results.
Analysis:

In section 4.1 and 4.2 of this document, the evaluator provides a brief overview of the test evidence provided by the vendor in order to illustrate the overall testing approach and effort expended by the developer on testing the TOE. On basis of this overview, the evaluator provides a general assessment on the developer’s testing approach.
Assessment and Verdict:

The evaluator has reported the developer testing effort, outlining the testing approach, configuration, depth and results.

Hence, the current work unit is fulfilled (pass).
Verdict for ATE_FUN.1.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms / disproves that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

3.3 ATE_IND.2 Independent testing - sample
Summary Verdict for the Assurance Component ATE_IND.2:
##PASS ##FAIL ##INCONCLUSIVE.
##If all work units are met: The TOE meets all requirements of the assurance component ATE_IND.2. This result is based on the results provided by the evaluator actions and performed work units below.
3.3.1 ATE_IND.2.1E

Evaluator action element:

ATE_IND.2.1E
The evaluator shall confirm that the information provided meets all requirements for content and presentation of evidence.
In line with the structure presented in chapter 4 of this document, CC elements for content and presentation of evidence are discussed one by one in the following subsections in the context of their relevant work units.
ATE_IND.2.1C
ATE_IND.2.1C
The TOE shall be suitable for testing.

ATE_IND.2-1
[ATE_IND.2-1] The evaluator shall examine the TOE to determine that the test configuration is consistent with the configuration under evaluation as specified in the ST.
This work unit deals with the question whether the test samples have been configured according to the configuration of the TOE as described in [ST].

Summary:

The evaluator examined the samples provided for testing. The developer provided the following:

	samples received by evaluation laboratory
	Description (usage)

	Add samples
	Add description

	…
	…

	…
	…


See the TOE configuration in the [ST] in work unit ATE_FUN.1-3 (see section 0). 

Analysis:

The configuration of the tested sample is shown in the section 5.1 of this SER document. 
Assessment and Verdict:

The samples provided are not consistent with the [ST].
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_IND.2-2
[ATE_IND.2-2] The evaluator shall examine the TOE to determine that it has been installed properly and is in a known state.
This work unit deals with the question whether the test samples have been installed properly and is in a known state.

Summary:

Prior to performing tests, the evaluator performed the acceptance and installation procedures of the TOE as described in Add reference to AGD-PRE document.
Analysis:

The evaluator shall describe what installation procedures have been done prior to performing tests and report it here.
or
In order to perform tests, no further configuration or installation steps where required in order to bring the TOE to the evaluated configuration.

Assessment and Verdict:

The evaluator verified that the TOE being tested is not exactly configured as intended in the [ST] (‘known state’).
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ATE_IND.2.2C
ATE_IND.2.2C
The developer shall provide an equivalent set of resources to those that were used in the developer's functional testing of the TSF.

ATE_IND.2-3
[ATE_IND.2-3] The evaluator shall examine the set of resources provided by the developer to determine that they are equivalent to the set of resources used by the developer to functionally test the TSF
The current and the two following work units deal with a sampling of the developer’s functional tests. In order to be able to repeat a subset of the developer’s tests the evaluator needs the respective test environment being equivalent that of the developer. 

Summary:

See all the test tools and test instructions provided by the developer for evaluator tests in section 5.2 of this document. 
Analysis:

The developer provided the test environment used by the developer to the evaluator. Considering the description of the test environment of the test documentation the evaluator verified that the test environment along with its configuration is not equivalent to the set of resources documented in ATE_FUN.

On basis of these considerations, the evaluator concluded that the test environment is not to be considered as equivalent to the test environment used by the developer.
Assessment and Verdict:

The set of resources provided by the developer to the evaluator is not equivalent to the set of resources used by the developer.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ATE_IND.2.1E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms / disproves that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

3.3.2 ATE_IND.2.2E

Evaluator action element:

ATE_IND.2.2E
The evaluator shall execute a sample of tests in the test documentation to verify the developer test results.
Content and presentation of evidence elements:

none

ATE_IND.2-4
[ATE_IND.2-4] The evaluator shall conduct testing using a sample of tests found in the developer test plan and procedures.
The current work unit also deals with a sampling of the developer’s functional tests. It requires the evaluator to conduct testing using a sample of the described developer tests. 

Summary:

The evaluator conducted the chosen samples of the developer’s functional tests found in the developer test plan and procedures Add the premises of the developer (address) or/and in the evaluation lab on Add date. The following persons attended this activity: the responsible evaluator Add name and supporting staff of the developer Add name.

Analysis:

The evaluator devises a subset of developer’s tests to verify the validity of the testing approach of the developer. The selection of tests followed the criteria given in the CEM for the work unit ATE_IND.2-6.

From inspection of [ATECOV] the evaluator has selected a sample of developer tests to be repeated. 
The evaluators chose the set of the developer tests as listed in the section 5.3 of this SER document. 
Assessment and Verdict:

The evaluator has sampled test cases based on the developer’s tests. 
or

The evaluators were able to sample a set of the developer’s tests, however not to conduct the tests sampled. Add description here 

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ATE_IND.2-5
[ATE_IND.2-5]  The evaluator shall check that all the actual test results are consistent with the expected test results.
The current work unit also deals with a sampling of the developer’s functional tests.
Please note that this work unit or a part of it can be performed together with the work units ATE_IND.2-4.

Summary:

The repeated tests are reported in the section 5.4.
Analysis:

The evaluator compared the actual observed results of each test with:

· 
The expected results in order to assess whether the test passed;

· 
The actual results documented by the developer in testing evidences in order to assess whether any deviations were observed.
Add, if any, additional evaluator analysis
For all Not all test cases the actual test results of the evaluator were found consistent with the expected results and with the results documented by the developer.
Assessment and Verdict:

The actual test results (resulting from evaluator’s repetition of the tests) are not consistent with the expected test results (as described by the developer). This didn’t allow allowed the evaluator to gain sufficient confidence in the developer test results and approach.
Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

Verdict for ATE_IND.2.2E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms / disproves that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

3.3.3 ATE_IND.2.3E

Evaluator action element:

ATE_IND.2.3E
The evaluator shall test a subset of the TSF interfaces to confirm that the TSF operates as specified.
Refinement (from [PP]):

In particular, for SFR-supporting features related to Open Protocols, the following holds:


PCII1: The evaluator shall verify that all security protocols present on the device are described as SFR-supporting TSFIs in the functional specification

For all these TSFI, the evaluator shall assess that:


PCII2: The device is able to provide confidentiality of data sent over a network connec-tion.

a)Encryption mechanism utilizes key sizes appropriate for the algorithm(s) in question

b)Encryption is provided by using keys that are established in a secure manner using appropriate key-management procedures, such as those listed in NIST SP800-21, Guidelines for Implementing Cryptography


PCII3: The device is able to provide the integrity of data that is sent over a network connection.


a)Integrity is provided by a MAC as defined in ISO 16609, or by a digital signature.


b)Hashing can be provided by at least one of the following algorithms: SHA-224, SHA-256, SHA-384, and SHA-512.


PCII4: The device uses a declared security protocol to authenticate the server.


a)Server authentication utilizes key sizes appropriate for the algorithm(s) in question.


b)Hashing can be provided by at least one of the following algorithms: SHA-224, SHA-256, SHA-384, and SHA-512.


c)The platform is able to verify the validity of the public keys it receives.


d)The platform is able to verify the authenticity of the public keys it receives.


PCII6: The platform implements session management.


a)The platform keeps track of all connections and restricts the number of sessions that can remain active on the platform to the minimum necessary number.


b)The platform sets time limits for sessions and ensures that sessions are not left open for longer than necessary

This refinement from the PP will be assessed by the evaluator in section 0.
Content and presentation of evidence elements:

none

ATE_IND.2-6

[ATE_IND.2-6] The evaluator shall devise a test subset.
The current work unit deals rather with a ‘mental’ preparation of the evaluator for penetration testing. Together with the next work unit they represent a common context while reflecting different abstraction levels: the current work unit deals with a ‘high level’ outlining sensible test scenarios planned to be performed as independent tests, whilst the next one – with producing the related independent test documentation including the relevant test cases and other necessary conditions for conducting independent tests.
Summary:

In this work unit the evaluators devised a test subset to be performed as independent tests. The independent tests are reported in the section 5.
Add, if applicable, further summarising information and references
Analysis:
The evaluator analysed the available developer documentation and reviewed the test coverage analysis in order to understand how the TSF has been exercised by the developer during testing. In view of this, the evaluator chose to perform a number of independent tests that complement the developer tests. Note that the developer provided test evidence on all TSFIs that were identified in [ADVFSP], hence the independent tests of the evaluator have not been chosen on basis of un-tested TSFIs, but rather

· Have been chosen in order to target TSFIs that the developer already tested, however using different approaches and parameters. In the CEM, this testing strategy is referred to as ‘augmentation’ and ‘supplementation’.
· In addition, independent tests have been chosen in order to maintain a balance between evaluator effort expended in ATE and in AVA. For example, the evaluator judged more valuable performing in-depth penetration tests on ICCR, MSR, CTLS, keypad, display and USB rather than addressing these interfaces with additional independent functional tests. Note also that these TSFIs have been already directly and indirectly tested by the evaluator as part of the repeated tests (see work units [ATE_IND.2-4] and [ATE_IND.2-5]).
The independent tests performed by the evaluators are shown in the section 5.3 of this Single Evaluation Report.
Assessment and Verdict:

The evaluators were not able to devise the test subset, that consists of the tests sampled from the developer's tests and additional tests devised by the evaluators.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_IND.2-7
[ATE_IND.2-7]  The evaluator shall produce test documentation for the test subset that is sufficiently detailed to enable the tests to be reproducible.
The current work unit deals with the documentation of the tests devised by the evaluator.

Summary:

Identical to the summary in ATE_IND.2-6.
Add summary
Analysis:

The independent tests are reported in the section 5.
Assessment and Verdict:

The evaluators were not able to create test documentation in sufficient detail to enable the tests to be repeatable.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_IND.2-8
[ATE_IND.2-8] The evaluator shall conduct testing.
The current work unit deals with practically conducting independent testing.

Summary:

The evaluator conducted independent testing in the premises of the developer (address) or/and in the evaluation lab on Add date. The following persons attended this activity: the responsible certifier Add name, supporting staff of the developer.

Analysis:

The evaluator performed each independent test as planned and specified in the related test documentation created in the context of the previous work unit. 

All conditions and elements of the test environment needed for performing these tests, if any, are directly stated within the test protocols in the next work unit.

Assessment and Verdict:

The evaluators were not able to conduct independent tests according to test documentation.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ATE_IND.2-9
[ATE_IND.2-9] The evaluator shall record the following information about the tests that compose the test subset:
a) identification of the interface behaviour to be tested;

b) instructions to connect and setup all required test equipment as required to conduct the test; 
c) instructions to establish all prerequisite test conditions;
d) instructions to stimulate the interface; 
e) instructions for observing the behaviour of the interface;

f) descriptions of all expected results and the necessary analysis to be performed on the observed behaviour for comparison against expected results;
g) instructions to conclude the test and establish the necessary post-test state for the TOE;
h) actual test results
The current work unit deals with recording independent test results.

Summary:

Identical to the summary in ATE_IND.2-6.
Add summary

Analysis:

The independent tests are reported in the section 5.

Assessment and Verdict:

The evaluators were not able to record the tests conducted.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ATE_IND.2-10
[ATE_IND.2-10] The evaluator shall check that all actual test results are consistent with the expected test results.
Summary:

Identical to the summary in ATE_IND.2-6. or
Add summary

Analysis:

The evaluator compared the actual observed results of each test with the expected results in order to assess whether the test passed.

No The following deviations were found between the expected and the actual results of the independent tests (Not all tests passed).
Assessment and Verdict:

The actual test results are not consistent with the expected test results.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).

ATE_IND.2-11
[ATE_IND.2-11] The evaluator shall report in the ETR the evaluator testing effort, outlining the testing approach, configuration, depth and results.
The current work unit deals with reporting the independent testing conducted.

Summary:

The evaluator described the testing effort, testing approach, configuration, depth and results in sections 5.1, 5.2 and 5.3 of this SER document.
Analysis:

In section 5.1 of this SER document the evaluator report the evaluator test TOE configuration. In section 5.3 of the SER document, the evaluator provides a brief overview of the evaluator approach and effort expended by the evaluator on performing repeated and independent tests on the TOE.
Assessment and Verdict:

In [ETR] the evaluator reported the testing effort, testing approach, TOE configuration, depth of evaluator tests and results.

Hence, the current work unit is fulfilled (pass) or is not fulfilled (fail).
ATE_IND.2.3E Refinements from the PP
In particular, for SFR-supporting features related to Open Protocols, the following holds:

	PCII1: The evaluator shall verify that all security protocols present on the device are described as SFR-supporting TSFIs in the functional specification.


Summary:

Add summary of necessary evidences
Analysis:
The evaluator shall perform the information gathering test and document it in chapter 6 of this document
Add evaluator analysis
Assessment and Verdict:

The actual test results are not consistent with the expected test results.

Hence, the current refinement is fulfilled (pass) or is not fulfilled (fail).

	PCII2: The device is able to provide confidentiality of data sent over a network connection.

a) Encryption mechanism utilizes key sizes appropriate for the algorithm(s) in question.

b) Encryption is provided by using keys that are established in a secure manner using appropriate key-management procedures, such as those listed in NIST SP800-21, Guidelines for Implementing Cryptography 


Summary:

The evaluator shall perform the test 
The evaluator shall summary the confidential network connection
Analysis:
Add evaluator analysis
Assessment and Verdict:

Add evaluator assessment
Hence, the current refinement is fulfilled (pass) or is not fulfilled (fail).

	PCII3: The device is able to provide the integrity of data that is sent over a network connection.

a) Integrity is provided by a MAC as defined in ISO 16609, or by a digital signature.

b) Hashing can be provided by at least one of the following algorithms: SHA-224, SHA-256, SHA-384, and SHA-512.


Summary:

The evaluator shall perform the test
Add summary regarding the data integrity over a network connection
Analysis:
Add evaluator analysis
Assessment and Verdict:

Add evaluator assessment
Hence, the current refinement is fulfilled (pass) or is not fulfilled (fail).

	PCII4: The device uses a declared security protocol to authenticate the server.

a) Server authentication utilizes key sizes appropriate for the algorithm(s) in question.

b) Hashing can be provided by at least one of the following algorithms: SHA-224, SHA-256, SHA-384, and SHA-512.

c) The platform is able to verify the validity of the public keys it receives.

d) The platform is able to verify the authenticity of the public keys it receives.


Summary:

The evaluator shall perform the test
Add summary regarding the security protocol used to authenticate the server
Analysis:
Add evaluator analysis
Assessment and Verdict:

Add evaluator assessment
Hence, the current refinement is fulfilled (pass) or is not fulfilled (fail).

	PCII6: The platform implements session management.

a) The platform keeps track of all connections and restricts the number of sessions that can remain active on the platform to the minimum necessary number.

b) The platform sets time limits for sessions and ensures that sessions are not left open for longer than necessary.


Summary:

The evaluator shall perform the test
Add summary regarding the platform session management
Analysis:
Add evaluator analysis
Assessment and Verdict:

Add evaluator assessment
Hence, the current refinement is fulfilled (pass) or is not fulfilled (fail).

Verdict for ATE_IND.2.3E:
##PASS ##FAIL ##INCONCLUSIVE
The evaluator confirms (disproves) that the information provided in the analysed documentation meet all requirements for content and presentation of evidence.

3.4 Indications for Potential Vulnerabilities (input for Vulnerability Analysis)
The evaluator did not or did find any potential vulnerability indicated by the current evaluation aspect.
3.5 Missing Information

Add, if applicable, further information, which the developer/sponsor has to provide.

3.6 Questions to / Conditions on the Developer

Add, if applicable questions, recommendations to or conditions on the developer.

3.7 Necessary Changes/Improvements

Add, if applicable, changes which should be done by the developer.

3.8 Effects on other Documents

Add, if applicable, effects on other documents.

4 Developer tests
As part of work unit ATE_FUN.1-7, the evaluator shall provide in the ETR a brief overview of the overall testing approach and effort expended by the developer on testing the TOE. In order to avoid redundant reporting, the brief overview will be reported in this section of this SER document. In the ETR report the evaluator shall refer to this section. 
The overview provided by the evaluator is based on the following developer evidences (see also Annex 6.2 for more details):

Add list of all the test evidences provided by the vendor

4.1 TOE configuration for developer tests
Add report of the document where the vendor specifies that developer tests were performed on which configuration of the TOE. In addition, add the tested TOE configuration in this section.
4.2 Developer testing approach, effort, and results
Test documents from vendor provide an overview of the performed developer tests. In particular, the vendor performed tests on:

· All TSFIs that were identified in [ADV_FSP]. In order to test all TSFIs from a logical and physical point of view, the vendor performed the following types of tests:
· Add summary of the types of developer tests

· In addition, the vendor performed tests: 
· Add a listed of all the additional developer tests.

The evaluator shall extract an example from the developer test evidence in order to demonstrate that a full overview of the following items are provided:

· the performed tests, 

· reference to documentation where details on the tests can be found, with indication of:

· necessary tools,

· pre-requisites, 

· step-by-step description of the test, 

· expected results, 

· actual results.

· Overall test verdict.
Add example there.
The evaluator inspected all documentation and determined that the following defines the developer testing environment to test all TSFIs:

· Add a list of all the requested tools of the test environment

Furthermore, from inspection of all documentation, the evaluator concluded that:

· the developer performed sufficient or insufficient tests (all TSFIs were tested with more than one test each);

· the tests were correctly or incorrectly designed in order to verify the correct implementation of the TSFI;

· The tests were correctly or incorrectly described and allowed or not allowed the evaluator to repeat a subset of developer tests (see also section below).  

·  All or Not all tests passed.
5 Evaluator Functional Tests

As part of work unit ATE_IND.2-11, the evaluator shall provide in the ETR a brief overview of the overall testing approach and effort expended by the evaluator on testing the TOE. In order to avoid redundant reporting, the brief overview will be reported in this section of this SER document. It the ETR report the evaluator shall refer to this section.
5.1 TOE configuration for evaluator tests

The evaluator shall perform the tested TOE configuration identification. Add description here
5.2 Test environment
In order to support evaluator tests and set the testing environment, the developer provided:
· the evaluator shall list all the testing tools used for evaluator tests

· the evaluator shall list all the vendor provided instructions on how to prepare the testing environment and how to perform tests.

In addition, the evaluation facility possessed the following tools:

· The evaluator shall list all the additional testing tools used for evaluator tests
5.3 Evaluator testing approach, efforts and results
The evaluator performed repeated and independent tests on the TSFIs of the TOE. A summary of the sampling strategy, testing approach and results is reported below.
Repeated tests:

The evaluator chose to repeat the following subset of developer tests in order to gain assurance on the correct execution of the tests and confirm the validity of the developer's test results:
The evaluator shall list all the repeated developer tests

For each developer test, the evaluator indicates in the table below whether it was chosen for repetition and provides a rationale with indication of the TSFIs that the test targets.
	Developer test
	Repeated test by the evaluator
	Rationale 

	DEVELOPER_TEST_NAME
	YES or NO. If yes, please list the REPEATED_TEST_NAME here
	Add the rationale why or why not this developer test will be repeated. 

	
	
	

	
	
	

	
	
	


In section 5.4 of this SER document, for each repeated test, the following is reported:
· Test goal

· Test pre-requisites (TOE configuration, necessary HW and/or SW tools)

· Step-by-step description of the test as presented by vendor test evidences

· Expected result of each step as described by vendor test evidence

· Actual results observed by the evaluator for each step (including photographic evidence when appropriate);

· Overall test verdict

· Date of the test.
For all or not all repeated tests, the actual test results are consistent with the expected test results (as described by the vendor). This allowed or NOT allowed the evaluator to gain sufficient confidence in the developer test results and approach.
Independent tests:

The evaluators devised a test subset to be performed as independent verification tests on basis of the knowledge of the TOE that was gained during previous evaluation tasks (ASE, ADV, AGD, ATE) and from review of the full vendor documentation.

In particular, the evaluator chose to perform a number of independent tests that complement the developer tests. Note that the developer provided test evidence on all TSFIs that were identified in [ADVFSP], hence the independent tests of the evaluator:
· Have not been chosen on basis of un-tested TSFIs, but rather

· Have been chosen in order to target TSFIs that the vendor already tested, however using different approaches and parameters. In the CEM, this testing strategy is referred to as ‘augmentation’ and ‘supplementation’.

· In addition, independent tests have been chosen in order to maintain a balance between evaluator effort expended in ATE and in AVA. For example, the evaluator judged more valuable performing in-depth penetration tests on ICCR, MSR, CTLS, keypad, display and USB rather than addressing these interfaces with additional independent functional tests. Note also that these TSFIs have been already directly and indirectly tested by the evaluator as part of the repeated tests.
Hence, the independent tests are the following and are detailed in section 0 of this SER document:

· Add list of all the independent tests

Brief test descriptions, rationales and indications of the TSFIs that each test targets are given in the table below:

	Independent test
	Test description
	Rationale for selecting it as independent test

	INDEPENDENT_TEST_NAME
	Add brief description of test purpose
	Add why this test is chosen as an independent test.


In section 0 of this SER document, the evaluator reports sufficient information for each independent test to allow the test to be repeatable. In particular, the following is indicated:
· Test goal;

· Test pre-requisites (TOE configuration, necessary HW and/or SW tools with versions);

· Step-by-step description of the test 

· Expected result of each step 

· Actual results observed by the evaluator for each step (including photographic evidence when appropriate);

· Overall test verdict

· Date of the test.
The evaluator compared the actual observed results of each test with the expected results in order to assess whether the test passed.

Some or No deviations were found between the expected and the actual results of the independent tests (all or NOT all tests passed).
5.4 Repeated tests
REP_01_TESTNAME
	REP_01_TESTNAME

	Goal 
	describe the test purpose

	Pre-requisites 
	Add test conditions

Add test tools

Add required configurations

	Steps
	Expected result
	Actual Result

	1
	…
	…
	…

	2
	…
	…
	…

	3
	…
	…
	…

	Test verdict
	##Pass or ##Fail

	Test executed by 
	##Evaluation facility  (Month/ Year)


REP_02_TESTNAME

	REP_02_TESTNAME

	Goal 
	describe the test purpose

	Pre-requisites 
	Add test conditions

Add test tools

Add required configurations

	Steps
	Expected result
	Actual Result

	1
	…
	…
	…

	2
	…
	…
	…

	3
	…
	…
	…

	Test verdict
	Pass or Fail

	Test executed by 
	Evaluation facility (Month/ Year)


Add all repeated tests as sampled above tables
5.5 Independent tests
IND_01_TESTNAME

	IND_01_TESTNAME

	Goal 
	describe the test purpose

	Pre-requisites 
	Add test conditions

Add test tools

Add required configurations

	Steps
	Expected result
	Actual Result

	1
	…
	…
	…

	2
	…
	…
	…

	3
	…
	…
	…

	Test verdict
	Pass or Fail

	Test executed by 
	Evaluation facility (Month/ Year)


Add all independent tests as sampled in table above

6 Annex

6.1 Glossary and list of acronyms

	term
	definition / explanation

	…
	…

	…
	…


	abbreviation
	term
	definition / explanation

	ST
	Security Target
	…

	…
	…
	…
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